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The executive branch of the United States federal government should issue and enforce an executive order to require consultation in every possible circumstance prior to the use of offensive cyber operations by President of the United States and require a prompt and full account of every significant use of cyber weapons by the President of the United States. The order should also establish a bipartisan independent executive branch commission to ensure compliance. 

Self-restraint is durable and sends a credible signal

Posner and Vermeule 7 (Eric Posner, The University of Chicago Law School Professor, and Adrian Vermeule, Harvard Law School Professor of Law, 2007, The Credible Executive, 74 U. Chi. L. Rev. 865)

The Madisonian system of oversight has not totally failed. Sometimes legislators overcome the temptation to free ride; sometimes they invest in protecting the separation of powers or legislative prerogatives. Sometimes judges review exercises of executive discretion, even during emergencies. But often enough, legislators and judges have no real alternative to letting executive officials exercise discretion unchecked. The Madisonian system is a partial failure; compensating mechanisms must be adopted to fill the area of slack, the institutional gap between executive discretion and the oversight capacities of other institutions. Again, the magnitude of this gap is unclear, but plausibly it is quite large; we will assume that it is.

It is often assumed that this partial failure of the Madisonian system unshackles and therefore benefits ill-motivated executives. This is grievously incomplete. The failure of the Madisonian system harms the well-motivated executive as much as it benefits the ill-motivated one. Where Madisonian oversight fails, the well-motivated executive is a victim of his own power. Voters, legislators, and judges will be wary of granting further discretion to an executive whose motivations are uncertain and possibly nefarious. The partial failure of Madisonian oversight thus threatens a form of inefficiency, a kind of contracting failure that makes potentially everyone, including the voters, worse off.
Our central question, then, is what the well-motivated executive can do to solve or at least ameliorate the problem. The solution is for the executive to complement his (well-motivated) first-order policy goals with second-order mechanisms for demonstrating credibility to other actors. We thus do not address the different question of what voters, legislators, judges, and other actors should do about an executive who is ill motivated and known to be so. That project involves shoring up or replacing the Madisonian system to block executive dictatorship. Our project is the converse of this, and involves finding new mechanisms to help the well-motivated executive credibly distinguish himself as such.

IV. Executive Signaling: Law and Mechanisms

We suggest that the executive's credibility problem can be solved by second-order mechanisms of executive signaling. In the general case, well-motivated executives send credible signals by taking actions that are more costly for ill-motivated actors than for well-motivated ones, thus distinguishing themselves from their ill-motivated mimics. Among the specific mechanisms we discuss, an important subset involves executive self-binding, whereby executives commit themselves to a course of action that would impose higher costs on ill-motivated actors. Commitments themselves have value as signals of benign motivations.
This departs from the usual approach in legal scholarship. Legal theory has often discussed self-binding by "government" or government officials. In constitutional theory, it is often suggested that constitutions represent an attempt by "the people" to bind "themselves" against their own future decisionmaking pathologies, or relatedly, that constitutional prohibitions represent mechanisms by which governments commit themselves not to expropriate investments or to exploit their populations. n72 Whether or not this picture is coherent, n73 it is not the question we examine here, although some of the relevant considerations are similar. n74 We are not concerned with binding the president so that he cannot abuse his powers, but with how he might bind himself or take other actions that enhance his credibility, so that he can generate support from the public and other members of the government.  [*895] 

Furthermore, our question is subconstitutional: it is whether a well-motivated executive, acting within an established set of constitutional and statutory rules, can use signaling mechanisms to generate public trust. Accordingly, we proceed by assuming that no constitutional amendments or new statutes will be enacted. Within these constraints, what can a well-motivated executive do to bootstrap himself to credibility? The problem for the well-motivated executive is to credibly signal his benign motivations. In general, the solution is to engage in actions that are less costly for good types than for bad types.

We begin with some relevant law, then examine a set of possible mechanisms -emphasizing both the conditions under which they might succeed and the conditions under which they might not -and conclude by examining the costs of credibility.

A. A Preliminary Note on Law and Self-Binding

Many of our mechanisms are unproblematic from a legal perspective, as they involve presidential actions that are clearly lawful. But a few raise legal questions; in particular, those that involve self-binding. n75 Can a president bind himself to respect particular first-order policies? With qualifications, the answer is yes, at least to the same extent that a legislature can. Formally, a duly promulgated executive rule or order binds even the executive unless and until it is validly abrogated, thereby establishing a new legal status quo. n76 The legal authority to establish a new status quo allows a president to create inertia or political constraints that will affect his own future choices. In a practical sense, presidents, like legislatures, have great de facto power to adopt policies that shape the legal landscape for the future. A president might commit himself to a long-term project of defense procurement or infrastructure or foreign policy, narrowing his own future choices and generating new political coalitions that will act to defend the new rules or policies.

More schematically, we may speak of formal and informal means of self-binding:

1. The president might use formal means to bind himself. This is possible in the sense that an executive order, if otherwise valid, legally binds the president while it is in effect and may be enforced by the courts. It is not possible in the sense that the president can always repeal the executive order if he can bear the political and reputational costs of doing so.

2. The president might use informal means to bind himself. This is not only possible but frequent and important. Issuing an executive rule providing for the appointment of special prosecutors, as Nixon did, is not a formal self-binding. n77 However, there may be large political costs to repealing the order. This effect does not depend on the courts' willingness to enforce the order, even against Nixon himself. Court enforcement makes the order legally binding while it is in place, but only political and reputational enforcement can protect it from repeal. Just as a dessert addict might announce to his friends that he is going on a no-dessert diet in order to raise the reputational costs of backsliding and thus commit himself, so, too, the executive's issuance of a self-binding order can trigger reputational costs. In such cases, repeal of an executive order may be seen as a breach of faith even if no other institution ever enforces it.

Executive commitment to transparency solves

Eric Posner, Professor of Law, The University of Chicago Law School, and Adrian Vermeule, Professor of Law, Harvard Law School, 2007, The Credible Executive, 74 U. Chi. L. Rev. 865

The well-motivated executive might commit to transparency as a way to reduce the costs to outsiders of monitoring his actions. n94 The FDR strategy of inviting potential whistleblowers from the opposite party into government is a special case of this; the implicit threat is that the whistleblower will make public any evidence of partisan motivations. The more ambitious case involves actually exposing the executive's decisionmaking processes to observation. To the extent that an ill-motivated executive cannot publicly acknowledge his motivations or publicly instruct subordinates to take them into account in decisionmaking, transparency will tend to exclude those motivations from the decisionmaking process. The public will know that only a well-motivated executive would promise transparency in the first place, and the public can therefore draw an inference to credibility.

Credibility is especially enhanced when transparency is effected through journalists with reputations for integrity or with political  [*904]  preferences opposite to those of the president. Thus, George W. Bush gave Bob Woodward unprecedented access to White House decisionmaking and perhaps even to classified intelligence, n95 with the expectation that the material would be published. This sort of disclosure to journalists is not real-time transparency -no one expects meetings of the National Security Council to appear on C-SPAN -but the anticipation of future disclosure can have a disciplining effect in the present. By inviting this disciplining effect, the administration engages in signaling in the present through (the threat of) future transparency.
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Obama singularly focused on the fiscal crisis—his political capital will resolve it before shutdown and default

Jonathan Allen, Politico, 9/19/13, GOP battles boost President Obama, dyn.politico.com/printstory.cfm?uuid=17961849-5BE5-43CA-B1BC-ED8A12A534EB

There’s a simple reason President Barack Obama is using his bully pulpit to focus the nation’s attention on the battle over the budget: In this fight, he’s watching Republicans take swings at each other.

And that GOP fight is a lifeline for an administration that had been scrambling to gain control its message after battling congressional Democrats on the potential use of military force in Syria and the possible nomination of Larry Summers to run the Federal Reserve.

If House Republicans and Obama can’t cut even a short-term deal for a continuing resolution, the government’s authority to spend money will run out on Oct. 1. Within weeks, the nation will default on its debt if an agreement isn’t reached to raise the federal debt limit.

For some Republicans, those deadlines represent a leverage point that can be used to force Obama to slash his health care law. For others, they’re a zero hour at which the party will implode if it doesn’t cut a deal.

Meanwhile, “on the looming fiscal issues, Democrats — both liberal and conservative, executive and congressional — are virtually 100 percent united,” said Sen. Charles Schumer (D-N.Y.).

Just a few days ago, all that Obama and his aides could talk about were Syria and Summers. Now, they’re bringing their party together and shining a white hot light on Republican disunity over whether to shut down the government and plunge the nation into default in a vain effort to stop Obamacare from going into effect.

The squabbling among Republicans has gotten so vicious that a Twitter hashtag — #GOPvsGOPugliness — has become a thick virtual data file for tracking the intraparty insults. Moderates, and even some conservatives, are slamming Texas Sen. Ted Cruz, a tea party favorite, for ramping up grassroots expectations that the GOP will shut down the government if it can’t win concessions from the president to “defund” his signature health care law.

“I didn’t go to Harvard or Princeton, but I can count,” Sen. Bob Corker (R-Tenn.) tweeted, subtly mocking Cruz’s Ivy League education. “The defunding box canyon is a tactic that will fail and weaken our position.”

While it is well-timed for the White House to interrupt a bad slide, Obama’s singular focus on the budget battle is hardly a last-minute shift. Instead, it is a return to the narrative arc that the White House was working to build before the Syria crisis intervened.

And it’s so important to the president’s strategy that White House officials didn’t consider postponing Monday’s rollout of the most partisan and high-stakes phase even when a shooter murdered a dozen people at Washington’s Navy Yard that morning.

The basic storyline, well under way over the summer, was to have the president point to parts of his agenda, including reducing the costs of college and housing, designed to strengthen the middle class; use them to make the case that he not only saved the country from economic disaster but is fighting to bolster the nation’s finances on both the macro and household level; and then argue that Republicans’ desire to lock in the sequester and leverage a debt-ceiling increase for Obamacare cuts would reverse progress made.

The president is on firm ground, White House officials say, because he stands with the public in believing that the government shouldn’t shut down and that the country should pay its bills.

The plan causes endless intra-branch turf wars—that controversy kills the plan’s effectiveness. 

Dycus 10 (Stephen, Professor, Vermont Law School, “Congress’s Role in Cyber Warfare”, http://jnslp.com/wp-content/uploads/2010/08/11_Dycus.pdf, ZBurdette)

In his celebrated concurring opinion in The Steel Seizure Case, 1 Justice Jackson cautioned that “only Congress itself can prevent power from slipping through its fingers.”2 Jackson’s warning seems especially pertinent today, as we prepare urgently for cyber warfare – facing potentially enormous threats from yet unknown enemies, and finding ourselves dependent on staggeringly complex, unproven technology.3 The executive branch, which has special expertise and agility in national security matters generally, as well as substantial constitutional authority, has taken the initiative in these preparations.4 Yet if Congress is to be faithful to the Framers’ vision of its role in the nation’s defense, it must tighten its grip and play a significant part in the development of policies for war on a digital battlefield.5 It also must enact rules to help ensure that these policies are carried out. 

Congress must work hand in hand with the Executive, however, to confront these evolving threats. The importance of collaborative planning can be seen in a recent exchange of correspondence in which leaders of the Senate Select Committee on Intelligence wrote to the Director of National Intelligence to ask about “the adequacy of the Director of National Intelligence and Intelligence Community authorities over cybersecurity.”6

The Director answered: 

This is a very important issue . . . . A judgment regarding the adequacy of DNI authorities and any changes, additions, or clarifications will necessarily depend on the Administration’s strategic plan on cyber, and where the center of gravity will be within the Executive branch. . . . We have more work to do in the Executive Branch before I can give you a good answer.7

The strategic, technological, and political problems described here present challenges of unprecedented complexity. The risks of error both in the formulation of a cyber warfare policy and in its execution are substantial. And despite the importance of developing a coherent, coordinated response to this threat, it seems unlikely that we will find a way to overcome entirely the endless turf battles among federal agencies and congressional committees.8

That spills-over to government shutdown and US default—that kills the economy and US credibility

Norm Ornstein, resident scholar at the American Enterprise Institute, 9/1/13, Showdowns and Shutdowns, www.foreignpolicy.com/articles/2013/09/01/showdowns_and_shutdowns_syria_congress_obama

Then there is the overload of business on the congressional agenda when the two houses return on Sept. 9 -with only nine legislative days scheduled for action in the month. We have serious confrontations ahead on spending bills and the debt limit, as the new fiscal year begins on Oct. 1 and the debt ceiling approaches just a week or two thereafter. Before the news that we would drop everything for an intense debate on whether to strike militarily in Syria, Congress-watchers were wondering how we could possibly deal with the intense bargaining required to avoid one or more government shutdowns and/or a real breach of the debt ceiling, with devastating consequences for American credibility and the international economy.

Beyond the deep policy and political divisions, Republican congressional leaders will likely use both a shutdown and the debt ceiling as hostages to force the president to cave on their demands for deeper spending cuts. Avoiding this end-game bargaining will require the unwavering attention of the same top leaders in the executive and legislative branches who will be deeply enmeshed in the Syria debate. The possibility -even probability -of disruptions caused by partial shutdowns could complicate any military actions. The possibility is also great that the rancor that will accompany the showdowns over fiscal policy will bleed over into the debate about America and Syria.

Extinction

Kemp 10

Geoffrey Kemp, Director of Regional Strategic Programs at The Nixon Center, served in the White House under Ronald Reagan, special assistant to the president for national security affairs and senior director for Near East and South Asian affairs on the National Security Council Staff, Former Director, Middle East Arms Control Project at the Carnegie Endowment for International Peace, 2010, The East Moves West: India, China, and Asia’s Growing Presence in the Middle East, p. 233-4

The second scenario, called Mayhem and Chaos, is the opposite of the first scenario; everything that can go wrong does go wrong. The world economic situation weakens rather than strengthens, and India, China, and Japan suffer a major reduction in their growth rates, further weakening the global economy. As a result, energy demand falls and the price of fossil fuels plummets, leading to a financial crisis for the energy-producing states, which are forced to cut back dramatically on expansion programs and social welfare. That in turn leads to political unrest: and nurtures different radical groups, including, but not limited to, Islamic extremists. The internal stability of some countries is challenged, and there are more “failed states.” Most serious is the collapse of the democratic government in Pakistan and its takeover by Muslim extremists, who then take possession of a large number of nuclear weapons. The danger of war between India and Pakistan increases significantly. Iran, always worried about an extremist Pakistan, expands and weaponizes its nuclear program. That further enhances nuclear proliferation in the Middle East, with Saudi Arabia, Turkey, and Egypt joining Israel and Iran as nuclear states. Under these circumstances, the potential for nuclear terrorism increases, and the possibility of a nuclear terrorist attack in either the Western world or in the oil-producing states may lead to a further devastating collapse of the world economic market, with a tsunami-like impact on stability. In this scenario, major disruptions can be expected, with dire consequences for two-thirds of the planet’s population.

off

The affirmative re-inscribes the primacy of liberal legalism as a method of restraint—that paradoxically collapses resistance to Executive excesses.

Margulies 11 (Joseph, Joseph Margulies is a Clinical Professor, Northwestern University School of Law. He was counsel of record for the petitioners in Rasul v. Bush and Munaf v. Geren. He now is counsel of record for Abu Zubaydah, for whose torture (termed harsh interrogation by some) Bush Administration officials John Yoo and Jay Bybee wrote authorizing legal opinions. Earlier versions of this paper were presented at workshops at the American Bar Foundation and the 2010 Law and Society Association Conference in Chicago., Hope Metcalf is a Lecturer, Yale Law School. Metcalf is co-counsel for the plaintiffs/petitioners in Padilla v. Rumsfeld, Padilla v. Yoo, Jeppesen v. Mohammed, and Maqaleh v. Obama. She has written numerous amicus briefs in support of petitioners in suits against the government arising out of counterterrorism policies, including in Munaf v. Geren and Boumediene v. Bush., “Terrorizing Academia,” http://www.swlaw.edu/pdfs/jle/jle603jmarguilies.pdf)

In an observation more often repeated than defended, we are told that the attacks of September 11 “changed everything.” Whatever merit there is in this notion, it is certainly true that 9/11—and in particular the legal response set in motion by the administration of President George W. Bush—left its mark on the academy. Nine years after 9/11, it is time to step back and assess these developments and to offer thoughts on their meaning. In Part II of this essay, we analyze the post-9/11 scholarship produced by this “emergency” framing. We argue that legal scholars writing in the aftermath of 9/11 generally fell into one of three groups: unilateralists, interventionists, and proceduralists. Unilateralists argued in favor of tilting the allocation of government power toward the executive because the state’s interest in survival is superior to any individual liberty interest, and because the executive is best able to understand and address threats to the state. Interventionists, by contrast, argued in favor of restraining the executive (principally through the judiciary) precisely to prevent the erosion of civil liberties. Proceduralists took a middle road, informed by what they perceived as a central lesson of American history.1 Because at least some overreaction by the state is an inevitable feature of a national crisis, the most one can reasonably hope for is to build in structural and procedural protections to preserve the essential U.S. constitutional framework, and, perhaps, to minimize the damage done to American legal and moral traditions. Despite profound differences between and within these groups, legal scholars in all three camps (as well as litigants and clinicians, including the authors) shared a common perspective—viz., that repressive legal policies adopted by wartime governments are temporary departures from hypothesized peacetime norms. In this narrative, metaphors of bewilderment, wandering, and confusion predominate. The country “loses its bearings” and “goes astray.” Bad things happen until at last the nation “finds itself” or “comes to its senses,” recovers its “values,” and fixes the problem. Internment ends, habeas is restored, prisoners are pardoned, repression passes. In a show of regret, we change direction, “get back on course,” and vow it will never happen again. Until the next time, when it does. This view, popularized in treatments like All the Laws but One, by the late Chief Justice Rehnquist,2 or the more thoughtful and thorough discussion in Perilous Times by Chicago’s Geoffrey Stone,3 quickly became the dominant narrative in American society and the legal academy. This narrative also figured heavily in the many challenges to Bush-era policies, including by the authors. The narrative permitted litigators and legal scholars to draw upon what elsewhere has been referred to as America’s “civic religion”4 and to cast the courts in the role of hero-judges 5 whom we hoped would restore legal order. 6 But by framing the Bush Administration’s response as the latest in a series of regrettable but temporary deviations from a hypothesized liberal norm, the legal academy ignored the more persistent, and decidedly illiberal, authoritarian tendency in American thought to demonize communal “others” during moments of perceived threat. Viewed in this light, what the dominant narrative identified as a brief departure caused by a military crisis is more accurately seen as part of a recurring process of intense stigmatization tied to periods of social upheaval, of which war and its accompanying repressions are simply representative (and particularly acute) illustrations. It is worth recalling, for instance, that the heyday of the Ku Klux Klan in this country, when the organization could claim upwards of 3 million members, was the early-1920s, and that the period of greatest Klan expansion began in the summer of 1920, almost immediately after the nation had “recovered” from the Red Scare of 1919–20.7 Klan activity during this period, unlike its earlier and later iterations, focused mainly on the scourge of the immigrant Jew and Catholic, and flowed effortlessly from the anti-alien, anti-radical hysteria of the Red Scare. Yet this period is almost entirely unaccounted for in the dominant post-9/11 narrative of deviation and redemption, which in most versions glides seamlessly from the madness of the Red Scare to the internment of the Japanese during World War II.8 And because we were studying the elephant with the wrong end of the telescope, we came to a flawed understanding of the beast. In Part IV, we argue that the interventionists and unilateralists came to an incomplete understanding by focusing almost exclusively on what Stuart Scheingold called “the myth of rights”—the belief that if we can identify, elaborate, and secure judicial recognition of the legal “right,” political structures and policies will adapt their behavior to the requirements of the law and change will follow more or less automatically.9 Scholars struggled to define the relationship between law and security primarily through exploration of structural10 and procedural questions, and, to a lesser extent, to substantive rights. And they examined the almost limitless number of subsidiary questions clustered within these issues. Questions about the right to habeas review, for instance, generated a great deal of scholarship about the handful of World War II-era cases that the Bush Administration relied upon, including most prominently Johnson v. Eisentrager and Ex Parte Quirin. 11 Regardless of political viewpoint, a common notion among most unilateralist and interventionist scholars was that when law legitimized or delegitimized a particular policy, this would have a direct and observable effect on actual behavior. The premise of this scholarship, in other words, was that policies “struck down” by the courts, or credibly condemned as lawless by the academy, would inevitably be changed—and that this should be the focus of reform efforts. Even when disagreement existed about the substance of rights or even which branch should decide their parameters, it reflected shared acceptance of the primacy of law, often to the exclusion of underlying social or political dynamics. Eric Posner and Adrian Vermeule, for instance, may have thought, unlike the great majority of their colleagues, that the torture memo was “standard fare.”12 But their position nonetheless accepted the notion that if the prisoners had a legal right to be treated otherwise, then the torture memo authorized illegal behavior and must be given no effect.13 Recent developments, however, cast doubt on two grounding ideas of interventionist and unilateralist scholarship—viz., that post-9/11 policies were best explained as responses to a national crisis (and therefore limited in time and scope), and that the problem was essentially legal (and therefore responsive to condemnation by the judiciary and legal academy). One might have reasonably predicted that in the wake of a string of Supreme Court decisions limiting executive power, apparently widespread and bipartisan support for the closure of Guantánamo during the 2008 presidential campaign, and the election of President Barack Obama, which itself heralded a series of executive orders that attempted to dismantle many Bush-era policies, the nation would be “returning” to a period of respect for individual rights and the rule of law. Yet the period following Obama’s election has been marked by an increasingly retributive and venomous narrative surrounding Islam and national security. Precisely when the dominant narrative would have predicted change and redemption, we have seen retreat and retrenchment. This conundrum is not adequately addressed by dominant strands of post-9/11 legal scholarship. In retrospect, it is surprising that much post-9/11 scholarship appears to have set aside critical lessons from previous decades as to the relationship among law, society and politics.14 Many scholars have long argued in other contexts that rights—or at least the experience of rights—are subject to political and social constraints, particularly for groups subject to historic marginalization. Rather than self-executing, rights are better viewed as contingent political resources, capable of mobilizing public sentiment and generating social expectations.15 From that view, a victory in Rasul or Boumediene no more guaranteed that prisoners at Guantánamo would enjoy the right to habeas corpus than a victory in Brown v. Board 16 guaranteed that schools in the South would be desegregated.17 Rasul and Boumediene, therefore, should be seen as part (and probably only a small part) of a varied and complex collection of events, including the fiasco in Iraq, the scandal at the Abu Ghraib prison, and the use of warrantless wiretaps, as well as seemingly unrelated episodes like the official response to Hurricane Katrina. These and other events during the Bush years merged to give rise to a powerful social narrative critiquing an administration committed to lawlessness, content with incompetence, and engaged in behavior that was contrary to perceived “American values.”18 Yet the very success of this narrative, culminating in the election of Barack Obama in 2008, produced quiescence on the Left, even as it stimulated massive opposition on the Right. The result has been the emergence of a counter-narrative about national security that has produced a vigorous social backlash such that most of the Bush-era policies will continue largely unchanged, at least for the foreseeable future.19 Just as we see a widening gap between judicial recognition of rights in the abstract and the observation of those rights as a matter of fact, there appears to be an emerging dominance of proceduralist approaches, which take as a given that rights dissolve under political pressure, and, thus, are best protected by basic procedural measures. But that stance falls short in its seeming readiness to trade away rights in the face of political tension. First, it accepts the tropes du jour surrounding radical Islam—namely, that it is a unique, and uniquely apocalyptic, threat to U.S. security. In this, proceduralists do not pay adequate heed to the lessons of American history and sociology. And second, it endorses too easily the idea that procedural and structural protections will protect against substantive injustice in the face of popular and/or political demands for an outcome-determinative system that cannot tolerate acquittals. Procedures only provide protection, however, if there is sufficient political support for the underlying right. Since the premise of the proceduralist scholarship is that such support does not exist, it is folly to expect the political branches to create meaningful and robust protections. In short, a witch hunt does not become less a mockery of justice when the accused is given the right to confront witnesses. And a separate system (especially when designed for demonized “others,” such as Muslims) cannot, by definition, be equal. In the end, we urge a fuller embrace of what Scheingold called “the politics of rights,” which recognizes the contingent character of rights in American society. We agree with Mari Matsuda, who observed more than two decades ago that rights are a necessary but not sufficient resource for marginalized people with little political capital.20 To be effective, therefore, we must look beyond the courts and grapple with the hard work of long-term change with, through and, perhaps, in spite of law. These are by no means new dilemmas, but the post-9/11 context raises difficult and perplexing questions that deserve study and careful thought as our nation settles into what appears to be a permanent emergency.

Legalism underpins the violence of empire and creates the conditions of possibility for liberal violence. 

Dossa 99 (Shiraz, Department of Political Science, St. Francis Xavier University, Antigonish, Nova Scotia, “Liberal Legalism: Law, Culture and Identity,” The European Legacy, Vol. 4, No. 3, pp. 73-87,1)

No discipline in the rationalized arsenal of modernity is as rational, impartial, objective as the province of law and jurisprudence, in the eyes of its liberal enthusiasts. Law is the exemplary countenance of the conscious and calculated rationality of modern life, it is the emblematic face of liberal civilization. Law and legal rules symbolize the spirit of science, the march of human progress. As Max Weber, the reluctant liberal theorist of the ethic of rationalization, asserted: judicial formalism enables the legal system to operate like a technically rational machine. Thus it guarantees to individuals and groups within the system a relative of maximum of freedom, and greatly increases for them the possibility of predicting the legal consequences of their action. In this reading, law encapsulates the western capacity to bring order to nature and human beings, to turn the ebb and flow of life into a "rational machine" under the tutelage of "judicial formalism".19 Subjugation of the Other races in the colonial empires was motivated by power and rapacity, but it was justified and indeed rationalized, by an appeal to the civilizing influence of religion and law: western Christianity and liberal law. To the imperialist mind, "the civilizing mission of law" was fundamental, though Christianity had a part to play in this program.20 Liberal colonialists visualized law, civilization and progress as deeply connected and basic, they saw western law as neutral, universally relevant and desirable. The first claim was right in the liberal context, the second thoroughly false. In the liberal version, the mythic and irrational, emblems of thoughtlessness and fear, had ruled all life-forms in the past and still ruled the lives of the vast majority of humanity in the third world; in thrall to the majesty of the natural and the transcendent, primitive life flourished in the environment of traditionalism and lawlessness, hallmarks of the epoch of ignorance. By contrast, liberal ideology and modernity were abrasively unmythic, rational and controlled. Liberal order was informed by knowledge, science, a sense of historical progress, a continuously improving future. But this canonical, secular, bracing self-image, is tendentious and substantively illusory: it blithely scants the bloody genealogy and the extant historical record of liberal modernity, liberal politics, and particularly liberal law and its impact on the "lower races" (Hobson). In his Mythology of Modern Law, Fitzpatrick has shown that the enabling claims of liberalism, specifically of liberal law, are not only untenable but implicated in canvassing a racist justification of its colonial past and in eliding the racist basis of the structure of liberal jurisprudence.21 Liberal law is mythic in its presumption of its neutral, objective status. Specifically, the liberal legal story of its immaculate, analytically pure origin obscures and veils not just law's own ruthless, violent, even savage and disorderly trajectory, but also its constitutive association with imperialism and racism.22 In lieu of the transcendent, divine God of the "lower races", modern secular law postulated the gods of History, Science, Freedom. Liberal law was to be the instrument for realizing the promise of progress that the profane gods had decreed. Fitzpatrick's invasive surgical analysis lays bare the underlying logic of law's self-articulation in opposition to the values of cultural-racial Others, and its strategic, continuous reassertion of liberalism's superiority and the civilizational indispensability of liberal legalism. Liberal law's self-presentation presupposes a corrosive, debilitating, anarchic state of nature inhabited by the racial Others and lying in wait at the borders of the enlightened modern West. This mythological, savage Other, creature of raw, natural, unregulated fecundity and sexuality, justified the liberal conquest and control of the racially Other regions.23 Law's violence and resonant savagery on behalf of the West in its imperial razing of cultures and lands of the others, has been and still is, justified in terms of the necessary, beneficial spread of liberal civilization. Fitzpatrick's analysis parallels the impassioned deconstruction of this discourse of domination initiated by Edward Said's Orientalism, itself made possible by the pioneering analyses of writers like Aime Cesaire and Frantz Fanon. Fitzpatrick's argument is nevertheless instructive: his focus on law and its machinations unravels the one concrete province of imperial ideology that is centrally modern and critical in literally transforming and refashioning the human nature of racial Others. For liberal law carries on its back the payload of "progressive", pragmatic, instrumental modernity, its ideals of order and rule of law, its articulation of human rights and freedom, its ethic of procedural justice, its hostility to the sacred, to transcendence or spiritual complexity, its recasting of politics as the handmaiden of the nomos, its valorization of scientism 

and rationalization in all spheres of modern life. Liberal law is not synonymous with modernity tout court, but it is the exemplary voice of its rational spirit, the custodian of its civilizational ambitions. For the colonized Others, no non-liberal alternative is available: a non-western route to economic progress is inconceivable in liberal-legal discourse. For even the truly tenacious in the third world will never cease to be, in one sense or another, the outriders of modernity: their human condition condemns them to playing perpetual catch-up, eternally subservient to Western economic and technological superiority in a epoch of self-surpassing modernity.24 If the racially Other nations suffer exclusion globally, the racially other minorities inside the liberal loop enjoy the ambiguous benefits of inclusion. As legal immigrants or refugees, they are entitled to the full array of rights and privileges, as citizens (in Canada, France, U.K., U.S—Germany is the exception) they acquire civic and political rights as a matter of law. Formally, they are equal and equally deserving. In theory liberal law is inclusive, but concretely it is routinely partial and invidious. Inclusion is conditional: it depends on how robustly the new citizens wear and deploy their cultural difference. Two historical facts account for this phenomenon: liberal law's role in western imperialism and the Western claim of civilizational superiority that pervades the culture that sustains liberal legalism. Liberal law, as the other of the racially Other within its legal jurisdiction, differentiates and locates this other in the enemy camp of the culturally raw, irreducibly foreign, making him an unreliable ally or citizen. Law's suspicion of the others socialized in "lawless" cultures is instinctive and undeniable. Liberal law's constitutive bias is in a sense incidental: the real problem is racism or the racist basis of liberal ideology and culture.25 The internal racial other is not the juridical equal in the mind of liberal law but the juridically and humanly inferior Other, the perpetual foreigner.

The alternative is to vote negative to endorse political constraints on offensive cyber operations. It solves the aff outside the specter of legalism.

Goldsmith 12

Jack, Harvard Law School Professor, focus on national security law, presidential power, cybersecurity, and conflict of laws, Former Assistant Attorney General, Office of Legal Counsel, and Special Counsel to the Department of Defense, Hoover Institution Task Force on National Security and Law, March 2012, Power and Constraint, p. 205-209

DAVID BRIN is a science-fiction writer who in 1998 turned his imagination to a nonfiction book about privacy called The Transparent Society. Brin argued that individual privacy was on a path to extinction because government surveillance tools—tinier and tinier cameras and recorders, more robust electronic snooping, and bigger and bigger databases—were growing irreversibly more powerful. His solution to this attack on personal space was not to erect privacy walls, which he thought were futile, but rather to induce responsible government action by turning the surveillance devices on the government itself. A government that citizens can watch, Brin argued, is one subject to criticism and reprisals for its errors and abuses, and one that is more careful and responsible in the first place for fear of this backlash. A transparent government, in short, is an accountable one. "If neo-western civilization has one great trick in its repertoire, a technique more responsible than any other for its success, that trick is accountability," Brin argues, "[e]specially the knack—which no other culture ever mastered—of making accountability apply to the mighty."' Brin's notion of reciprocal transparency is in some ways the inverse of the penological design known as a "panopticon," made famous by the eighteenth-century English utilitarian philosopher Jeremy Bentham. Bentham's brother Samuel had designed a prison in Paris that allowed an "inspector" to monitor all of the inmates from a central location without the prisoners knowing whether or when they were being watched (and thus when they might be sanctioned for bad behavior). Bentham described the panopticon prison as a "new mode of obtaining power of mind over mind" because it allowed a single guard to control many prisoners merely by conveying that he might be watching.' The idea that a "watcher" could gain enormous social control over the "watched" through constant surveillance backed with threats of punishment has proved influential. Michel Foucault invoked Bentham's panopticon as a model for how modern societies and governments watch people in order to control them.' George Orwell invoked a similar idea three decades earlier with the panoptical telescreen in his novel 1984. More recently, Yale Law School professor Jack Balkin used the panopticon as a metaphor for what he calls the "National Surveillance State," in which governments "use surveillance, data collection, and data mining technologies not only to keep Americans safe from terrorist attacks but also to prevent ordinary crime and deliver social services." The direction of the panopticon can be reversed, however, creating a "synopticon" in which many can watch one, including the government.' The television is a synopticon that enables millions to watch the same governmental speech or hearing, though it is not a terribly robust one because the government can control the broadcast. Digital technology and the Internet combine to make a more powerful synopticon that allows many individuals to record and watch an official event or document in sometimes surprising ways. Video recorders placed in police stations and police cars, cell-phone video cameras, and similar tools increase citizens' ability to watch and record government activity. This new media content can be broadcast on the Internet and through other channels to give citizens synoptical power over the government—a power that some describe as "sousveillance" (watching from below)! These and related forms of watching can have a disciplining effect on government akin to Brin's reciprocal transparency. The various forms of watching and checking the presidency described in this book constitute a vibrant presidential synopticon. Empowered by legal reform and technological change, the "many"—in the form of courts, members of Congress and their staff, human rights activists, journalists and their collaborators, and lawyers and watchdogs inside and outside the executive branch—constantly gaze on the "one," the presidency. Acting alone and in mutually reinforcing networks that crossed organizational boundaries, these institutions extracted and revealed information about the executive branch's conduct in war—sometimes to adversarial actors inside the government, and sometimes to the public. The revelations, in turn, forced the executive branch to account for its actions and enabled many institutions to influence its operations. The presidential synopticon also promoted responsible executive action merely through its broadening gaze. One consequence of a panopticon, in Foucault's words, is "to induce in the inmate a state of conscious and permanent visibility that assures the automatic functioning of power."' The same thing has happened in reverse but to similar effect within the executive branch, where officials are much more careful merely by virtue of being watched. The presidential synopticon is in some respects not new. Victor Davis Hanson has argued that "war amid audit, scrutiny, and self-critique" has been a defining feature of the Western tradition for 2,500 years.' From the founding of the nation, American war presidents have been subject to intense scrutiny and criticism in the unusually open society that has characterized the United States. And many of the accountability mechanisms described in this book have been growing since the 1970s in step with the modern presidency. What is new, however, is the scope and depth of these modern mechanisms, their intense legalization, and their robust operation during wartime. In previous major wars the President determined when, how, and where to surveil, target, detain, transfer, and interrogate enemy soldiers, often without public knowledge, and almost entirely without unwanted legal interference from within the executive branch itself or from the other branches of government.' Today these decisions are known inside and outside the government to an unprecedented degree and are heavily regulated by laws and judicial decisions that are enforced daily by lawyers and critics inside and outside the presidency. Never before have Congress, the courts, and lawyers had such a say in day-to-day military activities; never before has the Commander in Chief been so influenced, and constrained, by law. This regime has many historical antecedents, but it came together and hit the Commander in Chief hard for the first time in the last decade. It did so because of extensive concerns about excessive presidential power in an indefinite and unusually secretive war fought among civilians, not just abroad but at home as well. These concerns were exacerbated and given credibility by the rhetoric and reality of the Bush administration's executive unilateralism—a strategy that was designed to free it from the web of military and intelligence laws but that instead galvanized forces of reaction to presidential power and deepened the laws' impact. Added to this mix were enormous changes in communication and collaboration technologies that grew to maturity in the decade after 9/11. These changes helped render executive branch secrets harder to keep, and had a flattening effect on the executive branch just as it had on other hierarchical institutions, making connections between (and thus accountability to) actors inside and outside the presidency much more extensive.
off

Executive war power primacy now—the plan flips that

Eric Posner, 9/3/13, Obama Is Only Making His War Powers Mightier, www.slate.com/articles/news_and_politics/view_from_chicago/2013/09/obama_going_to_congress_on_syria_he_s_actually_strengthening_the_war_powers.html

President Obama’s surprise announcement that he will ask Congress for approval of a military attack on Syria is being hailed as a vindication of the rule of law and a revival of the central role of Congress in war-making, even by critics. But all of this is wrong. Far from breaking new legal ground, President Obama has reaffirmed the primacy of the executive in matters of war and peace. The war powers of the presidency remain as mighty as ever.

It would have been different if the president had announced that only Congress can authorize the use of military force, as dictated by the Constitution, which gives Congress alone the power to declare war. That would have been worthy of notice, a reversal of the ascendance of executive power over Congress. But the president said no such thing. He said: “I believe I have the authority to carry out this military action without specific congressional authorization.” Secretary of State John Kerry confirmed that the president “has the right to do that”—launch a military strike—“no matter what Congress does.”

Thus, the president believes that the law gives him the option to seek a congressional yes or to act on his own. He does not believe that he is bound to do the first. He has merely stated the law as countless other presidents and their lawyers have described it before him.

The president’s announcement should be understood as a political move, not a legal one. His motive is both self-serving and easy to understand, and it has been all but acknowledged by the administration. If Congress now approves the war, it must share blame with the president if what happens next in Syria goes badly. If Congress rejects the war, it must share blame with the president if Bashar al-Assad gases more Syrian children. The big problem for Obama arises if Congress says no and he decides he must go ahead anyway, and then the war goes badly. He won’t have broken the law as he understands it, but he will look bad. He would be the first president ever to ask Congress for the power to make war and then to go to war after Congress said no. (In the past, presidents who expected dissent did not ask Congress for permission.)

People who celebrate the president for humbly begging Congress for approval also apparently don’t realize that his understanding of the law—that it gives him the option to go to Congress—maximizes executive power vis-à-vis Congress. If the president were required to act alone, without Congress, then he would have to take the blame for failing to use force when he should and using force when he shouldn’t. If he were required to obtain congressional authorization, then Congress would be able to block him. But if he can have it either way, he can force Congress to share responsibility when he wants to and avoid it when he knows that it will stand in his way.

It spills over to destabilize all presidential war powers. 

Heder 10 (Adam, J.D., magna cum laude , J. Reuben Clark Law School, Brigham Young University, “THE POWER TO END WAR: THE EXTENT AND LIMITS OF CONGRESSIONAL POWER,” St. Mary’s Law Journal Vol. 41 No. 3, http://www.stmaryslawjournal.org/pdfs/Hederreadytogo.pdf) 

This constitutional silence invokes Justice Rehnquist’s oftquoted language from the landmark “political question” case, Goldwater v. Carter . 121 In Goldwater , a group of senators challenged President Carter’s termination, without Senate approval, of the United States ’ Mutual Defense Treaty with Taiwan. 122 A plurality of the Court held, 123 in an opinion authored by Justice Rehnquist, that this was a nonjusticiable political question. 124 He wrote: “In light of the absence of any constitutional provision governing the termination of a treaty, . . . the instant case in my view also ‘must surely be controlled by political standards.’” 125 Notably, Justice Rehnquist relied on the fact that there was no constitutional provision on point. Likewise, there is no constitutional provision on whether Congress has the legislative power to limit, end, or otherwise redefine the scope of a war. Though Justice Powell argues in Goldwater that the Treaty Clause and Article VI of the Constitution “add support to the view that the text of the Constitution does not unquestionably commit the power to terminate treaties to the President alone,” 126 the same cannot be said about Congress’s legislative authority to terminate or limit a war in a way that goes beyond its explicitly enumerated powers. There are no such similar provisions that would suggest Congress may decline to exercise its appropriation power but nonetheless legally order the President to cease all military operations. Thus, the case for deference to the political branches on this issue is even greater than it was in the Goldwater context. Finally, the Constitution does not imply any additional powers for Congress to end, limit, or redefine a war. The textual and historical evidence suggests the Framers purposefully declined to grant Congress such powers. And as this Article argues, granting Congress this power would be inconsistent with the general war powers structure of the Constitution. Such a reading of the Constitution would unnecessarily empower Congress and tilt the scales heavily in its favor. More over, it would strip the President of his Commander in Chief authority to direct the movement of troops at a time when the Executive’s expertise is needed. 127 And fears that the President will grow too powerful are unfounded, given the reasons noted above. 128 In short, the Constitution does not impliedly afford Congress any authority to prematurely terminate a war above what it explicitly grants. 129 Declaring these issues nonjusticiable political questions would be the most practical means of balancing the textual and historical demands, the structural demands, and the practical demands that complex modern warfare brings . Adjudicating these matters would only lead the courts to engage in impermissible line drawing — lines that would both confus e the issue and add layers to the text of the Constitution in an area where the Framers themselves declined to give such guidance. 

That goes nuclear 

Li 9 (Zheyao, J.D. candidate, Georgetown University Law Center, 2009; B.A., political science and history, Yale University, 2006. This paper is the culmination of work begun in the "Constitutional Interpretation in the Legislative and Executive Branches" seminar, led by Judge Brett Kavanaugh, “War Powers for the Fourth Generation: Constitutional Interpretation in the Age of Asymmetric Warfare,” 7 Geo. J.L. & Pub. Pol'y 373 2009 WAR POWERS IN THE FOURTH GENERATION OF WARFARE)
A. The Emergence of Non-State Actors

Even as the quantity of nation-states in the world has increased dramatically since the end of World War II, the institution of the nation-state has been in decline over the past few decades. Much of this decline is the direct result of the waning of major interstate war, which primarily resulted from the introduction of nuclear weapons.122 The proliferation of nuclear weapons, and their immense capacity for absolute destruction, has ensured that conventional wars remain limited in scope and duration. Hence, "both the size of the armed forces and the quantity of weapons at their disposal has declined quite sharply" since 1945.123 At the same time, concurrent with the decline of the nation-state in the second half of the twentieth century, non-state actors have increasingly been willing and able to use force to advance their causes. In contrast to nation-states, who adhere to the Clausewitzian distinction between the ends of policy and the means of war to achieve those ends, non-state actors do not necessarily fight as a mere means of advancing any coherent policy. Rather, they see their fight as a life-and-death struggle, wherein the ordinary terminology of war as an instrument of policy breaks down because of this blending of means and ends.124 It is the existential nature of this struggle and the disappearance of the Clausewitzian distinction between war and policy that has given rise to a new generation of warfare. The concept of fourth-generational warfare was first articulated in an influential article in the Marine Corps Gazette in 1989, which has proven highly prescient. In describing what they saw as the modem trend toward a new phase of warfighting, the authors argued that: In broad terms, fourth generation warfare seems likely to be widely dispersed and largely undefined; the distinction between war and peace will be blurred to the vanishing point. It will be nonlinear, possibly to the point of having no definable battlefields or fronts. The distinction between "civilian" and "military" may disappear. Actions will occur concurrently throughout all participants' depth, including their society as a cultural, not just a physical, entity. Major military facilities, such as airfields, fixed communications sites, and large headquarters will become rarities because of their vulnerability; the same may be true of civilian equivalents, such as seats of government, power plants, and industrial sites (including knowledge as well as manufacturing industries). 125 It is precisely this blurring of peace and war and the demise of traditionally definable battlefields that provides the impetus for the formulation of a new. theory of war powers. As evidenced by Part M, supra, the constitutional allocation of war powers, and the Framers' commitment of the war power to two co-equal branches, was not designed to cope with the current international system, one that is characterized by the persistent machinations of international terrorist organizations, the rise of multilateral alliances, the emergence of rogue states, and the potentially wide proliferation of easily deployable weapons of mass destruction, nuclear and otherwise. B. The Framers' World vs. Today's World The Framers crafted the Constitution, and the people ratified it, in a time when everyone understood that the state controlled both the raising of armies and their use. Today, however, the threat of terrorism is bringing an end to the era of the nation-state's legal monopoly on violence, and the kind of war that existed before-based on a clear division between government, armed forces, and the people-is on the decline. 126 As states are caught between their decreasing ability to fight each other due to the existence of nuclear weapons and the increasing threat from non-state actors, it is clear that the Westphalian system of nation-states that informed the Framers' allocation of war powers is no longer the order of the day. 127 As seen in Part III, supra, the rise of the modem nation-state occurred as a result of its military effectiveness and ability to defend its citizens. If nation-states such as the United States are unable to adapt to the changing circumstances of fourth-generational warfare-that is, if they are unable to adequately defend against low-intensity conflict conducted by non-state actors-"then clearly [the modem state] does not have a future in front of it.' 128 The challenge in formulating a new theory of war powers for fourthgenerational warfare that remains legally justifiable lies in the difficulty of adapting to changed circumstances while remaining faithful to the constitutional text and the original meaning. 29 To that end, it is crucial to remember that the Framers crafted the Constitution in the context of the Westphalian system of nation-states. The three centuries following the Peace of Westphalia of 1648 witnessed an international system characterized by wars, which, "through the efforts of governments, assumed a more regular, interconnected character."' 130 That period saw the rise of an independent military class and the stabilization of military institutions. Consequently, "warfare became more regular, better organized, and more attuned to the purpose of war-that is, to its political objective."' 1 3' That era is now over. Today, the stability of the long-existing Westphalian international order has been greatly eroded in recent years with the advent of international terrorist organizations, which care nothing for the traditional norms of the laws of war. This new global environment exposes the limitations inherent in the interpretational methods of originalism and textualism and necessitates the adoption of a new method of constitutional interpretation. While one must always be aware of the text of the Constitution and the original understanding of that text, that very awareness identifies the extent to which fourth-generational warfare epitomizes a phenomenon unforeseen by the Framers, a problem the constitutional resolution of which must rely on the good judgment of the present generation. 13 Now, to adapt the constitutional warmarking scheme to the new international order characterized by fourth-generational warfare, one must understand the threat it is being adapted to confront. C. The Jihadist Threat The erosion of the Westphalian and Clausewitzian model of warfare and the blurring of the distinction between the means of warfare and the ends of policy, which is one characteristic of fourth-generational warfare, apply to al-Qaeda and other adherents of jihadist ideology who view the United States as an enemy. An excellent analysis of jihadist ideology and its implications for the rest of the world are presented by Professor Mary Habeck. 133 Professor Habeck identifies the centrality of the Qur'an, specifically a particular reading of the Qur'an and hadith (traditions about the life of Muhammad), to the jihadist terrorists. 134 The jihadis believe that the scope of the Qur'an is universal, and "that their interpretation of Islam is also intended for the entire world, which must be brought to recognize this fact peacefully if possible and through violence if not."' 135 Along these lines, the jihadis view the United States and her allies as among the greatest enemies of Islam: they believe "that every element of modern Western liberalism is flawed, wrong, and evil" because the basis of liberalism is secularism. 136 The jihadis emphasize the superiority of Islam to all other religions, and they believe that "God does not want differing belief systems to coexist."' 37 For this reason, jihadist groups such as al-Qaeda "recognize that the West will not submit without a fight and believe in fact that the Christians, Jews, and liberals have united against Islam in a war that will end in the complete destruction of the unbelievers.' 138 Thus, the adherents of this jihadist ideology, be it al-Qaeda or other groups, will continue to target the United States until she is destroyed. Their ideology demands it. 139 To effectively combat terrorist groups such as al-Qaeda, it is necessary to understand not only how they think, but also how they operate. Al-Qaeda is a transnational organization capable of simultaneously managing multiple operations all over the world."14 It is both centralized and decentralized: al-Qaeda is centralized in the sense that Osama bin Laden is the unquestioned leader, but it is decentralized in that its operations are carried out locally, by distinct cells."4 AI-Qaeda benefits immensely from this arrangement because it can exercise direct control over high-probability operations, while maintaining a distance from low-probability attacks, only taking the credit for those that succeed. The local terrorist cells benefit by gaining access to al-Qaeda's "worldwide network of assets, people, and expertise."' 42 Post-September 11 events have highlighted al-Qaeda's resilience. Even as the United States and her allies fought back, inflicting heavy casualties on al-Qaeda in Afghanistan and destroying dozens of cells worldwide, "al-Qaeda's networked nature allowed it to absorb the damage and remain a threat." 14 3 This is a far cry from earlier generations of warfare, where the decimation of the enemy's military forces would generally bring an end to the conflict. D. The Need for Rapid Reaction and Expanded Presidential War Power By now it should be clear just how different this conflict against the extremist terrorists is from the type of warfare that occupied the minds of the Framers at the time of the Founding. Rather than maintaining the geographical and political isolation desired by the Framers for the new country, today's United States is an international power targeted by individuals and groups that will not rest until seeing her demise. The Global War on Terrorism is not truly a war within the Framers' eighteenth-century conception of the term, and the normal constitutional provisions regulating the division of war powers between Congress and the President do not apply. Instead, this "war" is a struggle for survival and dominance against forces that threaten to destroy the United States and her allies, and the fourth-generational nature of the conflict, highlighted by an indiscernible distinction between wartime and peacetime, necessitates an evolution of America's traditional constitutional warmaking scheme. As first illustrated by the military strategist Colonel John Boyd, constitutional decision-making in the realm of war powers in the fourth generation should consider the implications of the OODA Loop: Observe, Orient, Decide, and Act. 44 In the era of fourth-generational warfare, quick reactions, proceeding through the OODA Loop rapidly, and disrupting the enemy's OODA loop are the keys to victory. "In order to win," Colonel Boyd suggested, "we should operate at a faster tempo or rhythm than our adversaries." 145 In the words of Professor Creveld, "[b]oth organizationally and in terms of the equipment at their disposal, the armed forces of the world will have to adjust themselves to this situation by changing their doctrine, doing away with much of their heavy equipment and becoming more like police."1 46 Unfortunately, the existing constitutional understanding, which diffuses war power between two branches of government, necessarily (by the Framers' design) slows down decision- making. In circumstances where war is undesirable (which is, admittedly, most of the time, especially against other nation-states), the deliberativeness of the existing decision-making process is a positive attribute. In America's current situation, however, in the midst of the conflict with al-Qaeda and other international terrorist organizations, the existing process of constitutional decision-making in warfare may prove a fatal hindrance to achieving the initiative necessary for victory. As a slow-acting, deliberative body, Congress does not have the ability to adequately deal with fast-emerging situations in fourth-generational warfare. Thus, in order to combat transnational threats 

such as al-Qaeda, the executive branch must have the ability to operate by taking offensive military action even without congressional authorization, because only the executive branch is capable of the swift decision-making and action necessary to prevail in fourth-generational conflicts against fourthgenerational opponents.

Bioterror causes extinction 

Mhyrvold ‘13

Nathan, Began college at age 14, BS and Masters from UCLA, Masters and PhD, Princeton “Strategic Terrorism: A Call to Action,” Working Draft, The Lawfare Research Paper Series
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As horrible as this would be, such a pandemic is by no means the worst attack one can imagine, for several reasons. First, most of the classic bioweapons are based on 1960s and 1970s technology because the 1972 treaty halted bioweapons development efforts in the United States and most other Western countries. Second, the Russians, although solidly committed to biological weapons long after the treaty deadline, were never on the cutting edge of biological research. Third and most important, the science and technology of molecular biology have made enormous advances, utterly transforming the field in the last few decades. High school biology students routinely perform molecular-biology manipulations that would have been impossible even for the best superpower-funded program back in the heyday of biological-weapons research. The biowarfare methods of the 1960s and 1970s are now as antiquated as the lumbering mainframe computers of that era. Tomorrow’s terrorists will have vastly more deadly bugs to choose from. Consider this sobering development: in 2001, Australian researchers working on mousepox, a nonlethal virus that infects mice (as chickenpox does in humans), accidentally discovered that a simple genetic modification transformed the virus.10, 11 Instead of producing mild symptoms, the new virus killed 60% of even those mice already immune to the naturally occurring strains of mousepox. The new virus, moreover, was unaffected by any existing vaccine or antiviral drug. A team of researchers at Saint Louis University led by Mark Buller picked up on that work and, by late 2003, found a way to improve on it: Buller’s variation on mousepox was 100% lethal, although his team of investigators also devised combination vaccine and antiviral therapies that were partially effective in protecting animals from the engineered strain.12, 13 Another saving grace is that the genetically altered virus is no longer contagious. Of course, it is quite possible that future tinkering with the virus will change that property, too. Strong reasons exist to believe that the genetic modifications Buller made to mousepox would work for other poxviruses and possibly for other classes of viruses as well. Might the same techniques allow chickenpox or another poxvirus that infects humans to be turned into a 100% lethal bioweapon, perhaps one that is resistant to any known antiviral therapy? I’ve asked this question of experts many times, and no one has yet replied that such a manipulation couldn’t be done. This case is just one example. Many more are pouring out of scientific journals and conferences every year. Just last year, the journal Nature published a controversial study done at the University of Wisconsin–Madison in which virologists enumerated the changes one would need to make to a highly lethal strain of bird flu to make it easily transmitted from one mammal to another.14 Biotechnology is advancing so rapidly that it is hard to keep track of all the new potential threats. Nor is it clear that anyone is even trying. In addition to lethality and drug resistance, many other parameters can be played with, given that the infectious power of an epidemic depends on many properties, including the length of the latency period during which a person is contagious but asymptomatic. Delaying the onset of serious symptoms allows each new case to spread to more people and thus makes the virus harder to stop. This dynamic is perhaps best illustrated by HIV , which is very difficult to transmit compared with smallpox and many other viruses. Intimate contact is needed, and even then, the infection rate is low. The balancing factor is that HIV can take years to progress to AIDS , which can then take many more years to kill the victim. What makes HIV so dangerous is that infected people have lots of opportunities to infect others. This property has allowed HIV to claim more than 30 million lives so far, and approximately 34 million people are now living with this virus and facing a highly uncertain future.15 A virus genetically engineered to infect its host quickly, to generate symptoms slowly—say, only after weeks or months—and to spread easily through the air or by casual contact would be vastly more devastating than HIV . It could silently penetrate the population to unleash its deadly effects suddenly. This type of epidemic would be almost impossible to combat because most of the infections would occur before the epidemic became obvious. A technologically sophisticated terrorist group could develop such a virus and kill a large part of humanity with it. Indeed, terrorists may not have to develop it themselves: some scientist may do so first and publish the details. Given the rate at which biologists are making discoveries about viruses and the immune system, at some point in the near future, someone may create artificial pathogens that could drive the human race to extinction. Indeed, a detailed species-elimination plan of this nature was openly proposed in a scientific journal. The ostensible purpose of that particular research was to suggest a way to extirpate the malaria mosquito, but similar techniques could be directed toward humans.16 When I’ve talked to molecular biologists about this method, they are quick to point out that it is slow and easily detectable and could be fought with biotech remedies. If you challenge them to come up with improvements to the suggested attack plan, however, they have plenty of ideas. Modern biotechnology will soon be capable, if it is not already, of bringing about the demise of the human race— or at least of killing a sufficient number of people to end high-tech civilization and set humanity back 1,000 years or more. That terrorist groups could achieve this level of technological sophistication may seem far-fetched, but keep in mind that it takes only a handful of individuals to accomplish these tasks. Never has lethal power of this potency been accessible to so few, so easily. Even more dramatically than nuclear proliferation, modern biological science has frighteningly undermined the correlation between the lethality of a weapon and its cost, a fundamentally stabilizing mechanism throughout history. Access to extremely lethal agents—lethal enough to exterminate Homo sapiens—will be available to anybody with a solid background in biology, terrorists included.

preemption

Executive flexibility is key to effective offensive cyber and deterrence

Bradbury 11 (Steven – partner @ Dechert, LLP, “The Developing Legal Framework for Defensive and Offensive Cyber Operations” March 2011, Cybersecurity: Law, Privacy, and Warfare in a Digital World, Harvard National Security Journal, Vol. 2)

Conclusion. So here’s my thesis: To my view, the lack of clarity on certain of these issues under international law means that with respect to those issues, the President is free to decide, as a policy matter, where and how the lines should be drawn on the limits of traditional military power in the sphere of cyberspace. For example, that means that within certain parameters, the President could decide when and to what extent military cyber operations may target computers located outside areas of hot fighting that the enemy is using for military advantage. And when a cyber attack is directed at us, the President can decide, as a matter of national policy, whether and when to treat it as an act of war.

The corollary to all this is that in situations where the customs of war, in fact, are not crystallized, the lawyers at the State Department and the Justice Department shouldn’t make up new red lines — out of some aspirational sense of what they think international law ought to be — that end up putting dangerous limitations on the options available to the United States. Certainly, the advice of lawyers is always important, especially so where the legal lines are established or firmly suggested. No one would contend that the laws of war have no application to cyber operations or that cyberspace is a law free zone. But it’s not the role of the lawyers to make up new lines that don’t yet exist in a way that preempts the development of policy. 14

In the face of this lack of clarity on key questions, some advocate for the negotiation of a new international convention on cyberwarfare — perhaps a kind of arms control agreement for cyber weapons. I believe there is no foreseeable prospect that that will happen. Instead, the outlines of accepted norms and limitations in this area will develop through the practice of leading nations. And the policy decisions made by the United States in response to particular events will have great influence in shaping those international norms. I think that’s the way we should want it to work.

The aff makes us lose in the incoming cyberwar – it will be a nightmare

Stewart Baker, Visiting Fellow at the Hoover Institution, 12 [“Law and Cyberwar - The Lessons of History,” Patriots Debate: Contemporary Issues in National Security Law, Chapter 9: Cyberwar, http://www.americanbar.org/groups/public_services/law_national_security/patriot_debates2/the_book_online/ch9/ch9_ess1.html]

Lawyers don’t win wars.¶ But can they lose a war? We’re likely to find out, and soon. Lawyers across the government have raised so many show-stopping legal questions about cyberwar that they’ve left our military unable to fight, or even plan for, a war in cyberspace.¶ No one seriously denies that cyberwar is coming. Russia may have pioneered cyber attacks in its conflicts with Georgia and Estonia, but cyber weapons went mainstream when the developers of Stuxnet sabotaged Iran’s Natanz enrichment plant, proving that computer network attacks can be more effective than 500-pound bombs. In war, weapons that work get used again.¶ Unfortunately, it turns out that cyber weapons may work best against civilians. The necessities of modern life—pipelines, power grids, refineries, sewer and water lines—all run on the same industrial control systems that Stuxnet subverted so successfully. These systems may be even easier to sabotage than the notoriously porous computer networks that support our financial and telecommunications infrastructure.¶ No one has good defenses against such attacks. The hackers will get through.¶ Even very sophisticated network defenders—RSA, HBGary, even the Department of Defense (DOD) classified systems—have failed to keep attackers out. Once they’re in, attackers have stolen the networks’ most precious secrets. But they could just as easily bring the network down, possibly causing severe physical damage, as in the case of Stuxnet.¶ So as things now stand, a serious cyber attack could leave civilians without power, without gasoline, without banks or telecommunications or water—perhaps for weeks or months. If the crisis drags on, deaths will multiply, first in hospitals and nursing homes, then in cities and on the road as civil order breaks down. It will be a nightmare. And especially for the United States, which has trusted more of its infrastructure to digital systems than most other countries have.¶ We’ve been in this spot before. As General William Mitchell predicted, airpower allowed a devastating and unprecedented strike on our ships in Pearl Harbor. We responded with an outpouring of new technologies, new weapons, and new strategies.¶ Today, the threat of new cyber weapons is just as real, but we have responded with an outpouring, not of technology or strategy but of law review articles, legal opinions, and legal restrictions. Military lawyers are tying themselves in knots trying to articulate when a cyber attack can be classified as an armed attack that permits the use of force in response.6 State Department and National Security Council lawyers are implementing an international cyberwar strategy that relies on international law “norms” to restrict cyberwar.7 CIA lawyers are invoking the strict laws that govern covert action to prevent the Pentagon from launching cyber attacks.8 Justice Department lawyers are telling our military that it violates the law of war to do what every cyber criminal has learned to do—cover their tracks by routing attacks through computers located in other countries.9 And the Air Force recently surrendered to its own lawyers, allowing them to order that all cyber weapons be reviewed for “legality under [the law of armed conflict], domestic law and international law” before cyberwar capabilities are even acquired.10 (And that’s just the lawyers’ first bite at the apple; the directive requires yet another legal review before the weapons are used.)11¶ The result is predictable, and depressing. Top Defense Department officials recently adopted a cyberwar strategy that simply omitted any plan for conducting offensive operations.12 Apparently, they’re still waiting for all these lawyers to agree on what kind of offensive operations the military is allowed to mount.¶ * * *¶ I have no doubt that the lawyers think they’re doing the right thing. Cyberwar will be terrible. If the law of war can stave off the worst civilian harms, they’d argue, surely we should embrace it. There’s just one problem: That’s exactly what we tried when airpower transformed war.¶ And we failed.¶ In the first half of the 20th century, the airplane did for warfighters what information technology has done in the last quarter of a century. Like cyber attacks, airpower was first used to gather intelligence and not to fight. Perhaps for this reason, there was never a taboo about using either airpower or cyber weapons. By the time officials realized just how ugly these weapons could be, the cat was already out of the bag¶ By the 1930s, though, everyone saw that aerial bombing would reduce cities to rubble in the next war. We have trouble today imagining how unprecedented and terrible airpower must have seemed at this time. Just a few years earlier, the hellish slaughter where armies met in the trenches of World War I had destroyed the Victorian world; now airpower promised to bring that hellish slaughter to the home front.¶ Former Prime Minister Stanley Baldwin summed up Britain’s strategic position in 1932 with a candor no American leader has dared to match in talking about cyberwar:¶ I think it is well also for the man in the street to realize that there is no power on earth that can protect him from being bombed, whatever people may tell him. The bomber will always get through. . . . The only defence is in offence, which means that you have got to kill more women and children more quickly than the enemy if you want to save yourselves.13¶ The British may have been realists about air war, but Americans still hoped to head off the nightmare. The American tool of choice was international law. (Some things never change.) When war broke out on September 1, 1939, President Franklin D. Roosevelt sent a cable to all the combatants seeking express limits on the use of airpower and expressing his view that:¶ [R]uthless bombing from the air of civilians in unfortified centers of population . . . has sickened the hearts of every civilized man and woman, and has profoundly shocked the conscience of humanity. . . . I am therefore addressing this urgent appeal to every government which may be engaged in hostilities publicly to affirm its determination that its armed forces shall in no event, and under no circumstances, undertake the bombardment from the air of civilian populations or of unfortified cities. . . .14¶ President Roosevelt had a pretty good legal case. The Hague Conventions on the Law of War, adopted just two years after the Wright Brothers’ first flight, declared that in bombardments, “all necessary steps should be taken to spare as far as possible edifices devoted to religion, art, science, and charity, hospitals, and places where the sick and wounded are collected, provided they are not used at the same time for military purposes.”15 The League of Nations had recently declared that, in air war, “the intentional bombing of civilian populations is illegal.”16¶ But FDR didn’t rely just on law. He asked for a public pledge that would bind all sides.17 Remarkably, he got it. The horror of aerial bombardment ran so deep in that era that England, France, Germany, and Poland all agreed—before nightfall on the same day.18¶ What’s more, they tried to honor their pledges. In a June 1940 order for Luftwaffe operations against Britain, Hermann Göring “stressed that every effort should be made to avoid unnecessary loss of life amongst the civilian population.”19¶ It began to look like a great victory for the international law of war. All sides had stared into the pit of horrors that civilian bombing would open up. And all had stepped back.¶ It was exactly what the lawyers and diplomats now dealing with cyberwar hope to achieve.¶ But as we know, that’s not how this story ends. On the night of August 24, a Luftwaffe air group made a fateful navigational error. Aiming for oil terminals along the Thames, they miscalculated, instead dropping their bombs in the civilian heart of the city of London.¶ It was a mistake. But that’s not how Prime Minister Winston Churchill saw it. He insisted on immediate retaliation. The next night, British bombers hit targets in Berlin for the first time. The military effect was negligible, but the political impact was profound. Göring had promised that the Luftwaffe would never allow a successful attack on Berlin. The Nazi regime was humiliated, the German people enraged. Ten days later, Hitler told a wildly cheering crowd that he had ordered the bombing of London: “Since they attack our cities, we will extirpate theirs.”20¶ The Blitz was on.¶ In the end, London survived. But the extirpation of enemy cities became a permanent part of both sides’ strategy. No longer an illegal horror to be avoided at all costs, the destruction of enemy cities became deliberate policy. Later in the war, British strategists would launch aerial attacks with the avowed aim of causing “the destruction of German cities, the killing of German workers, . . . the disruption of civilized life throughout Germany . . . the creation of a refugee problem on an unprecedented scale, and the breakdown of morale both at home and at the battle fronts.”21¶ The Hague Conventions, the League of Nations resolution, even the explicit pledges given to President Roosevelt—all these “norms” for the use of airpower had been swept away by the logic of the technology and the predictable psychology of war.¶ * * *¶ So, why do today’s lawyers think that their limits on cyberwar will fare better than FDR’s limits on air war?¶ It beats me. If anything, they have a much harder task. Roosevelt could count on a shared European horror at the aerial destruction of cities. He used that to extract an explicit and reciprocal understanding from both sides as the war was beginning. We have no such understanding, indeed no such shared horror. Quite the contrary, for some of our potential adversaries, cyber weapons are uniquely asymmetric—a horror for us, another day in the field for them. It doesn’t take a high-tech infrastructure to maintain an army that is ready in a pinch to live on grass.¶ What’s more, cheating is easy and strategically profitable. American compliance will be enforced by all those lawyers. Our adversaries can ignore the rules and say—hell, they are saying—”We’re not carrying out cyber attacks. We’re victims, too. Maybe you’re the attacker. Or maybe it’s Anonymous. Where’s your proof?”¶ Even if all sides were genuinely committed to limiting cyberwar, as all sides were in 1939, we’ve seen that the logic of airpower eventually drove all sides to the horror they had originally recoiled from. Each side felt that it had observed the limits longer than the other. Each had lawyerly justifications for what it did, and neither understood or gave credence to the other’s justifications. In that climate, all it took was a single error to break the legal limits irreparably.¶ And error was inevitable. Bombs dropped by desperate pilots under fire go astray. But so do cyber weapons. Stuxnet infected thousands of networks as it searched blindly for Natanz. The infections lasted far longer than intended. Should we expect fewer errors from code drafted in the heat of battle and flung at hazard toward the enemy?¶ Of course not. But the lesson for the lawyers and the diplomats is stark: Their effort to impose limits on cyberwar is almost certainly doomed.¶ No one can welcome this conclusion, at least not in the United States. We have advantages in traditional war that we lack in cyberwar. We are not used to the idea that launching even small wars on distant continents may cause death and suffering here at home. That is what drives the lawyers. They hope to maintain the old world. But they’re driving down a dead end.¶ If we want to defend against the horrors of cyberwar, we need first to face them, with the candor of a Stanley Baldwin. Then we need to charge our military strategists, not our lawyers, with constructing a cyberwar strategy for the world we live in, not the world we’d like to live in.¶ That strategy needs both an offense and a defense. The offense must be powerful enough to deter every adversary with something to lose in cyberspace, and so it must include a way to identify our attacker with certainty. The defense, too, must be realistic, making successful cyber attacks more difficult and less effective because we have built resilience and redundancy into our infrastructure.¶ Once we have a strategy for winning a cyberwar, we can ask the lawyers for their thoughts. We can’t do it the other way around.

Establishing transparency undermines deterrence and turns the aff – ambiguity is the only way to maintain cyber dominance

Lieutenant Colonel Mowchan is a member of the staff and faculty at the Center for Strategic Leadership, U. S. Army War College, where he teaches cyber warfare and national intelligence. He is a career Army intelligence officer and holds a master’s degree in strategic intelligence from the National Intelligence University. He has served for 20 years in a variety of tactical, theater, and strategic intelligence positions and is a member of the U.S. Naval Institute’s Editorial Board, 11 [Don’t Draw the (Red) Line,” Proceedings Magazine - October 2011 Vol 137, no 10/1304, http://www.usni.org/magazines/proceedings/2011-10/dont-draw-red-line]

In a strategic environment that has become more volatile, complex, and uncertain, the United States increasingly relies on cyberspace to advance its national interests. Simultaneously, our adversaries, particularly nation states, are afforded more opportunities to undermine our efforts through their own nefarious activities in the digital domain. While not every act in coming years will pose an imminent threat to U.S. national security, economic well-being, or social stability, some will. Because of this, strategists, government leaders, and scholars frequently disagree over whether the United States should establish thresholds (or “red lines”) for responding to such hostile acts. Red-line proponents assert that thresholds can decrease the ambiguity of U.S. policies, bolster deterrence, and facilitate swift, decisive action.¶ Establishing cyber red lines, however, is folly. Given the evolving threat, current strategies, and the challenges of attribution in this domain, the United States is better served by not delineating them. Maintaining ambiguity on when and how U.S. instruments of national power will be used after a cyber attack gives government leaders the flexibility to tailor responses much as they would to threats in the other global domains.¶ Sources of Invisible Threats¶ To properly frame the issue, it is necessary to understand the evolving digital threat environment and current U.S. strategies. Hazards to national security and economic prosperity in cyberspace are multiplying. As the world becomes more interconnected, diverse state and non-state actors will have greater access and operational maneuverability to conduct malicious activities.¶ Sources of non-state cyber threats include, but are not limited to, hackers, “hacktivists,” terrorists, and organized crime groups. Hackers are generally thrill-seekers who regard accessing secure computer networks as a challenge. They usually don’t possess the technical skills to cause widespread, longstanding damage to computer networks; however, given the increasing availability of advanced tools, it is plausible that a skilled hacker could significantly disrupt critical U.S. information systems. Such a possibility becomes even more real if a nation state seeking to avoid attribution gives hackers the tools to disrupt or destroy critical networks.¶ For example, in early 2011, the computer security company McAfee, Inc., revealed that a Chinese hacker in Heze City, Shandong province, likely operating with external assistance, stole financial documents related to oil-and-gas-field exploration and operational details on data acquisition systems from five undisclosed Western multinational companies. The operation, known as Night Dragon, underscores how hackers can target not only the defense industrial base, government, and military computers, but global corporate and commercial targets. 1¶ By contrast, hacktivists use cyberspace to promote their political beliefs. While often focusing on propaganda, they can cause significant disruptions to computer networks, especially if technical or financial support is provided by external parties. For example, during the first 24 hours of the 2008 Russo-Georgian War, unidentified entities created a forum called StopGeorgia.ru, which contained target lists, links to advanced malware, and expert advice on attacking critical Georgian information systems. 2 No evidence linked the Russian government or military to this forum; however, its timing and Russia’s purported advanced digital capabilities suggest there could at least have been an indirect tie.¶ With the proliferation of technologies, terrorist organizations such as al Qaeda also could cause catastrophic damage. According to Deputy Secretary of Defense William J. Lynn, “The greatest concern . . . is a terrorist group that gains the level of disruptive and destructive capability currently possessed by nation states.” 3 For example, in 2010 a terrorism suspect with links to al Qaeda acknowledged that the latter had conducted offensive operations that included denial-of-service attacks against the Israeli prime minister’s computer server. 4¶ Organized crime groups penetrate computer networks to steal money and trade secrets or financial information. There is evidence that Central European crime groups have defrauded U.S. citizens and businesses of approximately $1 billion and as much as $1 trillion on a global scale in the past year. 5 More ominous, crime groups have also attempted to acquire sensitive U.S. defense-related information, which could then be sold on the black market to our adversaries.¶ Foreign Intelligence Networks¶ While nonstate actors may constitute the greatest threat, nation states have the necessary resources to acquire the most advanced technologies. Currently more than 100 foreign national intelligence organizations conduct operations, many of which target U.S. computer networks. 6 These organizations likely employ proxies to hide the identity of the responsible state. The most sophisticated threats originate in Russia and China, which continue to make significant advancements in their capabilities.¶ In May, China’s defense minister announced the existence of an elite People’s Liberation Army cyber unit called the Blue Army. 7 While this unit’s mission is “cyber defense,” conducting offensive operations is but a keystroke away. And last year, Russia’s director of the Institute of Information Security Issues at Moscow State University (also a member of Russia’s National Security Council) admitted the nation is developing offensive cyber capabilities. 8¶ The extent of this activity leads to several key conclusions. First, nation states pose the greatest threat to U.S. computer networks. China and Russia, for instance, can conduct a full range of hostile actions, from web-page defacements and espionage to deploying malicious software that can disrupt or destroy computer networks operating critical U.S. information systems. Second, cyberspace affords anonymity, masking both perpetrator and motive. Third, relative ease of access and the proliferation of advanced information technologies allow almost anyone to cause significant damage to U.S. computer networks. Finally, the lines differentiating the sources of these threats—nation state, criminal organization, or terrorists—are becoming increasingly blurred, rendering the appropriate response highly problematic.¶ Evolving U.S. Policies¶ The United States recently released two national strategies for operating in the digital domain: the International Strategy for Cyberspace (ISC) and the Department of Defense Strategy for Operating in Cyberspace (DSOC). The ISC is a landmark policy document intended to “promote an open, interoperable, secure, and reliable information and communications infrastructure that supports international trade and commerce, strengthens international security, and fosters free expression and innovation.” 9 While the document emphasizes diplomacy and development, defense plays a critical role, especially as it pertains to this domain. The ISC states:¶ When warranted, the United States will respond to hostile acts in cyberspace as we would to any other threat to our country. All states possess an inherent right to self-defense, and we recognize that certain hostile acts conducted through cyberspace could compel actions under the commitments we have with our military treaty partners. We reserve the right to use all necessary means—diplomatic, informational, military, and economic—as appropriate and consistent with applicable international law, in order to defend our Nation, our allies, our partners, and our interests. In so doing, we will exhaust all options before military force whenever we can; will carefully weigh the costs and risks of action against the costs of inaction; and will act in a way that reflects our values and strengthens our legitimacy, seeking broad international support whenever possible. 10¶ DOD followed with the DSOC, which acknowledges that such hostile operations will be prominent in any future conflict involving state or non-state actors. It outlines five strategic initiatives:¶ • Treat cyberspace as an operational domain to organize, train, and equip so that DOD can take full advantage of its potential.¶ • Employ new defense operating concepts to protect DOD networks and systems.¶ • Partner with other U.S. government departments, agencies, and the private sector.¶ • Build sound relationships with U.S. allies and international partners to strengthen collective security.¶ • Leverage the nation’s ingenuity through an exceptional workforce and rapid technological innovation. 11¶ While DOD’s strategy is defensive in nature, it states that U.S. military power will be used if necessary: “The Department will work with interagency and international partners to encourage responsible behavior and oppose those who would seek to disrupt networks and systems, dissuade and deter malicious actors, and reserve the right to defend these vital national assets as necessary and appropriate.” 12¶ Both plans lead to several key observations. First, the ISC and DSOC are intentionally ambiguous. Neither defines a hostile act in cyberspace, nor is there language explicitly stating when, how, and to what extent the United States will respond to such acts. Second, both strategies acknowledge that there are no simple solutions to the challenges of the day. Finally, decisions will continue to be shaped by the dynamic interplay of a surfeit of political, economic, military, and social variables in the international environment, and because the world is more “gray” than black-and-white, responses to hostile acts in the digital domain will be determined as strategic responses are in conventional warfare.¶ The Case for Thresholds¶ Red-line advocates believe that creating thresholds will decrease the ambiguity of our policies, bolster deterrence, and facilitate a more timely response. Some pundits criticize the ISC and DSOC, arguing they take ambiguity too far. The DSOC in particular, they think, should outline response thresholds that if crossed, would result in diplomatic or military retaliation. Following the release of DOD’s strategy, Representative Jim Langevin (D-RI) acknowledged the DSOC represented a good start but said it was deficient in several key areas, including its fixation on defense and the identification of acceptable red lines. 13¶ After the DSOC was published, now-retired Marine Corps General James Cartwright, the former vice chairman of the Joint Chiefs of Staff, remarked that the strategy was too defensive, stating “we are supposed to be offshore convincing people if they attack, it won’t be free . . . [and that] disabling computerized patient records at a hospital such that the patients cannot be treated would be a violation of the law of armed conflict [which could] then [trigger a] proportional response.” 14 General Cartwright went on to emphasize the nation will need stronger deterrents. Although he did not say what the deterrents should be or what instruments of national power would be used, his words lend support to red-line advocates who demand greater specificity in U.S. policies, greater clarity on what constitutes a hostile act, and clear thresholds.¶ Why Ambiguity Is Good¶ Those arguing for establishing red lines fail to comprehend the complexity of the digital domain, in which adaptation and anonymity are the norm. The United States is better served in the long run by not establishing such thresholds, for four reasons. First, not doing so allows government leaders the latitude to tailor response options 

based on a hostile act, its physical and digital effects, and how it relates to the current state of affairs in the international system. As retired Air Force General Kevin Chilton remarked in 2009 as commander, U.S. Strategic Command, “I don’t think you take anything off the table when you provide [response] options to the president to decide. Why would we constrain ourselves on how we would respond [to hostile acts in cyberspace]?” 15¶ Such an approach does not differ from the way the United States addresses hostile acts in other domains. If red lines are established, we will be compelled to respond to each threat that crosses the line, which is unrealistic, given that our computer networks are subjected to millions of probes, scans, and attacks on a daily basis. Even if red lines are narrowly focused (e.g., employing military force if a cyber attack results in the deaths of U.S. citizens), the first time the United States fails to respond accordingly, it will undermine the credibility and deterrence effect of our other capabilities.¶ A second reason in favor of ambiguity is that if our adversaries know our response to such acts, they will adjust accordingly. Because neither the national nor the defense strategy explicitly defines a hostile act in cyberspace or exactly how the United States will respond, this leaves it open to interpretation. As one military official remarked, “If you shut down our power grid, maybe we will put a missile down one of your smokestacks.” 16 In addition, hostile actors may perceive a green light for certain acts that do not cross a particular response threshold. While one such act below this threshold may not be harmful to U.S. interests, what if 100 million are? Again, maintaining ambiguity concerning when, how, and to what extent to respond gives the United States greater latitude.¶ Third, because cyberspace is a global domain that emphasizes open access, the free flow of information, and anonymity, it is extremely difficult to determine where the threat or attack originated. For example, U.S. military networks are probed more than six million times a day by assailants operating in one corner of the world using computer networks or servers in another corner. Most perpetrators are never identified, except for a computer Internet protocol address or a one-time user alias. Army General Keith Alexander, commander of U.S. Cyber Command and Director, National Security Agency, emphasized this challenge, saying, “Too often, the military discovers through forensics that network probes have been successful [and] as a consequence, response becomes policing up after the fact versus mitigating it real time.” 17 If red lines demand a timely response and there is no one to pin responsibility on, then how can a response be implemented?¶ Finally, even if the source of the attacks is determined in a timely manner, automatic triggers for a response, particularly those that employ military force, could create negative second- and third-order effects that make a bad situation even worse. Given that nation states pose the greatest threat to U.S. networks, red lines that automatically result in a response could escalate an already volatile situation.¶ For example, in 2009 individuals in China and Russia penetrated computer networks operating parts of the U.S. electrical power grid. 18 They reportedly inserted malware that could destroy infrastructure components. Although their identities or associations with the Russian and Chinese governments were not disclosed, it validates the point that response options must be tailored. If Russia or China, two nuclear powers, were responsible, a U.S. response would be markedly different than if they had they been conducted by a non-nuclear state. Clearly the diplomatic, information, and economic instruments of national power versus military force would receive more emphasis with China or Russia for what could be considered a hostile act in cyberspace.¶ Given the complex and indeterminate 21st century international system and the multitude of current threats, U.S. interests will be better served by not establishing clear thresholds. Ambiguity is a powerful tool to shape our adversaries’ actions in all domains and allows us the maneuverability to respond where, when, and how we choose. Red-line advocates must understand that thresholds only constrain our actions and could undermine credibility and the power to effectively deter our adversaries.

Unrestrained use deters cyber war – legal norms increase risk of conflict  

Crosston 12 (Dr. Matthew Crosston is the Miller Endowed Chair for Industrial and International Security and founder and director of the International Security and Intelligence Studies (ISIS) program at Bellevue University. He has authored two books, several book chapters, and nearly a dozen peer-reviewed articles on counterterrorism, corruption, democratization, radical Islam, and cyber deterrence, “Virtual Patriots and a New American Cyber Strategy” Winter 2012, Strategic Studies Quarterly, p. 100-118)

These proposed behavioral rules about jus in cyber bello are paradoxical: with so many constraints on allowable action, the underlying motivational framework of fear—so essential in the original Cold War in moderating behavior—becomes nonexistent. Indeed, if the above parameters were ob served, then a state could arguably be more motivated to attack. Remove the civilian population and domestic infrastructure from cyber attack, and you have sanitized cyber war to a point where there is no fear of engagement. 

A Cyber Cold War would be multilateral rather than bilateral: it would involve many nations, with different interests and not allied by treaty. Furthermore, the parties would include major non-governmental players such as private compa nies or even individuals or groups of individual hackers, perhaps with political interests. It is unlikely, in the more capitalistic and constitutionally free countries, which national governments can easily rein in these potential corporate and indi vidual cyber attackers. 20

The problem with this formulation is that it envisions a so-called cyber cold war beholden to apparently voluntary parameters of constraint. The parameters elaborated, however, do not honor but corrupt the true deterring force that existed in the Cold War. If an overt strategy of credible cyber debilitation were allowed to openly develop, then most of the problems mentioned above would be inconsequential to the proper functioning of the virtual global commons—multilateral or bilateral, individuals or groups, national governments or private corporations, clearly defined adversaries or anonymous, nonattributable attacks. A system that does not rely on arbitrary good behavior and instead proactively establishes overt cyber-weaponization strategies alongside continued covert capabili ties creates an environment where the futility of first-strike efficacy and perceived retaliatory devastation reigns in behavior globally. 

The United States tends to be obsessive about keeping its technological capabilities classified. This is partially explained by the need to maintain effective surprise in retaliation to an attack rather than striving to prevent an attack initially. Yet, it is also explained by the US attempt to be the leading voice for liberally idealistic global cyber norms. This was confirmed in 2008 when former intelligence official Suzanne Spaulding testified before the House Cybersecurity Subcommittee.

My concern is that (the Department of Defense) has been so vocal about the development and deployment of [classified] cyber-warfare capabilities that it will be very difficult for that department to develop and sustain the trust necessary to undertake essential collaboration on defensive cybersecurity efforts with the private sector and with international stakeholders. . . . There is significant risk that these vital partners will suspect that the collaboration is really aimed at strengthening our offensive arsenal (emphasis added). 21

There are two problems with the above quote. On the one hand, policymakers continue to focus on apparent voluntary trust in a domain that is not typified by such behavior. On the other hand, the DoD remains stead fast in its worship of clandestine capability and thus loses the preemptive deterrence of overt strategy which can compel cooperation as opposed to just hoping for it. These are not small problems, as trust and collaboration between dangerous actors work when there is an element of consequence to poor action. An overt strategy of offensive cyber capability—revealing some cards while not revealing all, with no nod to ethical considerations that demand targeting constraints and a focus purely on the efficacy of preemptive deterrence—arguably has a chance to shine a light of consequence into the shadowy anarchy of cyber. This is how the United States, as men tioned at the beginning of this article, could be inspired by the essence of Chinese cyber strategy, but it must ultimately elevate to a higher capability and competence. 

Further hindering this evolution, the academic community has re mained too enamored with trying to connect ethical theories into the cyber domain to create a liberal, idealistic governing code. Many scholars have acknowledged that these theories, whether utilitarianism, Kantian theory, or natural rights theory, have cast relatively little new light into the cyber domain. 22 Despite such sincere if misguided efforts, the best possibility for preemptive cyber deterrence might be old-school strategic realism and not new-school ethical liberalism. 

As awkward as it may be to admit publicly, the Chinese might have something for the United States to truly consider. A fusion of Sun Tzu’s pragmatism with Machiavelli’s overt strategic amorality carries the potential to deter negative cyber action before it ever begins. As Sun Tzu as serted, the highest realization of warfare is to attack the enemy’s plans; next is to attack its alliances; next to attack the army; and the lowest is to attack its fortified cities. Machiavelli made it clear that if an injury has to be done to a man, it should be so severe that his vengeance need not be feared. This overt, amoral offensive fusion has one purpose: not to logistically conduct war but to strategically avoid it. At the present time there is no current discussion of US cyber strategy broaching these subjects, and subsequently, the zero-sum cyber game remains unchanged.

Cyber attack key to deter future Chinese cyber aggression 

Schmitt 13 (Gary, co-directs the Marilyn War Center for Security Studies at the American Enterprise Institute, “How to meet the threat from China's army of cyber guerrillas” June 06, 2013, Fox News)

When President Obama meets woth Chinese President Xi Jinping Friday and Saturday in Southern California, a major topic of conversation between the two will be Chinese cyber-attacks and cyber-espionage against American commercial and government targets.  

According to U.S. counterintelligence officials, billions upon billions of dollars worth of information has been “lifted” out of American computers and servers in recent years.  

In fact, only last week, newspapers were reporting that an internal Defense Department review had concluded that China had used cyber attacks to gather data on more than three dozen key U.S. military programs, including the country’s most advanced missile defense systems, naval warships and even the F-35 Joint Strike Fighter—the stealthy, fifth-generation jet that will be the backbone of the American military’s ability to sustain air superiority in the decades ahead.

As one might expect, the Chinese government has denied any complicity in these attacks. And it is doubtful, given how successful Chinese efforts have been, that even “blunt” talk by the president to the new Chinese leader, will have much effect on Chinese practices.

The reality is, the Chinese government is engaged in a form of warfare—new to be sure in its technological aspects but not new in the sense that cyber attacks harm our relative military strength and damage the property (intellectual and proprietary) of citizens and companies alike.

So far, the American government’s response has largely been defensive, either talking to the Chinese about establishing new, agreed-upon “rules of road” for cyberspace or working assiduously to perfect new security walls to protect government and key private sector computer systems.  

Although neither effort should be abandoned, they are no more likely to work than, say, before World War II, the Kellogg-Briand Pact could outlaw war and the Maginot Line could protect France from an invading Germany.

This last point is especially important. When it comes to cyberspace, according to Cyber Command head and director of the National Security Agency, General Keith Alexander, those on the offensive side of the computer screen–that is, those hacking into or compromising computer systems–have the advantage over those on the defensive side who are trying to keep systems secure. Walls have always been breached and codes broken.

Moreover, attempts to beef up security are complicated by the fact that our own cyber warriors are undoubtedly reluctant to provide those charged with protecting systems here at home with the latest in their own capabilities. 

In addition to increasing the chance such information might leak by expanding the number of persons in the know, efforts to use that information to plug our own vulnerabilities can inadvertently alert a potential adversary on the very backdoors American would want to save for using in a future crisis or conflict.

All of which leads to the conclusion that to stem the tide of harmful cyber attacks by the Chinese (or, for that matter, Iran, Russia or North Korea), there has to be a cyber response on America’s part that deters continued cyber aggression. 

Reprisals that are proportionate, in self-defense and designed to stop others from such behavior falls well within the bounds of international law as traditionally understood.

Nor is it the case that such reprisals should be limited to responding to government-on-government cyber attacks.  The U.S. government has always understood that it has an affirmative duty to protect the lives and property of its citizens from foreign aggression and, in times both past and current, this has meant using American military might.  

That need not be the case here, however. Indeed, one advantage of the cyber realm is the wide variety of options it offers up for reprisal that can inflict economic harm without causing loss of life or limb.

The good news is that the U.S. government has been gradually beefing up its offensive cyber capabilities. 

Indeed, a little over a month ago in open testimony before the House Armed Services Committee, Gen. Alexander said that he created thirteen new teams that would go on the offensive if the nation were hit by a major cyber attack. And new reports coming out of the Pentagon indicate that the Joint Chiefs would like to empower geographic combatant commanders to counter cyber attacks with offensive cyber operations of their own.

These are necessary steps if we hope to create a deterrent to Chinese cyber aggression; however, they are not sufficient.  

The threat posed by China’s army of cyber “guerrillas” is constant, is directed at both the U.S. government and the private sector, and ranges from the annoying to the deadly serious.  

A truly adequate response would require meeting the Chinese challenge on all these fronts.  And no amount of summitry between the American and Chinese leaders is likely to substitute for the cold, hard fact that, when it comes to Chinese misbehavior, upping the cost to Beijing is a necessary first step to reclaiming the peaceful potential of the newest of the “great commons,” cyberspace.

China will use cyber to take Taiwan 

Hjortdal 11 (Magnus Hjortdal is a researcher asso ciated with CHINA-SEC, Centre for Military Studies at the University of Copenhagen. He ho lds an M.Sc. in Political Science from the University of Copenhagen and is owner of MH International Relations, which advise s private and public institutions, “China's Use of Cyber Warfare: Espionage Meets Strategic Deterrence” Journal of Strategic Security , 4 (2): 1-24)

China's military strategy mentions cyber capabilities as an area that the People's Liberation Army (PLA) should invest in and use on a large scale. 13 The U.S. Secretary of Defense, Robert Gates, has also declared that China's development in the cyber area increasingly concerns him, 14 and that there has been a decade-long trend of cyber attacks emanating from China. 15

Virtually all digital and electronic military systems can be attacked via cyberspace. Therefore, it is essential for a state to develop capabilities in this area if it wishes to challenge the present American hegemony. The interesting question then is whether China is developing capabilities in cyberspace in order to deter the United States. 16

China's military strategists describe cyber capabilities as a powerful asymmetric opportunity in a deterrence strategy. 19 Analysts consider that an "important theme in Chinese writings on computer-network operations (CNO) is the use of computer-network attack (CNA) as the spearpoint of deterrence." 20 CNA increases the enemy's costs to become too great to engage in warfare in the first place, which Chinese analysts judge to be essential for deterrence. 21 This could, for example, leave China with the potential ability to deter the Unit ed States from intervening in a scenario concerning Taiwan. CNO is viewed as a focal point for the People's Liberation Army, but it is not clear how the actual capacity functions or precisely what condit ions it works under. 22

If a state with superpower potential (here China) is to create an opportunity to ascend militarily and politically in the international system, it would require an asymmetric deterrence capability such as that described here. 23

It is said that the "most significant computer network attack is characterized as a pre-emption weapon to be used under the rubric of the rising Chinese strategy of [...] gaining mastery before the enemy has struck." 24 Therefore, China, like other states seeking a similar capacity, has recruited massively within the hacker milieu inside China. 25 Increasing resources in the PLA are being allocated to develop assets in relation to cyberspace. 26 The improvements are visible: The PLA has established " information warfare " capabilities, 27 with a special focus on cyber warfare that, according to their doctrine, can be used in peacetime. 28 Strategists from the PLA advocate the use of virus and hacker attacks that can paralyze and surp rise its enemies. 29

That goes nuclear

Glaser 11, Professor of Political Science and International Affairs – George Washington University, 

(Charles, “Will China’s Rise Lead to War?” Foreign Affairs Vol. 9 Iss. 2, March/April)

THE PROSPECTS for avoiding intense military competition and war may be good, but growth in China's power may nevertheless require some changes in U.S. foreign policy that Washington will find disagreeable--particularly regarding Taiwan. Although it lost control of Taiwan during the Chinese Civil War more than six decades ago, China still considers Taiwan to be part of its homeland, and unification remains a key political goal for Beijing. China has made clear that it will use force if Taiwan declares independence, and much of China's conventional military buildup has been dedicated to increasing its ability to coerce Taiwan and reducing the United States' ability to intervene. Because China places such high value on Taiwan and because the United States and China--whatever they might formally agree to--have such different attitudes regarding the legitimacy of the status quo, the issue poses special dangers and challenges for the U.S.-Chinese relationship, placing it in a different category than Japan or South Korea. A crisis over Taiwan could fairly easily escalate to nuclear war, because each step along the way might well seem rational to the actors involved. Current U.S. policy is designed to reduce the probability that Taiwan will declare independence and to make clear that the United States will not come to Taiwan's aid if it does. Nevertheless, the United States would find itself under pressure to protect Taiwan against any sort of attack, no matter how it originated. Given the different interests and perceptions of the various parties and the limited control Washington has over Taipei's behavior, a crisis could unfold in which the United States found itself following events rather than leading them. Such dangers have been around for decades, but ongoing improvements in China's military capabilities may make Beijing more willing to escalate a Taiwan crisis. In addition to its improved conventional capabilities, China is modernizing its nuclear forces to increase their ability to survive and retaliate following a large-scale U.S. attack. Standard deterrence theory holds that Washington's current ability to destroy most or all of China's nuclear force enhances its bargaining position. China's nuclear modernization might remove that check on Chinese action, leading Beijing to behave more boldly in future crises than it has in past ones. A U.S. attempt to preserve its ability to defend Taiwan, meanwhile, could fuel a conventional and nuclear arms race. Enhancements to U.S. offensive targeting capabilities and strategic ballistic missile defenses might be interpreted by China as a signal of malign U.S. motives, leading to further Chinese military efforts and a general poisoning of U.S.-Chinese relations.

loac

International law doesn’t change state action—no compliance and selective interpretation of the law. 

Posner 12 (Eric, law prof, Slate, “Obama’s Drone Dilemma”, Oct. 8, 2012, http://www.slate.com/articles/news_and_politics/view_from_chicago/2012/10/obama_s_drone_war_is_probably_illegal_will_it_stop_.single.html, ZBurdette)

The Wall Street Journal recently reported on debates within the Obama administration about the legality of the drone war in Pakistan. State Department legal adviser Harold Koh, the former dean of Yale Law School and even more former darling of the left for his criticisms of the Bush administration’s aggressive theories of executive power, plays a prominent role in them. Koh apparently concluded that the drone war “veers near the edge” of illegality but does not quite tumble over it.

That is a questionable judgment. The U.N. Charter permits countries to use military force abroad only with the approval of the U.N. Security Council, in self-defense, or with the permission of the country in which military force is to be used. The U.N. Security Council never authorized the drone war in Pakistan. Self-defense, traditionally defined to mean the use of force against an “imminent” armed attack by a nation-state, does not apply either, because no one thinks that Pakistan plans to invade the United States. That leaves consent as the only possible legal theory.

But Pakistan has never consented to the drone war. Publicly and officially the country has opposed it. Before the raid that killed Osama bin Laden in May 2011, the CIA sent a fax every month to Pakistan’s Inter-Services Intelligence agency that would identify the airspace in which drones would be sent. The ISI would send back an acknowledgment that it had received the fax, and the U.S. government inferred consent on the basis of the acknowledgments. But after the raid, the ISI stopped sending back the acknowledgments.

Now what to do? The administration argues that consent can still be inferred despite the unanswered faxes. The reason is that “the Pakistani military continues to clear airspace for drones and doesn’t interfere physically with the unpiloted aircraft in flight”—meaning that Pakistan does not shoot down the drones or permit private aircraft to collide with them.

We might call this “coerced consent.” Consider it this way: You walk into a jewelry store and the proprietor announces that he will deem you to have consented to the purchase of a diamond tiara for $10,000, despite all your protests to the contrary, unless you use physical force to stop him as he removes your wallet from your pocket. Imagine further that he’s 7 feet tall and weighs 400 pounds. This is what a Pakistani official meant when he told the Wall Street Journal that shooting down a drone would be “needlessly provocative.” He meant that such an action would risk provoking retaliation from the United States, a risk that Pakistan cannot afford to take. Because Pakistan lies prostrate and endures the pummeling rather than makes a futile effort to stop it, it is deemed to consent to the bombing of its own territory.

But don’t blame government lawyers like Koh for devising this theory. International law lacks the resources for constraining the U.S. government. Koh knows this now if he did not before. Since he built his academic career on the claim that international law can and should be used to control nation-states and harshly criticized the Bush administration for violating international law, this must have been a bitter pill to swallow. (Though he has swallowed so many bitter pills that perhaps he has lost his sense of taste: The man who told the Senate at the end of the Bush administration that the United States must “unambiguously reassert our historic commitments to human rights and the rule of law as a major source of our moral authority” has backed away from his earlier opposition to expansive war powers, targeted killing, military commissions, and military detention.)

The weakness of international law governing the use of military force goes back to the signing of the U.N. Charter in 1945. The founders understood that a simple rule prohibiting the use of military force except in self-defense, or with the consent of another state, would not be adequate for regulating war. But they could not draft a code complex enough to anticipate all the contingencies that might justify war. Instead they set up the Security Council and reasoned that this body could determine when war might be justified for purposes other than self-defense. But the Security Council was frozen first by the Cold War rivalry between the United States and the Soviet Union, and then the cold peace rivalries between the United States, Russia, and China. It has authorized only two wars since its inception (the Korean War and the first Iraq War; it also retroactively approved the U.S. invasion of Afghanistan in 2001).

Needless to say, there have been dozens of wars since 1945. Participants have included countries as diverse as China, the Soviet Union, India, Pakistan, the United Kingdom, Vietnam, Iran, Iraq, Egypt, Israel, and Argentina. Even the supposedly pacific European countries participated via NATO in several of these wars. The United States has on several occasions justified wars (for example, in Kosovo in 1999, Libya in 2011) as humanitarian interventions—a principle that can be found nowhere in the U.N. Charter but enjoys some international support. In other cases, including current drone operations in Pakistan, the United States has invoked a new idea of the “unable or unwilling” country, one that outside powers can invade because that country cannot prevent terrorists located on its territory from launching attacks across its borders. But most U.S. wars can be fit into these two categories only with difficulty. Those wars are undertaken to shut down a destabilizing or dangerous regime, one that typically has used violence to keep itself in power. One can put the second Iraq War in this category, as well as the Panama intervention in 1990, the interventions in Yugoslavia in the 1990s, and the intervention in Granada in 1983. During the Cold War, the United States also often evaded the U.N. prohibition on interstate war by funding and training a domestic insurgency.

The U.N. Charter does not permit states to use military force to unilaterally address long-term threats in this way. It is too easy for states to characterize other states as long-term threats regardless of whether they are. And yet this omission rendered the charter unworkable, because all states must take long-term threats seriously, whether or not the members of the Security Council can be persuaded or bribed to agree with them.
Government lawyers like Koh must scramble to revise their interpretation of international law so as to keep up with the new events that justify, in the eyes of the president, a military intervention.  The “coerced consent” doctrine, the “unable and unwilling” doctrine, and the exception for humanitarian intervention all whittle away at whatever part of the law on United Nations use of force blocks U.S. goals. If the United States ever decides to invade Iran in order to prevent it from acquiring nuclear weapons, expect a new doctrine to take shape, perhaps one that emphasizes the unique dangers of nuclear weapons and Iran’s declared hostility toward a nearby country.

It is curious that there is not a global outcry about the illegality of the wars in Pakistan or Libya, as there was about the illegality of the recent war in Iraq, which the Bush administration dubiously justified on the basis of Iraq’s violations of earlier U.N. resolutions that had suspended hostilities after the first Iraq War. Maybe the world doesn’t care as much about Pakistan, which has no oil. Or maybe people have finally realized that the United States, which has been almost continuously at war since the collapse of the Soviet Union, will not be swayed by legal arguments. A powerful army is too useful not to use, whether you are a Republican president or a Democratic one.

Legal limitations on war powers not key and a laundry list of military invasions thump their internal link. 

Posner 13 (Eric, law prof, “The U.S. Has No Legal Basis to Intervene in Syria”, Aug. 28, 2013, http://www.slate.com/articles/news_and_politics/view_from_chicago/2013/08/the_u_s_has_no_legal_basis_for_its_action_in_syria_but_that_won_t_stop_us.html, ZBurdette)

Inter arma enim silent leges, said the Romans—in times of war, the law falls silent. But ours is a chattier society. Rather than keep silent, our laws speak loudly about war. We just don’t follow them—as the U.S. military intervention in Syria is about to show.

Press reports say that President Obama has ordered his lawyers to supply him with a legal justification for a military assault on Syria, and unnamed officials have cited the Geneva Protocol, the Chemical Weapons Convention, the Kosovo precedent, and the so-called Responsibility to Protect doctrine. They have not cited the United Nations Charter, which flatly bans military interventions without Security Council approval, which the United States cannot obtain because of Russian and Chinese opposition.

The Geneva Protocol of 1925 (which Syria ratified) and the Chemical Weapons Convention of 1993 (which Syria has not ratified) ban the use of chemical weapons, but do not authorize countries to attack other countries that violate these treaties. The United States has no more authority to attack Syria for violating these treaties than it does to bomb Europe for giving import preferences to Caribbean banana producers in violation of international trade law. At one time, countries could use military force as “countermeasures” against treaty violators, but only against violators that harmed the country in question—and Syria has not used chemical weapons against the United States—but in any event, that rule has been superseded by the U.N. Charter.

The Kosovo precedent refers to the 1999 military intervention in Serbia, launched to stop a campaign of ethnic cleansing against people living in that region of Serbia. Then, too, the United States failed to obtain approval from the Security Council but attacked anyway. It’s odd to claim the Kosovo attack as a precedent, as it was widely regarded as illegal at the time and afterward.

But most people, or at least Westerners, believed that the Kosovo intervention was morally justified because it stopped a massacre, and efforts were made to carve out an exception to the U.N. rules, so that a “humanitarian intervention” would be lawful even without Security Council approval. That effort failed because people believed it would be too easy for countries to use humanitarian intervention as a pretext for attacking countries for other reasons. After all, humanitarian conditions are bad in nearly all countries that someone might like to invade. Instead, an international conference hammered together a compromise that all countries have a “Responsibility to Protect” their own citizens and citizens of other countries. But this idea was never sanctified in a treaty and is not law.

The most honest thing to do would be to admit that the international law on the use of force is defunct, as professor Michael Glennon has argued. Virtually all major countries have broken the rules from time to time, even the saintly European countries that joined in the Kosovo intervention. The U.S. has ignored the U.N. rules on numerous occasions—Vietnam, Grenada, Panama, Kosovo, the second Iraq War, and the 2011 war in Libya, where it secured an authorization to stop massacres of civilians but violated its terms by seeking regime change. But the U.S. government does not repudiate the U.N. rules because it wants other countries to comply with them.

On the domestic front, things are hardly better. The Constitution gives Congress, not the executive, the power to declare war, and at present writing, the administration seems unlikely to ask Congress for authorization lest it say no. This too would be a repeat of the Libya intervention, which lacked congressional authorization. To avoid the impression that the president can go to war whenever he wants, pretty much in clear violation of the founders’ intentions, the executive branch has invented a number of largely phony limits on executive military action. At one point the theory was that the executive may send military forces anywhere in the world in order to discharge its responsibility to protect Americans or American property, a theory that was used to justify the use of military force without congressional authorization in Somalia in 1992–1993. One might wonder whether such a theory imposes any limits; one might ask, “In what country are there no Americans or American property that could be protected?” Syria, it turns out.

No one alleges that the Syrian government poses a threat to Americans or American property, so the Obama administration can’t fall back on that theory, and doesn’t seem inclined to. But the executive branch claims the authority to use military intervention to protect the “national interest,” and it is not hard to find a national interest at stake. Ironically, the Justice Department’s Libya opinion identified “maintaining the credibility of the United Nations Security Council and the effectiveness of its actions to promote international peace and security” as one of the national interests justifying military intervention without congressional approval. Don’t expect a repeat of that argument in the Syria opinion. The other national interest was that of promoting regional stability—also not a good one here either, since no one seems to think that lobbing some cruise missiles onto Syrian soil will promote regional stability. Most likely the government will argue that there is a (heretofore ignored) national interest in deterring the use of chemical weapons as well as in protecting foreign civilians from massacres. With “national interest” so capaciously understood, it is clear that the president will always be able to find a national interest justifying a military intervention, so there are no constitutional constraints on his power to initiate military intervention.

Congress tried to bring the executive under control back in 1973 by enacting the War Powers Resolution, which can be read to implicitly authorize the use of military force as long as the president reports back to Congress and withdraws forces after 60 days unless Congress gives authorization in the interim. In 2011 President Obama ignored a Justice Department opinion that he must end the use of force in Libya, instead obtaining a compliant legal opinion from White House Counsel Robert Bauer and State Department Legal Adviser Harold Koh, who argued that the bombings and killings in Libya did not amount to “hostilities” and so did not trigger the withdrawal provision in the War Powers Resolution. In another indication of the administration’s respect for Congress, earlier this month the administration refused to call the coup in Egypt a coup so as to evade a statute that requires a cutoff of foreign aid to countries in which a military coup overthrows a democratically elected leader.

One can be cynical or realistic. I prefer the latter. The Romans had it right: It is not realistic to put legal constraints on war powers. Law works through general prospective rules that apply to a range of factual situations. International relations and national security are too fluid and unpredictable to be governed by a set of legal propositions that command general assent secured in advance. Laws governing war make us feel more secure but they don’t actually make us more secure. So while it is satisfying to fling the charge of hypocrisy at the president and his lawyers, and we might disagree about the wisdom of an attack on Syria, let’s just hope that when they invoke the law, they don’t actually believe what they are saying.

LOAC flexibility checks collapse

Stewart 11 (Darren, Colonel, British Army; Director, Military Department, International Institute of Humanitarian Law, “New Technology and the Law of Armed Conflict,” International Law Studies Vol. 87) 

Useful processes, such as those forming part of the AP I Article 36 weapons review, seem purpose designed not only to act as initial control valves to ensure that military methods and means can advance in a coherent and effective manner but also to act as red flags to possible LOAC issues associated with the employment of new technology. It is unfortunate that too few States engage actively in the weapons review process, an area where greater effort to comply with the law should occur. Generally the existing LOAC rules would seem sufficiently flexible to adapt to the deployment of new technology on the battlefield. In many respects new technology has greatly aided the application of LOAC and contributed to an increase in the protection of civilians. In this sense, the story is a good news one. The extant LOAC paradigm has responded in a flexible manner, benefiting from the positive synergies afforded by technological advances. The virtue of such a system, however, comes with compliance rather than the creation of new standards or responsibilities, such as CDRs, or use of the capabilities afforded by new technology to argue that a human rights paradigm is more appropriate. Armed conflict continues to be an unpredictable, often base affair, where significant ambiguity prevails, notwithstanding the employment of considerable technological capability. The benefits afforded by new technology in such circumstances are significant if they can ameliorate even some of the suffering caused by armed conflict, but they are by no means a panacea.

2NC

2NC—AT: Object Fiat

This is the key academic question
Sinnar 13 (Shirin, assistant professor of law at Stanford Law School, “Protecting Rights from Within? Inspectors General and National Security Oversight,” 65 Stan. L. Rev. 1027, Lexis)

More than a decade after September 11, 2001, the debate over which institutions of government are best suited to resolve competing liberty and national security concerns continues unabated. While the Bush Administration's unilateralism in detaining suspected terrorists and authorizing secret surveillance initially raised separation of powers concerns, the Obama Administration's aggressive use of drone strikes to target suspected terrorists, with little oversight, demonstrates how salient these questions remain. Congress frequently lacks the [*1029] information or incentive to oversee executive national security actions that implicate individual rights. Meanwhile, courts often decline to review counterterrorism practices challenged as violations of constitutional rights out of concern for state secrets or institutional competence. n1 These limitations on traditional external checks on the executive - Congress and the courts - have led to increased academic interest in potential checks within the executive branch. Many legal scholars have argued that executive branch institutions supply, or ought to supply, an alternative constraint on executive national security power. Some argue that these institutions have comparative advantages over courts or Congress in addressing rights concerns; others characterize them as a second-best option necessitated by congressional enfeeblement and judicial abdication.

Effective Constraint – 2NC

Self-restraint solves the case without altering executive legal authority

Sales 12 (Nathan Alexander Sales, Assistant Professor of Law, George Mason University School of Law, 8/29/2012, Self-Restraint and National Security, http://jnslp.com/2012/08/29/self-restraint-and-national-security/)

As we’ve seen, certain officials within military and intelligence agencies – general counsels, legal advisors, and other watchdogs – are responsible for ensuring that national security operations comply with the relevant domestic and international legal requirements. These players intervene to rule out missions they believe would cross a legal line. But sometimes they go beyond that basic function – ensure compliance with the law, full stop – and reject operations that, while lawful, are thought to be undesirable on policy grounds. That is, they impose self-restraints that are stricter than the applicable laws. Why?

One way to answer that question is to consider the individual and institutional incentives that color the behavior of military and intelligence officials. Looking at the government’s national security apparatus through the lens of public choice theory (especially the idea that bureaucrats are rationally self interested actors who seek to maximize their utility152) and basic agency relationships (e.g., the relationships between senior policymakers and the subordinates who act on their behalf153) reveals a complex system in which power is distributed among a number of different nodes. The executive branch “is a ‘they,’ not an ‘it.’”154 The national security community in particular is subdivided into various semiautonomous entities, each of which promotes its own parochial interests within the system and, in so doing, checks the like ambitions of rival entities;155 the government thus is subject to what Neal Katyal has called the “internal separation of powers.”156 These basic insights into how military and intelligence agencies operate suggest several possible explanations for why self-restraint occurs. As elaborated in this Part, such constraints might result from systematic asymmetries in the expected value calculations of senior policymakers and their lawyers. In addition, as explained in Part IV, self-restraint might occur due to bureaucratic empire building by officials who review operations for compliance with domestic and international law.

A. A Simple Framework

One possible explanation for why the government stays its own hand is expected value asymmetry. This reluctance to push the envelope is a rational and predictable response to powerful bureaucratic incentives. Officials tend to be cautious because the costs they expect to incur as a result of forward-leaning and aggressive action usually are greater than the expected benefits. Similarly, government employment rules and other mechanisms make it easier to internalize onto individual bureaucrats the costs of a failed operation than the benefits of a successful one.157 National security players typically have more to lose from boldness than to gain, and that asymmetry inclines them to avoid risky behavior.158 While all members of the national security community experience some cost-benefit asymmetry, senior policymakers and their lawyers seem especially cautious. Attorneys who review proposed operations for legality therefore look askance at risky missions. They tend to veto proposals that, while legal, could inspire propaganda campaigns by adversaries, expose officials to ruinous investigations, or worse. The result is self-restraint – officials rule out operations that they regard as lawful because of fears they will prove too costly.

Internal checks negate need for external checks and avoid the war powers disad

Katyal 6 (Neal Katyal, former acting solicitor general, is a professor of national security law at Georgetown, 2006, THE MOST DANGEROUS BRANCH? MAYORS, GOVERNORS, PRESIDENTS, AND THE RULE OF LAW: A SYMPOSIUM ON EXECUTIVE POWER: ESSAY: Internal Separation of Powers: Checking Today's Most Dangerous Branch from Within, 115 Yale L.J. 2314)

After all, Publius's view of separation of powers presumes three branches with equivalent ambitions of maximizing their powers, yet legislative abdication is the reigning modus operandi. It is often remarked that "9/11 changed everything"; n2 particularly so in the war on terror, in which Congress has been absent or content to pass vague, open-ended statutes. The result is an executive that subsumes much of the tripartite structure of government.

Many commentators have bemoaned this state of affairs. This Essay will not pile on to those complaints. Rather, it begins where others have left off. If major decisions are going to be made by the President, then how might separation of powers be reflected within the executive branch? The first-best concept of "legislature v. executive" checks and balances must be updated to contemplate second-best "executive v. executive" divisions. And this Essay proposes doing so in perhaps the most controversial area: foreign policy. It is widely thought that the President's power is at its apogee in this arena. By explaining the virtues of internal divisions in the realm of foreign policy, this Essay sparks conversation on whether checks are necessary in other, domestic realms.

That conversation desperately needs to center on how best to structure the ever-expanding modern executive branch. From 608,915 employees working in agencies in 1930, n3 to 2,649,319 individuals in 2004, n4 the growth of the executive has not generated a systematic focus on internal checks. We are all fond of analyzing checks on judicial activism in the post-Brown, post-Roe era. So too we think of checks on legislatures, from the filibuster to judicial review. But  [*2317]  there is a paucity of thought regarding checks on the President beyond banal wishful thinking about congressional and judicial activity. This Essay aims to fill that gap.

A critical mechanism to promote internal separation of powers is bureaucracy. Much maligned by both the political left and right, bureaucracy creates a civil service not beholden to any particular administration and a cadre of experts with a long-term institutional worldview. These benefits have been obscured by the now-dominant, caricatured view of agencies as simple anti-change agents. This Essay celebrates the potential of bureaucracy and explains how legal institutions can better tap its powers.

A well-functioning bureaucracy contains agencies with differing missions and objectives that intentionally overlap to create friction. Just as the standard separation-of-powers paradigms (legislature v. courts, executive v. courts, legislature v. executive) overlap to produce friction, so too do their internal variants. When the State and Defense Departments have to convince each other of why their view is right, for example, better decision-making results. And when there is no neutral decision-maker within the government in cases of disagreement, the system risks breaking down.

In short, the executive is the home of two different sorts of legitimacy: political (democratic will) and bureaucratic (expertise). A chief aim of this Essay's proposal is to allow each to function without undermining the other. This goal can be met without agency competition overlapping jurisdiction is simply one catalyzing agent. Other ideas deserve consideration, alongside or independent of such competition, such as developing career protections for the civil service modeled more on the Foreign Service.

Executives of all stripes offer the same rationale for forgoing bureaucracy-executive energy and dispatch. n5 Yet the Founders assumed that massive changes to the status quo required legislative enactments, not executive decrees. As that concept has broken down, the risks of unchecked executive power have grown to the point where dispatch has become a worn-out excuse for capricious activity.

Such claims of executive power are not limited to the current administration, nor are they limited to politicians. Take, for example, Dean Elena Kagan's rich celebration of presidential administration. n6 Kagan, herself a former political appointee, lauded the President's ability to trump bureaucracy. Anticipating the claims of the current administration, Kagan argued that the  [*2318]  President's ability to overrule bureaucrats "energizes regulatory policy" because only "the President has the ability to effect comprehensive, coherent change in administrative policymaking." n7 Yet it becomes clear that the Kagan thesis depends crucially on oversight by the coordinate legislative branch (typically controlled by a party in opposition to the President). Without that checking function, presidential administration can become an engine of concentrated power.

This Essay therefore outlines a set of mechanisms that create checks and balances within the executive branch. The apparatuses are familiar separate and overlapping cabinet offices, mandatory review of government action by different agencies, civil-service protections for agency workers, reporting requirements to Congress, and an impartial decision-maker to resolve inter-agency conflicts. But these restraints have been informally laid down and inconsistently applied, and in the wake of September 11 they have been decimated. n8 A general framework statute is needed to codify a set of practices. In many ways, the status quo is the worst of all worlds because it creates the facade of external and internal checks when both have withered.

This Essay's proposed reforms reflect a more textured conception of the presidency than either the unitary executivists or their critics espouse. In contrast to the unitary executivists, I believe that the simple fact that the President should be in control of the executive branch does not answer the question of how institutions should be structured to encourage the most robust flow of advice to the President. Nor does that fact weigh against modest internal checks that, while subject to presidential override, could constrain presidential adventurism on a day-to-day basis. And in contrast to the doubters of the unitary executive, I believe a unitary executive serves important values, particularly in times of crisis. Speed and dispatch are often virtues to be celebrated.

Instead of doing away with the unitary executive, this Essay proposes designs that force internal checks but permit temporary departures when the need is great. Of course, the risk of incorporating a presidential override is that its great formal power will eclipse everything else, leading agency officials to fear that the President will overrule or fire them. But just as a filibuster does not tremendously constrain presidential action, modest internal checks, buoyed by reporting requirements, can create sufficient deterrent costs.

--- Durable Fiat / AT: Rollback

And executive orders have the force of law:

Oxford Dictionary of English 2010
(Oxford Reference, Georgetown Library)

executive order

▶ noun US (Law) a rule or order issued by the President to an executive branch of the government and having the force of law.

Executive orders are permanent

Duncan, Associate Professor of Law at Florida A&M, Winter 2010 (John C., “A Critical Consideration of Executive Orders,” 35 Vt. L. Rev. 333, Lexis)

The trajectory of the evolution of the executive power in the United States, as seen through the prism of the growing edifice of executive orders have become increasingly formal and permanent. The evolution of executive power in the United States has shifted executive orders from mere legislative interpretation to ancillary legislation. Executive orders continue to influence subsequent presidents. The elaboration of executive order promulgation, as an autopoietic process was necessary to the very existence of presidential power. That is, the mechanisms for formalizing executive orders have always existed in the executive power in a government whose legitimacy lives in written pronouncements treated as delicate, sacred, and worth protecting at all cost. Part of this formalization is a consequence of the reverence for precedent. Thus, prior presidents influence future presidents, less because future presidents wish to mimic their predecessors, but more because future presidents act within an edifice their predecessors have already erected. Thus, the growth and elaboration of an ever more robust structure of executive orders resembles an autopoietic process. n561

CP constrains future Presidents – it creates a legal framework

Brecher, JD University of Michigan, December 2012
(Aaron, Cyberattacks and the Covert Action Statute, 111 Mich. L. Rev. 423, Lexis)

The executive might also issue the proposed order, even though it would limit her freedom in some ways, because of the possible benefits of constraining future administrations or preempting legislative intervention. n149 For example, in this context, an administration may choose to follow the finding and reporting requirements in order to convince Congress that legislative intervention is unnecessary for proper oversight. This is acceptable if the covert action regime is in fact adequate on its own. Moreover, if greater statutory control over cyberattacks is needed, the information shared with Congress may give Congress the tools and knowledge of the issue necessary to craft related legislation. n150 Additionally, while executive orders are hardly binding, the inertia following adoption of an order may help constrain future administrations, which may be more or less trustworthy than the current one. Creating a presumption through an executive order also establishes a stable legal framework for cyberattacks that allows law to follow policy in this new field, and permits decisionmakers to learn more about the nature of cyberoperations before passing detailed statutes that may result in unintended consequences.

Prefer our evidence—empirics. 

Jensen, JD Drake University, Summer 2012
(Jase, FIRST AMERICANS AND THE FEDERAL GOVERNMENT, 17 Drake J. Agric. L. 473, Lexis)

At the historic 1994 meeting with the tribes, President Clinton signed a Presidential memorandum which provided executive departments and agencies with principles to guide interaction with and policy concerning Indian tribes. n83 President Clinton sought to ensure that the government recognizes that it operates on a government-to-government relationship with the federally recognized tribes. n84 Agencies were to consult with tribes prior to taking action which would affect them, consider tribal impact regarding current programs and policies, and remove barriers to communication. n85

Toward the end of Clinton's second term he issued an executive order which provided the executive branch with more detailed directions on how to implement the broader policy of government-to-government tribal consultation set forth in the 1994 memorandum. n86 The order had a stronger binding effect on future administrations. President Clinton signed Executive Order 13175 on November 6, 2000, and the order went into effect on January 5, 2001. n87 The order was binding upon all executive departments and executive agencies and all independent agencies were encouraged to comply with the order on a voluntary basis. n88 Each agency was required to designate an official which is to head the crea  [*486]  tion of a tribal consultation plan, prepare progress reports, and ensure compliance with Executive Order 13175. n89

--- AT: External Checks Key

Risk of Congressional restrictions underlies the CP

Nathan Alexander Sales, Assistant Professor of Law, George Mason University School of Law, 8/29/2012, Self-Restraint and National Security, http://jnslp.com/2012/08/29/self-restraint-and-national-security/

Bureaucrats will have an incentive not to push the boundaries of their powers for another reason – the risk that aggressive conduct will provoke Congress to restrict their delegated authorities or otherwise subject them to stricter limits. One account of Congress’s decision to delegate legislative power to administrative agencies emphasizes expertise and information asymmetries. Bureaucrats, the theory goes, have more information than their legislator principals about the conditions that prevail in the regulated field and the outcomes that are likely to result from various policy choices. Knowing this, Congress establishes a “discretionary window” in which the agency is given authority to act. Stephenson, supra note 18, at 288. The scope of delegated power thus ordinarily will be broader than the scope of exercised power. But if bureaucrats push to the limit, they run the risk of alienating their legislator principals. Bureaucrats therefore will tend to stay their own hands to dissuade Congress from narrowing the range of options available to them. Posner & Vermeule, supra note 3, at 901; Stephenson, supra note 18, at 301.

CP is comparatively better

Metzger, professor of law at Columbia, 2009
(Gillian E., THE INTERDEPENDENT RELATIONSHIP BETWEEN INTERNAL AND EXTERNAL SEPARATION OF POWERS, 59 Emory L.J. 423, Lexis)

The case in favor of internal mechanisms is in part comparative. Real limitations exist on the ability of traditional external constraints, specifically Congress and the courts, to check the power of the Executive Branch. The fundamental impediments for Congress are internal ones, in particular its need to proceed via the arduous process of bicameralism and presentment and the additional obstacles created by the operation of congressional committees and rules. n62 The ordinary burdens of the legislative process are intensified in contexts involving efforts to check presidential authority given the frequent need to overcome a presidential veto. n63 Congress does wield important investigatory and oversight powers and has other tools that may give it leverage over the President, such as control over spending or the ability to add contentious measures to must-pass legislation. n64 But the political reality of party allegiance dominating institutional interests, along with greater ideological cohesion among political parties in Congress, undermines these techniques and makes rigorous congressional constraints on presidential actions unlikely except in the context of divided government. n65 Moreover,  [*438]  even if Congress is willing to actually engage in oversight, its ability to do so may be significantly hampered by the Executive Branch's non-cooperation or intransigence, often in the form of assertion of executive privilege or failure to inform Congress of contentious activities. n66

Courts, in turn, face jurisdictional barriers that limit their ability to review Executive Branch actions. n67 Such barriers have recently surfaced in litigation challenging the government's expansion of domestic wiretapping without complying with the Foreign Intelligence Surveillance Act; the Sixth Circuit held that the plaintiffs' claims of injury from the program were too speculative to provide a basis for standing to challenge the program. n68 Even when actions are justiciable, the courts' effectiveness as a check can be significantly curtailed by their deference to reasonable Executive Branch policy  [*439]  determinations, particularly in the area of national security. n69 Courts are also reluctant to intervene to correct general failures in administration or prompt Executive Branch action. n70 Another major impediment is delay. Courts must wait for cases to come to them, and challenges to presidential action or policy are likely to be appealed, postponing final resolution of the underlying claims. n71 This is not to say that deference and delay necessarily undermine judicial checks; the Supreme Court's rejection of the Bush Administration's refusal to regulate greenhouse gas emissions in Massachusetts v. EPA n72 and recent decisions rebuffing broad presidential assertions of power regarding the Guantanamo Bay detainees n73 are important testaments to the contrary. Yet even in these contexts, the limits of judicial constraints are evident. For example, although the EPA proposed regulating greenhouse gases under the Clean Air Act in response to the Massachusetts decision, the White House refused to act on the proposal and no formal action toward regulating greenhouse gases was taken in the remaining year and a half of the Bush Administration. n74 The ongoing, multi-year saga of habeas challenges involving the Guantanamo Bay detention center demonstrates even more vividly that it can be years before judicial review forces a change in Executive Branch behavior. n75

Signal – 2NC

CP sends the most powerful signal (while avoiding Congressional confrontation)

Zbigniew Brzezinski, national security advisor under U.S. President Jimmy Carter, 12/3/12, Obama's Moment, www.foreignpolicy.com/articles/2012/12/03/obamas_moment

In foreign affairs, the central challenge now facing President Barack Obama is how to regain some of the ground lost in recent years in shaping U.S. national security policy. Historically and politically, in America's system of separation of powers, it is the president who has the greatest leeway for decisive action in foreign affairs. He is viewed by the country as responsible for Americans' safety in an increasingly turbulent world. He is seen as the ultimate definer of the goals that the United States should pursue through its diplomacy, economic leverage, and, if need be, military compulsion. And the world at large sees him -- for better or for worse -- as the authentic voice of America.

To be sure, he is not a dictator. Congress has a voice. So does the public. And so do vested interests and foreign-policy lobbies. The congressional role in declaring war is especially important not when the United States is the victim of an attack, but when the United States is planning to wage war abroad. Because America is a democracy, public support for presidential foreign-policy decisions is essential. But no one in the government or outside it can match the president's authoritative voice when he speaks and then decisively acts for America.

This is true even in the face of determined opposition. Even when some lobbies succeed in gaining congressional support for their particular foreign clients in defiance of the president, for instance, many congressional signatories still quietly convey to the White House their readiness to support the president if he stands firm for "the national interest." And a president who is willing to do so publicly, while skillfully cultivating friends and allies on Capitol Hill, can then establish such intimidating credibility that it is politically unwise to confront him. This is exactly what Obama needs to do now.

AT: Perm Do Both

The perm is the worst of all worlds—aff or CP are individually better

Metzger 9

Gillian, Professor of Law, Columbia Law School, “THE INTERDEPENDENT RELATIONSHIP BETWEEN INTERNAL AND EXTERNAL SEPARATION OF POWERS,” 59 Emory L.J. 423

Equally important, the relationship between internal and external separation of powers is reciprocal: Internal and external checks reinforce and operate in conjunction with one another. Congress needs information to conduct meaningful oversight of the Executive Branch. n94 Internal agency experts and watchdogs are important sources of that information, whether in the guise of [*445] formal reports, studies, and testimony or informal conversations and leaks. n95 Procedural constraints within agencies can serve a similar function, alerting Congress to agency activities. n96 Internal mechanisms also reinforce congressional mandates by creating bodies of personnel within the Executive Branch who are committed to enforcing the governing statutory regime that sets out the parameters of their authority and regulatory responsibilities - and on whose expertise the functioning of these regulatory regimes often depends. n97 Courts equally depend on information and evidence compiled by agency personnel to review agency actions, and they have invoked this dependence to justify the requirement that agencies disclose underlying information and offer detailed explanations of their decisions. n98 Moreover, despite courts regularly intoning that "it [is] not the function of the court to probe the mental processes of Secretaries in reaching [their] conclusions," n99 judicial review of agency actions often appears to turn on judges' perceptions of the role politics played in decisionmaking by agency officials. n100 Evidence that decisions were made over the objections of career staff and agency professionals often triggers more rigorous review. n101 A particularly striking [*446] suggestion of how internal checks can effect judicial review came in the recent Boumediene litigation. Just a few months after refusing to grant certiorari in order to allow the Combatant Status Review Tribunal process to proceed, the Court reversed course and granted review, apparently influenced by the concerns of military lawyers about how the tribunals were functioning. n102

AT: Perm Do CP

Authority is power vested in an agent by a principal

Oxford Dictionary of Law 2009
(“Authority,” Oxford University Press via Oxford Reference, Georgetown University Library)

authority

n.

1 Power delegated to a person or body to act in a particular way. The person in whom authority is vested is usually called an agent and the person conferring the authority is the principal.

Changing authority requires the principal – the agent only operates within the powers it has been given

Hohfeld 1919 (Wesley, Yale Law, http://www.hku.hk/philodep/courses/law/HohfeldRights.htm)

Many examples of legal powers may readily be given. Thus, X, the owner of ordinary personal property "in a tangible object" has the power to extinguish his own legal interest (rights, powers, immunities, etc.) through that totality of operative facts known as abandonment; and-simultaneously and correlatively-to create in other persons privileges and powers relating to the abandoned object,-e. g., the power to acquire title to the latter by appropriating it. Similarly, X has the power to transfer his interest to Y, that is to extinguish his own interest and concomitantly create in Y a new and corresponding interest. So also X has the power to create contractual obligations of various kinds. Agency cases are likewise instructive. By the use of some metaphorical expression such as the Latin, qui facit per alium, facit per se* the true nature of agency relations is only too frequently obscured. The creation of an agency relation involves, inter alia, the grant of legal powers to the so-called agent, and the creation of correlative liabilities in the principal. That is to say, one party, P, has the power to create agency powers in another party, A,-for example, the power to convey P's property, the power to impose (so called) contractual obligations on P, the power to discharge a debt owing to P, the power to "receive" title to property so that it shall vest in P, and so forth. In passing, it may be well to observe that the term "authority," so frequently used in agency cases, is very ambiguous and slippery in its connotation. Properly employed in the present connection, the word seems to be an abstract or qualitative term corresponding to the concrete "authorization," the latter consisting of a particular group of operative facts taking place between the principal and the agent. All too often, however, the term in question is so used as to blend and confuse these operative facts with the powers and privileges thereby created in the agent. A careful discrimination in these particulars would, it is submitted, go far toward clearing up certain problems in the law of agency.

There’s no world the CP is the plan

Fisher, Scholar in Residence at The Constitution Project, 2012 

(Louis, served for four decades at the Library of Congress, as Senior Specialist, Congressional Research Service, “Basic Principles of the War Power,” 2012 Journal of National Security Law & Policy 5 J. Nat'l Security L. & Pol'y 319)

The second value that the Founders embraced in the Commander-in-Chief Clause is accountability. Hamilton in Federalist No. 74 wrote that the direction of war "most peculiarly demands those qualities which distinguish the exercise of power by a single hand." The power of directing war and emphasizing the common strength "forms a usual and essential part in the definition of the executive authority." n29 Presidential leadership is essential but it cannot operate outside legislative control. The President is subject to the rule of law, including statutory and judicial restrictions.
2nc at: cp links to war powers

The squo and CP lock in a middle-ground approach to war powers that solves the case and avoids the disad

Marty Lederman, Professor at Georgetown Law School and former Deputy Assistant Attorney General in the Department of Justice's Office of Legal Counsel from 2009 to 2010, and an Attorney Advisor in OLC from 1994-2002, 9/1/13, Syria Insta-Symposium: Marty Lederman Part I–The Constitution, the Charter, and Their Intersection, opiniojuris.org/2013/09/01/syria-insta-symposium-marty-lederman-part-constitution-charter-intersection/

According to Peter, President Obama’s decision to seek congressional authorization for the use of force is a “watershed”—indeed, a “surrender” of constitutional authority—because “[a]t no point in the last half century at least has a president requested advance congressional authorization for anything less than the full-scale use of force.” Peter thus agrees with David Rothkopf’s accusation that “Obama has reversed decades of precedent regarding the nature of presidential war powers.” I don’t think that’s a fair characterization. Or, to be more specific, although Peter is correct that the President’s turn to Congress is in one respect without recent precedent, a unilateral use of force by the President in Syria also would have been unprecedented in important respects, and probably more corrosive to the modern balance of war powers between the political branches. To understand why this is so, some background is in order. What follows is a very simplified account of a very complex dynamic: In the past two generations, there have been three principal schools of thought on the question of the President’s power to initiate the use of force unilaterally, i.e., without congressional authorization: a. The traditional view, perhaps best articulated in Chapter One of John Hart Ely’s War and Responsibility, is that except in a small category of cases where the President does not have time to wait for Congress before acting to interdict an attack on the United States, the President must always obtain ex ante congressional authorization, for any use of military force abroad. That view has numerous adherents, and a rich historical pedigree. But whatever its merits, it has not carried the day for many decades in terms of U.S. practice. b. At the other extreme is the view articulated at pages 7-9 of the October 2003 OLC opinion on war in Iraq, signed by Jay Bybee (which was based upon earlier memos written by his Deputy, John Yoo). The Bybee/Yoo position is that there are virtually no limits whatsoever: The President can take the Nation into full-fledged, extended war without congressional approval, as President Truman did in Korea, as long as he does so in order to advance the “national security interests of the United States.” With the possible exception of Korea itself, this theory has never reflected U.S. practice. (Indeed, even before that OLC opinion was issued, President Bush sought and obtained congressional authorization for the war in Iraq.) Notably, it was even rejected by William Rehnquist when he was head of OLC in 1970 (see the opinion beginning at page 321 here). c. Between these two categorical views is what I like to call the Clinton/Obama “third way”—a theory that has in effect governed, or at least described, U.S. practice for the past several decades. It is best articulated in Walter Dellinger’s OLC opinions on Haiti and Bosnia, and in Caroline Krass’s 2011 OLC opinion on Libya. The gist of this middle-ground view (this is my characterization of it) is that the President can act unilaterally if two conditions are met: (i) the use of force must serve significant national interests that have historically supported such unilateral actions—of which self-defense and protection of U.S. nationals have been the most commonly invoked; and (ii) the operation cannot be anticipated to be “sufficiently extensive in ‘nature, scope, and duration’ to constitute a ‘war’ requiring prior specific congressional approval under the Declaration of War Clause,” a standard that generally will be satisfied “only by prolonged and substantial military engagements, typically involving exposure of U.S. military personnel to significant risk over a substantial period” (quoting from the Libya opinion). Largely for reasons explained by my colleague and Dean, Bill Treanor, I am partial to this “third way,” at least in contrast to the two more categorical views described above. (I do not subscribe to every detail of the Dellinger and Krass opinions—in particular, I’m wary of resort to the interest in “regional stability,” which has never been used as a stand-alone justification for unilateral executive action—but I concur in the broad outlines sketched out above.) Regardless of whether Dean Treanor and I—and Presidents Clinton and Obama—are right or wrong about that, however, what’s important for present purposes is that U.S. practice after World War II (with the possible exception of Korea and Kosovo) reflects, and is consistent with, this “third way” view: When a prolonged campaign has been anticipated, with great risk to U.S. blood and treasure, congressional authorization has been necessary—and has, in fact been secured (think Vietnam, both Gulf Wars, and the conflict with al Qaeda). Otherwise, the President has considered himself free to act unilaterally, in support of important interests that have historically justified such unilateral action—subject, however, to any statutory limitations, including the time limits imposed by the War Powers Resolution. See, e.g., Libya (twice, 1986 and 2011), Panama (1989), Somalia (1992), Haiti (twice, 1994 and 2004), and Bosnia (1995). Assuming this “third way” view is correct—or, in any event, that it establishes the relevant historical baseline against which to measure the case of Syria—Peter Spiro makes a valid point about the second of the two criteria. As he puts it, “[a]t no point in the last half century . . . has a president requested advance congressional authorization for anything less than the full-scale use of force.” But that does not mean that the President’s turn to Congress yesterday is a “watershed,” for Peter overlooks the important first condition. All of the examples of unilateral presidential use of force since 1986 that he implicitly invokes (with the possible exception of Kosovo, discussed below) have been in the service of significant national interests that have historically supported such unilateral actions—such as self-defense, protection of U.S. nationals, and/or support of U.N. peacekeeping or other Security Council-approved endeavors and mandates (e.g., Bosnia and Libya). The Syria operation, however, would have had no significant precedent in unilateral executive practice; it would not have been been supported by one of those historically sufficient national interests. That’s not to say that that operation would not be in the service of a very important national interest. For almost a century the U.S. has worked assiduously, with many other nations, to eliminate the scourge of chemical weapons. If Syria’s use of such weapons were to remain unaddressed, that might seriously compromise the international community’s hard-won success in establishing the norm that such weapons are categorically forbidden, and should not even be contemplated as instruments of war. As Max Fisher has written, “it’s about every war that comes after, about what kind of warfare the world is willing to allow, about preserving the small but crucial gains we’ve made over the last century in constraining warfare in its most terrible forms.” Preventing that degradation of the strong international norm against use of chemical weapons is, indeed, an important national (and international) interest of the first order. (To be clear: I am not remotely qualified to opine on whether and to what extent the contemplated action would advance that interest—my point is only that the interest is undoubtedly an important one.) And perhaps that should be enough to justify discrete, unilateral presidential action short of “war in the constitutional sense.” But if so, it would nevertheless be an unprecedented basis for unilateral executive action, and it would open up a whole new category of uses of force that Presidents might order without congressional approval, even where such actions could have profound, longstanding consequences: Most obviously, think, for example, of possible strikes on Iran in order to degrade its nuclear capabilities. Is Peter so sure that that’s the sort of thing that a President should be able to do without obtaining congressional approval? At a minimum, it’s a profound, and heretofore unresolved, question, one that any President should be wary of raising. But there’s yet another reason why unilateral action in Syria would have been especially troubling—a reason that hasn’t received the attention it warrants in recent days. As I discuss in my next post, I agree with the majority of OJ commentators that the Syrian operation would violate Article 2(4) of the U.N. Charter. Indeed, it’s not really a close question. But this is not merely a point about international law. The Charter is a treaty of the United States. It is therefore the “supreme Law” of the land under Article VI of the Constitution, and the President has a constitutional obligation (under Article II) to take care that it is faithfully executed. Unless and until Congress passes a “later in time” statute, under what authority can the President deliberately put the U.S. in breach of the Charter? That is to say: Whatever one’s views might be on the scope of the President’s authority to unilaterally use force abroad—whether you subscribe to the traditional view, the Bybee/Yoo view, or the Clinton/Obama “third way” (or any variant in between)—what is the possible justification for a unilateral presidential decision to violate a treaty that is binding as a matter of domestic law? This is, I think, the most troubling thing about the 1999 Kosovo precedent. The Clinton Administration virtually conceded that the operation was in breach of the Charter. Of course, as a matter of domestic law, Congress can pass a statute authorizing violation of the Nation’s treaty obligation. And OLC concluded that Congress effectively authorized the Kosovo operation eight weeks after it began. But why did President Clinton have the authority, without congressional authorization, to order the operation, and to breach Article 2(4), during those first eight weeks? The notion that the President may unilaterally cause the U.S. to breach a treaty raises deep and unresolved questions of constitutional law: Just as Presidents Obama and Clinton were correct to assume that their unilateral uses of force (in Kosovo and Libya, respectively) were subject to the constraints of the War Powers Resolution, so, too, should the President act within the constraints of binding treaty obligations. The Clinton Administration never did address this problem in connection with Kosovo. (I should note that in 1989, OLC reasoned that because Article 2(4) of the Charter is non-self-executing, in the sense that it does not establish a rule for court adjudication, it is “not legally binding on the political branches,” and thus “as a matter of domestic law, the Executive has the power to authorize actions inconsistent with Article 2(4) of the U.N. Charter.” 13 Op. O.L.C. 163, 179. In my view, this understanding of the effect of a “non-self-executing” treaty is importantly mistaken—but that’s a much broader topic, for another day. I am not aware of any indication that the Clinton Administration adopted this position.) For these reasons, I think that President Obama’s decision to ask Congress for authorization for the use of force in Syria is to be commended, and welcomed. Moreover, I agree with Jack Goldsmith that this decision will not result in any “surrender” of existing executive authority: When in the future the two “third way” criteria for unilateral action articulated in the Haiti, Bosnia and Libya OLC opinions are satisfied, and where the use of force does not violate the Charter, Presidents will certainly continue to assert the power to act unilaterally, subject to statutory and international law constraints. But if and when a President wishes to act for a reason that has not previously been the basis for unilateral action (such as to degrade another nation’s ability to use certain weapons), and/or in a manner that violates a U.S. treaty obligation, past practice will support obtaining congressional authorization, even as the question of the President’s unilateral authority in such circumstances remains untested and unresolved.

2nc overview

Turns the entire aff

Howell 7

William, professor of political science at U-Chicago, and Jon C. Pevehouse, professor of Political Science UW-Madison, “While Dangers Gather : Congressional Checks on Presidential War Powers,” 2007 ed.

SIGNALING RESOLVE To the extent that congressional discontent signals domestic irresolution to other nations, the job of resolving a foreign crisis is made all the more difficult. As Kenneth Schultz shows, an ''opposition party can undermine the credibility of some challenges by publicly opposing them. Since this strategy threatens to increase the probability of resistance from the rival state, it forces the government to be more selective about making threats "—and, concomitantly, more cautious about actually using military force.'4 When members of Congress openly object to a planned military operation, would-be adversaries of the United States may feel emboldened, believing that the president lacks the domestic support required to see a military venture through. Such nations, it stands to reason, will be more willing to enter conflict, and if convinced that the United States will back down once the costs of conflict are revealed, they may fight longer and make fewer concessions. Domestic political strife, as it were, weakens the ability of presidents to bargain effectively with foreign states, while increasing the chances that military entanglements abroad will become protracted and unwieldy. A large body of work within the field of international relations supports the contention that a nation's ability to achieve strategic military objectives in short order depends, in part, on the head of state's credibility in conveying political resolve. Indeed, a substantial game theoretic literature underscores the importance of domestic political institutions and public opinion as state leaders attempt to credibly commit to war,75 Confronting widespread and vocal domestic opposition, the president may have a difficult time signaling his willingness to see a military campaign to its end, While congressional opposition may embolden foreign enemies, the perception on the part of allies that the president lacks support may make them wary of committing any troops at all.

Lack of crisis containment turns the case.  

Laura Young, Ph.D., Purdue University Associate Fellow, June 2013, Unilateral Presidential Policy Making and the Impact of Crises, Presidential Studies Quarterly, Volume 43, Issue 2

During periods of crisis, the time available to make decisions is limited. Because the decision-making process is often arduous and slow in the legislative branch, it is not uncommon for the executive branch to receive deference during a crisis because of its ability to make swift decisions. The White House centralizes policies during this time, and presidents seize these opportunities to expand their power to meet policy objectives. Importantly, presidents do so with limited opposition from the public or other branches of government (Howell and Kriner 2008). In fact, despite the opposition presidents often face when centralizing policies, research shows policies formulated via centralized processes during times of crisis receive more support from Congress and the American people (Rudalevige 2002, 148-49). For several reasons, a crisis allows a president to promote his agenda through unilateral action. First, a critical exogenous shock shifts attention and public opinion (Birkland 2004, 179). This shift is a phenomenon known as the “rally round the flag” effect (Mueller 1970). The rally effect occurs because of the public's increase in “its support of the president in times of crisis or during major international events” (Edwards and Swenson 1997, 201). Public support for the president rises because he is the leader and, therefore, the focal point of the country to whom the public can turn for solutions. Additionally, individuals are more willing to support the president unconditionally during such times, hoping a “united front” will increase the chance of success for the country (Edwards and Swenson 1997, 201). As a result, a crisis or focusing event induces an environment that shifts congressional focus, dispels gridlock and partisanship, and increases positive public opinion—each of which is an important determinant for successful expansion of presidential power (Canes-Wrone and Shotts 2004; Howell 2003). In other words, a crisis embodies key elements that the institutional literature deems important for presidential unilateral policy making. The president's ability to focus attention on a particular issue is also of extreme importance if he wishes to secure support for his agenda (Canes-Wrone and Shotts 2004; Edwards and Wood 1999; Howell 2003; Neustadt 1990). The role the media play is pivotal in assisting a president in achieving such a result because of its ability to increase the importance of issues influencing the attention of policy makers and the priorities of viewers. Although it is possible a president can focus media attention on the policies he wishes to pursue through his State of the Union addresses or by calling press conferences, his abilities in this regard are limited, and the media attention he receives is typically short lived (Edwards and Wood 1999, 328-29). High-profile events, on the other hand, are beneficial because they allow the president to gain focus on his agenda. This occurs because the event itself generates attention from the media without presidential intervention. Thus, the ability of crises to set the agenda and shift media and public attention provides another means for overcoming the constraints placed upon the president's ability to act unilaterally. Finally, Rudalevige finds support that a crisis increases the success of presidential unilateral power even if the policy process is centralized. A crisis allows little time to make decisions. As a result, “the president and other elected officials are under pressure to ‘do something’ about the problem at hand” (2002, 89, 148). Because swift action is necessary, presidents rely on in-house advice. As a result, the policy formation process is centralized, and the president receives deference to unilaterally establish policies to resolve the crisis. During a crisis, the president has greater opportunity to guide policy because the event helps him overcome the congressional and judicial obstacles that typically stand in his way.2 This affords the president greater discretion in acting unilaterally (Wildavsky 1966). It is possible the institutional make-up of the government will align so that the president will serve in an environment supportive of his policy decisions. It is also likely a president will have persuasive powers that enable him to gain a great deal of support for his policy agenda. An event with the right characteristics, however, enhances the president's ability to act unilaterally, regardless of the institutional make-up of government or his persuasive abilities.

2nc—no interstate war

Rogue states/terrorists are the only scenarios for escalation

Gable 11

William, US Army War College, “An Era of Persistent Conflict?,” http://www.dtic.mil/cgi-bin/GetTRDoc?AD=ADA560155

Exceptional individuals are key contributors to the turmoil the U.S. experienced in the last decade through the present, and their objectives could portend continued conflict. While the existence of these exceptional individuals alone does not necessarily assure conflict, the ideologies they espouse are underpinned by religion adding a nondeterrable dimension to their struggle. The actual or perceived preponderance of U.S. power will not diminish the likelihood of future attacks. In fact, such attacks will only serve to enhance these organizations‘ status and power, fueling every aspect of their operations from recruiting to financing operations. Consequently, threats from non-state actors will continue. Depending on the potential destruction inflicted by any terrorist attack, the attacker‘s sanctuary, and the threat posed to the aforementioned governments, the U.S. may be compelled to fight wars similar to the war in Afghanistan. Conflict with another state is possible, though less likely. Although the relative decline of U.S. economic power in relation to China appears to constitute a potential ―window‖ or threat to peace, both governments are aware of the risks and are working to mitigate them. Moreover, the U.S., China, and Russia represent deterrable nuclear powers, states dissuaded from conflict with each other due to the potential costs of a nuclear exchange. Conflict between these states appears unlikely. However, existing theory suggests problems with nondeterrable states that are not responsive to punishment or are willing to take risks that prompt conflict. North Korea and Iran seem to fit this description. Their efforts to develop, acquire, and possibly proliferate nuclear weapons, combined with the potential threat posed by a non-state actor acquiring such weapons, form conditions that indicate a strong possibility of war. In particular, Iran‘s nuclear program presents a potentially ominous window. Should diplomacy, sanctions, and cyber attacks fail to sidetrack Iran‘s nuclear program, the U.S. will be presented with an ever-narrowing window to act with force to deny Iran this capability. This could result in conflict with Iran. While false optimism is a potent and pervasive cause of war, recent experience with war and the nature of these and likely future conflicts will diminish leaders support for initiating war. Similarly, the current economic conditions and concern over the national debt will dampen leaders‘ enthusiasm for wars. But existing theories that discuss these factors fail to consider the impact of non-state actors. Thus, conflict is still possible despite them. Overall, the combination of factors seems to indicate continuing conflict with nonstate actors and potential conflict with states over development and proliferation of nuclear weapons. These factors identify specific circumstances where U.S. involvement in war is likely, and represent the primary drivers for concluding that the current era will be one of persistent conflict. The U.S. government should use all of the elements of power to focus on these factors to prevent what history and theory suggest the inevitability of war.

2NC Spill Over—Congress

Plan spills over—giving Congress control over war powers would empower it and skewer control in its favor—that strips the executive of critical military authority—that’s Heder.

The plan completely shifts the balance. 

Heder 10 (Adam, J.D., magna cum laude , J. Reuben Clark Law School, Brigham Young University, “THE POWER TO END WAR: THE EXTENT AND LIMITS OF CONGRESSIONAL POWER,” St. Mary’s Law Journal Vol. 41 No. 3, http://www.stmaryslawjournal.org/pdfs/Hederreadytogo.pdf) 

Congressional attempts to repeal an authorization for war, in fact, would conflict with the President’s plenary powers contained in the Commander in Chief Clause. The Commander in Chief Clause, if it means anything, means the power to prosecute a war. 87 As noted, the structure of the Constitution splits the war powers between the two elected branches. Giving Congress the unilateral power to legally end, limit, or redefine a conflict would, no doubt, deter the President from executing a war in the way he sees fit. If the President’s goals or strategies diverge from those of Congress, then Congress would have an incredibly robust veto power over the President — one that would not suffer the extreme political or practical consequences that a use of the appropriation power would. Consequently, knowing that Congress is always looking over his shoulder, the President likely would not conduct the war as he deems fit; he would conduct the war more consistently with Congress’s strategies. 88 Such a scheme would tilt the scales heavily in favor of Congress and run afoul of the basic power-sharing scheme of the Constitution, wherein neither branch has some unilateral right to effectively control all major aspects of a war. 89

The plan creates a formal legacy chain that causes further restraint—no risk of a link turn. 

Paul 8 (Christopher, Senior Social Scientist; Professor, Pardee RAND Graduate School Pittsburgh Office Education Ph.D., M.A., and B.A. in sociology, University of California, Los Angeles, “US Presidential War Powers: Legacy Chains in Military Intervention Decisionmaking*,” Journal of Peace Research, Vol. 45, No. 5 (Sep., 2008), pp. 665-679)
Legacy Chains 

Finegold & Skocpol (1995: 222) describe policy legacies: Past and present policies are connected in at least three different ways. First, past policies give rise to analogies that affect how public officials think about contemporary policy issues. Second, past policies suggest lessons that help us to understand the processes by which contemporary policies are formulated and implemented and by which the consequences of contemporary policies will be determined. Third, past policies impose limitations that reduce the range of policy choices available as responses to contemporary problems. All three of the ways in which they connect past policy to present policy can be viewed as changes in the institutional context in which policy is made. These legacies are institutionalized in two different ways: first, through changes in formal rules or procedures, and second, in the 'taken for granteds', 'schemas', and accepted wisdom of policy makers and ordinary citizens alike (Sewell, 1992: 1-29). While a policy or event can leave multiple legacies, it often leaves a single major legacy. For example, the War Powers Resolution for mally changed the relationship between the president and the congress with regard to war-making and the deployment of troops. Subsequent military interventions were influenced by this change and have, in turn, left their own legacy (legal scholars might call it precedent) as a link in that chain. Legacy chains can be modified, trans formed, or reinforced as they step through each 'link' in the chain. As another example, US involvement in Vietnam left a legacy in the sphere of press/military relations which affected the intervention in Grenada in 1983 (the press was completely excluded for the first 48 hours of the operation). The press legacy chain begun in Vietnam also affected the Panama invasion of 1989 (a press pool was activated, in country, but excluded from the action), but the legacy had been trans formed slightly by the Grenada invasion (the press pool system itself grew out of complaint regarding press exclusion in Grenada) (Paul & Kim, 2004). Because of the different ways in which policy legacies are institutionalized, some legacies have unintended institutional consequences. The War Powers Resolution was intended to curtail presidential war-making powers and return some authority to the con gress. In practice, the joint resolution failed to force presidents to include congressional participation in their intervention decision making, but it had the unintended conse quence of forcing them to change the way they planned interventions to comply with the letter of the law (see the extended ex ample presented later in the article).1 

Spills over to all military action

Howell 7

William, professor of political science at U-Chicago, and Jon C. Pevehouse, professor of Political Science UW-Madison, “While Dangers Gather : Congressional Checks on Presidential War Powers,” 2007 ed.

Immersed in all of the uncertainty that precedes war, presidents struggle mightily to assess the possibility that the military's plans will fail, and to evaluate whether Congress in due course either will publicly condemn him and actively work to dismantle the engagement or will affirm its allegiance to him and give him the money and delegated authority he needs to proceed. If Congress will come to the president's aid and ptovide him with political cover, then he may have the assurances he needs to incur the risks involved. On the other hand, if the president looks up at Capitol Hill and sees a swarm of representatives poised to pounce at the first misstep taken, he may instead choose to abandon military options altogether. In chapter 2 of this book, we discuss in some detail how presidents make this calculation.

Legitimacy concerns lock in a culture of restrictions.

Paul 8

Christopher, Senior Social Scientist; Professor, Pardee RAND Graduate School Pittsburgh Office Education Ph.D., M.A., and B.A. in sociology, University of California, Los Angeles, “US Presidential War Powers: Legacy Chains in Military Intervention Decisionmaking*,” Journal of Peace Research, Vol. 45, No. 5 (Sep., 2008), pp. 665-679

The Institutional Context 'Institution' is used quite inclusively in this article. Following Nee & Ingram (1998: 19), 'An institution is a web of interrelated norms ? formal and informal ? governing social relationships' (emphasis in original).For military intervention decisions, these institutions include not only the formal organizations and departments of the government, but also the basic building blocks of the policy formation process: the laws governing who participates in the policy process and the procedures that must be followed. More subtle factors in policy formation are also institutionalized: the relationships between different policy participants (for ex ample, the congress and the White House, or the press and the military), taken for granted normative categories such as isolationism vs. interventionism, and the range of policies that are considered 'legitimate' by the elec torate and by other nations. The preferences, capabilities, and basic self-identities of individuals are conditioned by these institutional structures; if these individuals are part of the policymaking process, they can affect policy (Haney, 1997: 17). All actors are constrained by existing political institutions (Mann, 1993: 52). These institutions create and constitute the context (writ large) in which policy is made. The changes in the institutional contexts that constitute policy legacies tend to be of two different types. The first type of in stitutional legacy is a formal change in rules, structure, organization, or procedure. The second type is an informal institutional change, perhaps a change in the broad taken-for-granted logics that inform decision making. This could include changes in institu tionalized preferences, perceptions, informal rules, and 'sch?mas' (Sewell, 1992: 1-29). The most important difference between the two has to do with how the legacy comes about. Changes in taken-for-granted logics and schemas involve subtle shifts in perceptions based on demonstrated challenges to previously held assumptions or beliefs. These changes may or may not be undertaken consciously and reflexively, but they are certainly not something that is discussed and decided on; rather, they are a product of collective logic, sense, and unspoken consensus. For example, prior to President Truman's commitment of US forces to combat in Korea without congressional permission or a declaration of war, the division of powers laid down in the Constitution was assumed to be a sufficient protection of the various branches of the government s prerogatives with regarding to war-making. After Korea, such protections were less taken for granted and more contested, ultimately resulting in a formal institutional change: the War Powers Resolution of 1973. Such formal organizational institutional legacies, on the other hand, are the product of active decisionmaking and are codified in rule or law. As the product of a decision making process, these are 'intended' changes, and, if the language formalizing the change is not precisely aligned with its intentions, unintended institutional consequences can result. A case in point: the War Powers Re solution has not so much retilted the balance of power over war-making toward congress as placed artificial institutional constraints (time limits, reporting requirements) on how presidents plan and launch military interventions. 

Empirics prove—restraints destroy an entire foreign policy agenda. 

Howell 7 (William, professor of political science at U-Chicago, and Jon C. Pevehouse, professor of Political Science UW-Madison, “While Dangers Gather : Congressional Checks on Presidential War Powers,” 2007 ed.)
There is, moreover, considerable evidence that congressional complaints have dampened the president's ability to conduct military operations in Afghanistan and Iraq as he would have liked. In the wake of congressional opposition during his two terms, Bush had to make a variety of substantive concessions—recall his backtracking on whether to allow Condolccza Rice and Donald Rumsfeld to testify before Congress; on the creation of a Department of Homeland Security; on domestic surveillance initiatives; and on the creation of the 9/11 commission. In every one of these instances, Bush took bold stances in support of his favored foreign policy position only to backtrack later when critics assembled and objected in unison. And in the one showdown where the president patently refused to budge—the Dubai Port deal, during the winter of 2006— Bush watched as his entire policy ran aground.

cyber lnk

Plan destroys executive commander-in-chief supremacy—cyber capabilities are the key

Lorber 13

Eric, J.D. Candidate, University of Pennsylvania Law School, Ph.D Candidate, Duke University Department of Political Science, “Executive Warmaking Authority and Offensive Cyber Operations: Can Existing Legislation Successfully Constrain Presidential Power?,” 15 U. Pa. J. Const. L. 961

Yet a surprising amount of uncertainty exists as to which - if any - domestic laws constrain the use of OCOs and how they fit into the congressional-executive balance. As policymakers, scholars, and journalists have lamented, a coherent policy framework governing the use of OCOs does not exist and many questions remain unanswered. n8 Would an attack [*963] using cyber weapons trigger the requirements of the War Powers Resolution? n9 Would OCOs be subject to reporting requirements under the Intelligence Authorization Act? n10 Conversely, do cyber operations grant the executive branch another tool with which it can prosecute attacks but avoid reporting and responding to congressional inquiries? These questions are largely unanswered both because the rise of OCOs is a relatively recent phenomenon and because much of the information about U.S. technical capability in this field is highly classified. n11 Yet addressing these questions is increasingly important for two reasons. First, as states such as China, Israel, Russia, and the United States use these weapons now and likely will do so more in future conflicts, determining the domestic legal strictures governing their use would provide policymakers and military planners a better sense of how to operate in cyberspace. n12 Second, the possible employment of these tools adds yet another wrinkle to the battle between the executive and legislative branches over war-making authority. n13 In particular, if neither the War Powers Resolution nor the Intelligence Authorization Act governs OCOs, the executive may be allowed to employ U.S. military power in a manner largely unchecked by congressional authority. n14 As a result, the employment of these tools [*964] implicates - and perhaps problematically shifts - the balance between the executive's commander-in-chief power n15 and Congress's war-making authority. n16 This Comment provides an initial answer to the question of whether current U.S. law can effectively govern the Executive's use of OCOs. n17 It explores the interaction between this new tool and the current statutory limits on presidential war-making authority, with a particular focus on whether the two current federal laws meant to restrict executive power in this field - the War Powers Resolution n18 and the Intelligence Authorization Act n19 - apply to a wide range of potential offensive cyber operations undertaken by the executive branch. Beyond suggesting that neither the War Powers Resolution nor the Intelligence Authorization Act can effectively regulate most types of offensive cyber operations, this Comment suggests that while marginally problematic for a proper balance of war-making power between the executive and legislative branches, this lack of oversight does not fundamentally shift the current alignment. It does argue, however, that - given this lack of regulatory oversight - the President now has another powerful war-making tool to use at his discretion. Finally, the Comment suggests that this lack of limitation may be positive in some ways, as laying down clear legal markers before having a developed understanding of these capabilities may problematically limit their effective use.

It’s the Litmus test for Presidential war powers authority 

Lorber 13

Eric, J.D. Candidate, University of Pennsylvania Law School, Ph.D Candidate, Duke University Department of Political Science, “Executive Warmaking Authority and Offensive Cyber Operations: Can Existing Legislation Successfully Constrain Presidential Power?,” 15 U. Pa. J. Const. L. 961

Should these statutes be adjusted (or new ones created) that give Congress additional oversight in this area? Two competing desiderata suggest that oversight should be increased, but only to a limited extent. On the one hand, policymakers have suggested that developing strict rules and limitations on the use of offensive cyber operations will handicap the military's ability to quickly and effectively employ these tools in critical situations, such as cyber warfare against adversarial states. n236 According to these arguments, developing red lines that proscribe the use of these capabilities will create reluctance and trepidation among strategists and will lead to disadvantages in combat situations. n237 On the other hand, developing some legal rules is necessary to ensure that, as these cyber [*1002] capabilities continue to develop, the President does not gain sufficient leverage to substantially tilt the balance between the President and Congress. Moreover, because these capabilities are still developing at a fast rate, understanding how they should and should not be employed is an important goal and having senior members of Congress and their staffs - professional staff members on the intelligence committees, who likely have substantial experience in these areas - provide input would be useful in developing this understanding.

AT: Syria Thumper

Only constrains humanitarian operations

Goldsmith 8/31/13

Jack, Henry L. Shattuck Professor at Harvard Law School, where he teaches and writes about national security law, presidential power, cybersecurity, international law, internet law, foreign relations law, and conflict of laws. Before coming to Harvard, Professor Goldsmith served as Assistant Attorney General, Office of Legal Counsel from 2003–2004, and Special Counsel to the Department of Defense from 2002–2003. Professor Goldsmith is a member of the Hoover Institution Task Force on National Security and Law, “Obama’s Request to Congress Will Not Hamstring Future Presidents (Except for Some Humanitarian Interventions),” http://www.lawfareblog.com/2013/08/obamas-request-to-congress-will-not-hamstring-future-presidents-except-for-some-humanitarian-interventions/
Peter Spiro at OJ, and David Rothkopf of FP whom he cites, both say that President Obama’s request for congressional authorization for Syria will allow Congress to hamstring future Presidents from using military force. Rothkopf exaggerates when he says that President Obama reversed “decades of precedent regarding the nature of presidential war powers” by going to Congress here, and Spiro exaggerates when he says that this is “a huge development with broad implications . . . for separation of powers.” What would have been unprecedented, and a huge development for separation of powers, is a unilateral strike in Syria. Seeking congressional authorization here in no way sets a precedent against President using force in national self-defense, or to protect U.S. persons or property, or even (as in Libya) to engage in humanitarian interventions (like Libya) with Security Council support. Moreover, the President and his subordinates have been implying for a while now that they will rely on Article II to use force without congressional authorization against extra-AUMF terrorist threats (and for all we know they already are). There is no reason to think that unilateral presidential military powers for national self-defense are in any way affected by the President’s decision today. That is as it should be. To the extent that Spiro is suggesting that pure humanitarian interventions might be harder for presidents to do unilaterally after today (I think this is what he is suggesting, but I am not sure), I agree. Kosovo is the only other real precedent here, and the Clinton administration never explained why it was lawful as an original matter. The constitutional problem with pure humanitarian interventions – and especially ones (like Kosovo and Syria) that lack Security Council cover, and thus that do not implicate the supportive Korean War precedent – is that Presidents cannot easily articulate a national interest to trigger the Commander in Chief’s authority that is not at the same time boundless. President Obama, like President Clinton before him in Kosovo, had a hard time making that legal argument because it is in fact a hard argument to make. That is one reason (among many others) why I think it was a good idea, from a domestic constitutional perspective, for the President in this context to seek congressional approval.
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Imperialism causes extinction

Dawson ‘7

Ashley Dawson, Associate Professor of English at the City University of New York’s Graduate Center and the College of Staten Island, and Malini Johar Schueller, Professor of English at the University of Flordia, 2007, Exceptional State: Contemporary U.S. Culture and the New Imperialism, p. 20-21

To engage in the critique of contemporary US imperialism is therefore to examine and disturb the nexus of raced, gendered, and classed representations of imperial national identity articulated by the Bush regime. The political implications of such scholarly work are clearer today than ever before. The Bush administration explicitly set out to cow critics of its policies by invoking a strident patriotism that viewed all dissent as treason. Scholarly work in the humanities has been particularly targeted for surveillance and disciplining with neocon ideologues such as Lynn Cheney and Daniel Pipes engaged in a project to purge US academia of progressive scholars. Witness Daniel Pipes’s Web site Campus Watch, which published dossiers of eight supposedly anti-American Middle East studies faculty in an attempt to discredit their work. The American Council of Trustees and Alumni (ACTA), the group with which Lynne Cheney and Joe Lieberman are associated, issued a report entitled “Defending Civilization: How Our Universities are Failing America.” This report published its blacklist of forty professors and argued that colleges and university faculty were the weak link in America’s response to September 11. More ominously, HR 3077 seeks to monitor Middle East studies through a board that includes members from the Department of Homeland Security. Given such repressive moves by the state, including the attempt by the University of Colorado to fire professor Ward Churchill for the remarks he made about 9/11, we believe that we have a responsibility to challenge the seemingly inexorable slide of the United States toward belligerence and authoritarianism at home and abroad. Let us be very clear about one thing: imperial US policies threaten the future of humanity and the planet in the most immediate way. By providing prominent and emerging scholars with a venue to analyze the cultural contradictions of contemporary US imperialism, we intend to highlight and challenge the role of US culture in perpetuating popular authoritarianism. In addition, we believe that Exceptional State contributes to the struggle against the new imperialism by delineating strains of anti-authoritarian culture in the United States today that resonate and articulate solidarity with the emerging movement for global social justice. We thus intend our work to provide tools with which to dismantle coercive US power both domestically and internationally. Although the past thirty years have offered scant hope, we believe that there are viable alternatives to a world of indefinite detention, preemptive strikes, and perpetual warfare.

Also turns the case

Eric A. Posner and Adrian Vermeule 11, law profs at the University of Chicago and Harvard, Demystifying Schmitt, January, http://www.law.uchicago.edu/files/file/333-eap-Schmitt.pdf
If Congress cannot regulate in advance of emergencies, might it not be able to regulate once the emergency begins? The problem is that in the early stages of the emergency, the legislature is hampered by its many-headed structure. Large bodies of people deliberate and act slowly (unless they act as mobs). The best that the legislature can do is ratify the executive’s actions by blessing it with a retroactive authorization, or call a halt to the executive’s response by defunding it. As the emergency matures, the legislature continues to be hampered. Crises unfold in an unpredictable fashion; secrecy will be at a premium. Public deliberation compromises secrecy; the unpredictability of the threat eliminates the value of lawmaking. The legislature’s role in the emergency is marginal. It can grant or withhold political support; and it can legislate along the margins. The legislature may be able to undermine the executive response by defunding it, but it will rarely do so because some response is always better than none. The problem for the legislature is that it cannot make policy in a fine-grained way; its choice—broad support or none at all—is no choice at all. Anticipating a body of literature in positive political theory, Schmitt noted that “the extraordinary lawmaker [i.e. the President of the Reich] can create accomplished facts in opposition to the ordinary legislature. Indeed, especially consequential measures, for example, armed interventions and executions, can, in fact, no longer be set aside.”31 The President’s first-mover role – the “presidential power of unilateral action”32 – implies that he can create a new status quo that constrains Congress’ subsequent response, both in practical terms and because the President can use his veto powers to block legislative attempts to restore the status quo ante. Courts face similar problems. Detailed statutes enacted before the emergency will seem antiquated and inapt. Courts will feel pressure to interpret them loosely or use procedural obstacles to avoid their application. For this reason, violations of FISA and the Anti-Torture Act never led to prosecutions. Vague statutes enacted before and after the emergency provide no rule of decision, and courts are reluctant to substitute their views about policy for those of the executive, which has far more expertise and resources. Commentators have urged courts to use constitutional norms or even international law to control the executive, but these norms also prove to be ambiguous standards rather than clear-cut rules. To apply such standards, courts would have to engage in judicial policymaking. But judges do not believe that they have the information or expertise to make policy during emergencies and so they have seldom taken this approach.
2nc fw

The ballot should be used to reject legalism as a method—they can weigh the aff if they justify legalism, which is epistemologically flawed and violent.

Dossa 99

Shiraz, Department of Political Science, St. Francis Xavier University, Antigonish, Nova Scotia, “Liberal Legalism: Law, Culture and Identity,” The European Legacy, Vol. 4, No. 3, pp. 73-87,1

Law's imperial reach, it massive authority, in liberal politics is a brute, recurring fact. In Law's Empire, Dworkin attests to its scope and power with candour: "We live in and by the law. It makes us what we are" (vii). But he fails to appreciate that law equally traduces others, it systematically unmakes them. For Dworkin, a militant liberal legalist, law is the insiders' domain: legal argument has to be understood internally from the "judge's point of view"; sociological or historical readings are irrelevant and "perverse".2 Praising the decencies of liberal law is necessary in this world: rule of law, judicial integrity, fairness, justice are integral facets of tolerable human life. Lawfulness is and ought to be part of any decent regime of politics. But law's rhetoric on its own behalf systematically scants law's violent, dark underside, it skillfully masks law's commerce with destruction and death. None of this is visible from the internalist standpoint, and Dworkin's liberal apologia serves to mystify the gross reality of law's empire. In liberal political science, law's presumed, Olympian impartiality, is thus not a contested notion. Liberals still presuppose as a matter of course the juristic community's impartiality and neutrality, despite empirical evidence to the contrary.3 One consequence of the assumed sanctity of the judicial torso within the body politic, has been that law's genealogy, law's chronological disposition towards political and cultural questions, have simply not been of interest or concern to most liberal scholars. A further result of this attitude is the political science community's nearly total ignorance of liberal law's complicity in western imperialism, and in shaping western attitudes to the lands and cultures of the conquered natives. Liberal jurisprudence's subterranean life, its invidious consciousness is, however, not an archaic, intermittent annoyance as sensitive liberals are inclined to think: indeed law is as potent now as it has been in last two centuries in articulating a dismissive image of the native Other.

perm 

The permutation is coopted and the alternative is a pre-requisite—legalism crowds out our method—that’s marguilies—the alt is a pre-requisite

Knox 12

Robert, PhD Candidate, London School of Economics and Political Science. !is paper was presented at the Fourth Annual Conference of the Toronto Group for the Study of International, Transnational and Comparative Law and the Towards a Radical International Law workshop, “Strategy and Tactics,” 

this warning is of great relevance to the type of ‘strategic’ interventions advocated by the authors. there are serious perils involved in making any intervention in liberal-legalist terms for critical scholars. the first is that – as per their own analysis – liberal legalism is not a neutral ground, but one which is likely to favour certain claims and positions. Consequently, it will be incredibly difficult to win the argument. Moreover, even if the argument is won, the victory is likely to be a very particular one – inasmuch as it will foreclose any wider consideration of the structural or systemic causes of any particular ‘violation’ of the law. All of these issues are to some degree considered by the authors.44 However, given the way in which ‘strategy’ is understood, the effects of these issues are generally confined to the immediate, conjunctural context. As such, the emphasis was placed upon the way that the language of liberal legalism blocked effective action and criticism of the war.45 Much less consideration is placed on the way in which advancing such argument impacts upon the long term effectiveness of achieving the strategic goals outlined above. Here, the problems become even more widespread. Choosing to couch the intervention in liberal legal terms ultimately reinforces the structure of liberal legalism, rendering it more difficult to transcend these arguments.46 In the best case scenario that such an intervention is victorious, this victory would precisely seem to underscore the liberal position on international law. Given that international law is in fact bound up with processes of exploitation and domination on a global scale, such a victory contributes to the legitimation of this system, making it very difficult to argue against its logic. this process takes place in three ways. Firstly, by intervening in the debate on its own terms, critical scholars reinforce those very terms, as their political goals are incorporated into it.47 It can then be argued the law is in fact neutral, because it is able to encompass such a wide variety of viewpoints. Secondly, in discarding their critical tools in order to make a public intervention, these scholars abandon their structural critique at the very moment when they should hold to it most strongly. that is to say, that at the point where there is actually a space to publicise their position, they choose instead to cleave to liberal legalism. thus, even if, in the ‘purely academic’ context, they continue to adhere to a ‘critical’ position, in public political terms, they advocate liberal legalism. Finally, from a purely ‘personal’ standpoint, in advocating such a position, they undercut their ability to articulate a critique in the future, precisely because they will be contradicting a position that they have already taken. the second point becomes increasingly problematic absent a guide for when it is that liberal legalism should be used and when it should not. Although the ‘embrace’ of liberal legalism is always described as ‘temporary’ or ‘strategic’, there is actually very little discussion about the specific conditions in which it is prudent to adopt the language of liberal legalism. It is simply noted at various points that this will be determined by the ‘context’.48 As is often the case, the term ‘context’ is invoked49 without specifying precisely which contexts are those that would necessitate intervening in liberal legal terms. Traditionally, such a context would be provided by a strategic understanding. that is to say, that the specific tactics to be undertaken in a given conjunctural engagement would be understood by reference to the larger structural aim. But here, there are simply no considerations of this. It seems likely therefore, that again context is understood in purely tactical terms. Martti Koskenniemi can be seen as representative in this respect, when he argued: What works as a professional argument depends on the circumstances. I like to think of the choice lawyers are faced with as being not one of method (in the sense of external, determinate guidelines about legal certainty) but of language or, perhaps better, of style. the various styles – including the styles of ‘academic theory’ and ‘professional practice’ – are neither derived from nor stand in determinate hierarchical relationships to each other. the final arbiter of what works is nothing other than the context (academic or professional) in which one argues.50 On this reading, the ‘context’ in which prudence operates seems to the immediate circumstances in which an intervention takes place. this would be consistent with the idea, expressed by the authors, that the ‘strategic’ context for adopting liberal legalism was that the debate was conducted in these terms. But the problem with this understanding is surely evident. As critical scholars have shown time and time again, the contemporary world is one that is deeply saturated with, and partly constituted by, juridical relations.51 Accordingly, there are really very few contexts (indeed perhaps none) in which political debate is not conducted in juridical terms. A brief perusal of world events would bear this out.52 the logical conclusion of this would seem to be that in terms of abstract, immediate effectiveness, the ‘context’ of public debate will almost always call for an intervention that is couched in liberal legalist terms. This raises a final vital question about what exactly distinguishes critical scholars from liberal scholars. If the above analysis holds true, then the ‘strategic’ interventions of critical scholars in legal and political debates will almost always take the form of arguing these debates in their own terms, and simply picking the ‘left’ side. thus, whilst their academic and theoretical writings and interventions may (or may not) retain the basic critical tools, the public political interventions will basically be ‘liberal’. The question then becomes, in what sense can we really characterise such interventions (and indeed such scholars) as ‘critical’? The practical consequence of understanding ‘strategy’ in essentially tactical terms seems to mean always struggling within the coordinates of the existing order. Given the exclusion of strategic concerns as they have been traditionally understood, there is no practical account for how these coordinates will ever be transcended (or how the debate will be reconfigured). As such, we have a group of people struggling within liberalism, on liberal terms, who may or may not also have some ‘critical’ understandings which are never actualised in public interventions. We might ask then, apart from ‘good intentions’ (although liberals presumably have these as well) what differentiates these scholars from liberals? Because of course liberals too can sincerely believe in political causes that are ‘of the left’. It seems therefore, that just as – in practical terms – strategic essentialism collapses into essentialism, so too does ‘strategic’ liberal legalism collapse into plain old liberal legalism.53

2nc turns case 

It’s linear

Eric Posner, Professor of Law, The University of Chicago Law School, and Adrian Vermeule, Professor of Law, Harvard Law School, March 2011, The Executive Unbound, p. 57-8

The Whole and the Parts

It is tempting to think that, even if these oversight mechanisms are feeble taken individually, their cumulative force is more impressive. The reverse is more likely to be true, however: because the very multiplicity of overseers dilutes the responsibility of each, the whole will be less than the sum of the parts. In the savings-and-loan crisis, Congress also set up a variety of oversight bodies, including an independent board structured very similarly to the one created by the EESA. The consequence was unclear lines of authority and fractured responsibility: "[O]verlapping oversight ensured that ... no one agency would bear the blame for the problems that inevitably would emerge. The alphabet soup of overseers distanced both the president and the Congress from the oversight as well, so it helped minimize the electoral fallout from the bailout.” It would be no surprise to see the same dynamic at work under the EESA.

Turns their legal norm and cause preemption 

Jahn, Professor of International Relations – University of Sussex, ‘7
(Beate, “The Tragedy of Liberal Diplomacy: Democratization, Intervention, Statebuilding (Part I),” Journal of Intervention and Statebuilding, 1:1, 87-106)

In the first section of this essay I will briefly set out the core claims of liberalism as formulated by John Locke. These core claims, it turns out, are not primarily economic, political or philosophical. Quite fundamentally, they entail a dynamic, constitutive relationship between market economy and government by consent, based on a philosophy of history embodying a particular definition and narrative of human freedom. I shall also argue that this definition and narrative contains inner tensions which, when expressed in policies towards non-liberal societies, generate interventionist dynamics which rapidly become counterproductive. This liberal philosophy of history underpinned, as I will show in the second section, the modernization theories of the early Cold War period. Translated into modernization policies, as surveyed in section three, they exhibited precisely those interventionist dynamics in practice. And this interventionism was widely experienced as a de facto denial of self-determination which turned the targets of American ‘altruism’ into ‘enemies’. American foreign policies thus managed to achieve exactly the opposite of their goals _/ instead of turning Third World countries into liberal market democracies and thus adding to American security, it led to widespread radicalization and questionable security. William Appleman Williams famously called this ‘the tragedy of American diplomacy’. My argument however is that, with this nod to ‘American exceptionalism’, Williams himself had underestimated the historical and philosophical scale of the process, one part of which he was analyzing.

US democracy promotion during the Cold War produced at best very mixed results. The intellectual balance sheet of modernization theory, however, was even more disappointing. For reasons drawn out below, its explicit assumptions were in time largely discredited as contradictory and ideological. And yet, in a second instalment of this essay, I will show that the core liberal claims are now, in the post-Cold War period, embodied in the ‘democracy transition’ paradigm. This paradigm has once again been translated into (democracy promotion) policies and, just like its predecessors, it has generated a dynamic leading to intervention and attempted statebuilding. And, finally, these policies, too, have so far met with widespread failure.

Once again therefore the tragedy of American diplomacy seems to be playing itself out. Pervasive interventions are contradicting the claim to support selfdetermination and democracy, and are turning the targets of American ‘altruism’ into its enemies. And yet, as suggested above, the roots of this tragedy are more liberal than American _/and thus in principle are shared by other liberal states, by IOs and NGOs. This liberalism may have a particular American flavour today, (and I shall concentrate on American foreign policy), due to the United States’ powerful position and, of course, because general ideologies will always be refracted through the particular historical experience of those who endorse and apply them. But it has a much longer history which originates in classical European political thought. Moreover, these policies seem bound to be repeated, despite their intellectual and practical failures, as long as the most powerful actors in world affairs are liberals. What we witness in the world today, I will argue in conclusion, is not the ‘end of history’ but its repetition _/ and that is the real tragedy of liberal diplomacy.

Try / Die

Temporality DA—the inevitable occurrence of cyber conflict creates a predictive conundrum that makes rational impact calculus impossible 

Bernard-Qills and Ashenden ’12 (David Barnard-Wills, research fellow @ Cranfield University, and Debi Ashenden, Programme Chair for the European Conference on Information Warfare, Cranfield University, “Securing Virtual Space,” Space and Culture 15(2) 110–123) 

Cyberspace Makes Us Vulnerable Many cyber security professionals consider that countries and societies reliant on information technology are at greater risk from information warfare. This is repeatedly echoed in the cyber security literature: The UK is increasingly dependent on cyberspace. As cyberspace continues to evolve, we will pursue the increasing number and variety of benefits that it can offer; however, with growing dependence also comes a greater exposure to the rapidly evolving threats. (Cabinet Office, 2009a. p. 9) This vulnerability is often associated not only with a sense of the potential of technology to cause damage but also our reliance on the technology itself. It is worth critically engaging with both the probability (rather than brute possibility) of such threats and assessing concrete impacts, of which there is a paucity of open research. J. A. Lewis (2002) is skeptical of the vulnerability of critical national infrastructure to cyber war or cyber terrorism. Infrastructure, he argues, would require persistent, repeated, and simultaneous attacks to have an impact greater than routine system failure (J. A. Lewis, 2002). The consistent message of vulnerability is an example of what Furedi calls the culture of fear and the invitation to be terrorized. It involves focusing on vulnerability rather than resilience, or the benefits arising from a technology or capacity. Technological achievements are interpreted as a problem not as potential tools. The problem, however, arises from our own anxious fantasies (Furedi, 2007). Cyberspace Is Inevitably Threatening There is a strong temporal dimension in cyber security discourse. The problem of cyber security is constructed as inevitable and imminent but perpetually postponed. Arquilla and Ronfeldt’s (1997) paradigm-setting article “Cyberwar is Coming!” is continuously invoked yet deferred. Defenders “lag behind”’ attackers, and any current attacks, even if they have little impact, are taken as a “warning of the future” (Bhalla, 2003) and should be interpreted as a “wake-up call.” This security paradox prevents falsification of the cyber insecurity hypothesis. Although an attack with severe impact would be proof of the insecurity of cyberspace, an attack with no impact is not taken as a sign of security. Rather, it is always interpreted as a “near miss.” The perpetually deferred specter of cyber security is the “digital pearl harbor”; a cyber attack of such impact that it equals the Japanese surprise attack that “woke up” the United States to World War II. This specter has been invoked for nearly two decades, with each cyber incident that reaches the media articulated as proof of its encroaching inevitability. J A. Lewis (2002) identifies that much of the early literature on cyber attacks has a strong resemblance (and “unspoken debt”) to strategic bombing literature, because of its focus on asymmetry and the difficulty of defense. The concern associated with the cyber security discourse is that states have failed to sufficiently integrate information technologies such as the Internet into their security activity at organizational and tactical levels, while their opponents are assumed to have achieved just this. “We are in the stages before warfare,” he says. “We are in the stages where people are poking around. They are trying to figure out what are the rules, the thresholds, and what the other guys are up to.” Cyberspace. (Jim Lewis, CSIS, quoted in Miller, 2010) The impact of this discourse is that existing cyber security activities are ignored. Combined with cyberspace perceived as currently ungoverned, a perception of threat with no security measures in place to counter it emerges despite existing government and private sector activity.

2nc alt

The alternative is to reject legal restrictions on war powers in favor of political restrictions—they’re the only check on presidential authority—it’s empirically effective in every application because the government thinks it’s effective—that’s Goldsmith—more evidence

Eric A. Posner and Adrian Vermeule 11, law profs at the University of Chicago and Harvard, Demystifying Schmitt, January, http://www.law.uchicago.edu/files/file/333-eap-Schmitt.pdf
Finally, the models of the political foundations of constitutionalism allow a demystifying and less ominous interpretation of Schmitt’s insistence that the public’s role under constitutionalism is in effect restricted to negative measures – either rejection of proposals in a referendum or, in extreme cases, resistance to the ruling power.22 In the models we have canvassed, political groups exert influence on incumbents and competitors for powers not through persuasion or democratic deliberation, but through credible threats of resistance or armed conflict. In the lurid context of Weimar these ideas call up associations with torchlight rallies and thuggish street violence – “soccer-stadium democracy” – but this is to overlook that a credible threat of mass public resistance to exploitative action by incumbents can be necessary for the health of constitutionalism and democratic institutions. As Schmitt put it, “the ancient problem of ‘resistance against the tyrant’ remains, that is, resistance against injustice and misuse of state power, and the functionalistic-formalistic hollowing out of the parliamentary legislative state is not able to resolve it.”23 Here too, Schmitt’s distinction between legality and legitimacy opens up a way of thinking about constitutionalism that proves more fruitful, because more politically realistic, than liberal insistence that legitimacy can straightforwardly be reduced to legality.

War on terror empirics prove

Deborah Pearlstein, Woodrow Wilson School for Public and International Affairs, Visiting Scholar, Princeton University Law and Security Program Director, Fall 2005, ARTICLE: Finding Effective Constraints on Executive Power: Interrogation, Detention, and Torture, 81 Ind. L.J. 1255

The phrase "civil society" has been used widely and loosely to describe a wide range of domestic and international non-governmental organizations (NGOs) including major humanitarian, environmental, and human rights organizations (such as CARE, Doctors Without Borders, Greenpeace, and Amnesty International), as well as religious organizations, civic networks, and a range of traditional nonprofit entities (from arts and cultural organizations to health care centers to domestic advocacy groups). n98 Independent media outlets are not commonly included in the category of "civil society"--given their for-profit motivation--but the free press has some claim to similar status: non-governmental entities that ideally function as a watchdog on official conduct. While NGOs and the press have historically been understood as forces essential to the sound functioning of democracy, n99 the growth since World War II of [*1280] highly professionalized international organizations, sophisticated domestic advocacy groups, and highly capitalized media corporations has prompted growing criticism of these entities as, ironically, undemocratic ("Who elected the NGOs?") or even anti-democratic in nature. n100 To the extent that constraining the power of one branch of government is a sign of a well-functioning democracy, the conduct of the U.S. Government in the "war on terror" has provided rich material for testing the democracy-enhancing effectiveness (vel non) of civil society. Indeed, civil society's ability to act as an effective constraint in the context of human intelligence operations would be particularly impressive given that government intelligence operations have always presented a special challenge for effective oversight. A web of laws and regulations governing the use of classified information--driven in significant measure by appropriate policy interests in protecting U.S. intelligence sources and methods--requires that much of the work of the House and Senate Intelligence Oversight Committees be carried out in secret. n101 The committees, responsible for reviewing the activities of more than two dozen civilian and military intelligence agencies, are chronically overburdened and limited by structural and staffing failings. n102 And although law requires the executive to keep [*1281] House and Senate intelligence committees informed of all intelligence-gathering activities, n103 the post-September 11 executive has regularly resisted sharing information even with members of Congress. n104 Because of these limits, civil society organizations that typically bring expert advice to Congress on a range of issues--from agricultural technology to drug approval to school lunch programs--are limited in their ability to review and consult on intelligence policy in practice. n105 It was for these and other reasons that, in the first years following the attacks of September 11, a number of signs suggested civil society would be of limited effectiveness in checking detention and interrogation operations. The post-September 11th media has been widely criticized for having abandoned critical assessment or analysis of executive "war on terror" activities. n106 The decades-old practice employed by human-rights NGO's of "naming and shaming" similarly (and relatedly) was unsuccessful at either calling attention to or remedying the serious torture and abuse in U.S. custody that began in 2002. n107 But while assessing the impact of civil society on effecting policy shifts is a difficult proposition--first and foremost because of the difficulty in isolating civil society as the [*1282] cause of a particular effect--there is reason here to suspect that civil society attention paid to the abuse and torture in U.S. operations played a significant role in driving executive policy change where the co-equal branches of government did not, or could not, act. Consider first, and perhaps foremost, the executive response to the publication and subsequent investigative coverage of the photographs of torture at Abu Ghraib in April 2004. n108 Nearly two years' worth of letter writing, and some investigative reporting failed to capture public attention and therefore bring public pressure to bear on executive policy-making, but a handful of photographs from one "war on terror" prison (of the dozens then and still in operation worldwide) shifted the public discourse overnight. Media coverage of torture, interrogation, and abuse was sweeping. Within weeks of the initial story on CBS News, the Abu Ghraib scandal was on the covers of Time, Newsweek, and U.S. News & World Report. The Washington Post published a three-part series about U.S. interrogation operations, published previously secret statements of witnesses to the events at Abu Ghraib, and published additional photos of the abuse (causing its website traffic to soar). n109 Public opinion polls conducted two weeks after the photos were released found that seventy-seven percent of Americans believed the abuse they had seen could not be justified. n110 Within weeks of the airing of the photos (in contrast to the months that had, by then, passed since the worst of the abuses in the summer/fall of the previous year), the President appeared on Arab television to condemn prisoner abuse; n111 the United States released some three hundred prisoners from the Abu Ghraib facility; n112 and the Department of Defense launched multiple major investigations into U.S. detention and interrogation operations overseas. n113 At the same time, the Army ordered its Criminal Investigation Division (CID) to review all detainee abuse and death cases in Iraq and Afghanistan then on file--requiring that every investigation conducted into the cases to [*1283] date be reopened and reviewed anew. n114 The FBI requested information related to prisoner abuse from all of its agents who had served at Guantanamo Bay, causing several previously unreported incidents to come to light. n115 And the Pentagon issued a series of policy orders to address the now widely publicized cases of detainees dying in U.S. custody: Army commanders were admonished to immediately report the death of any detainee to military law enforcement authorities, and the bodies of detainees could not be released until an Armed Forces medical examiner decided whether an autopsy was required. n116 It is easy to contend with some certainty that public attention to the issue of prisoner treatment helped drive these steps; it is more difficult to determine whether the executive response that followed amounted to a shift in course. Nonetheless, while some Pentagon investigations had been launched before publication of the photos, the post-publication investigations were generally broader in scope, n117 and in at least one [*1284] case, redesigned to address more senior levels of command. n118 The results of the investigations in and of themselves were rich in information, including extensively documenting abusive and unlawful practices. n119 This information in turn helped form the basis for civil lawsuits against Pentagon officials, n120 and various disciplinary actions against some of those involved. n121 While these actions surely did not address all existing causes of abuse or secure full accountability for those responsible, it is noteworthy that, in an era of one-party control of the political branches, anything happened at all. Throughout this period, there was not a single court order, act of Congress, or direct election that mandated the executive's actions--what change did come was fundamentally the result of the force of civil society pressure disfavoring executive conduct. A more complex example of civil society-driven impact may be found in the response to the President's nomination, in early November 2004, of former White House Counsel Alberto Gonzales to become Attorney General--after the initial furor surrounding Abu Ghraib photos had begun to die down. Although Gonzales had played a key role in the administration's development of detention and interrogation policy (as [*1285] emerged in the flood of leaked documents that appeared in the post-Abu Ghraib frenzy), n122 Gonzales's nomination was initially welcomed warmly by bipartisan leaders throughout Washington, and media coverage focused on his personal triumph in achieving this level of success. n123 By the time of the Gonzales confirmation hearings in January 2005--despite the President's having won popular reelection in the interim--all eight Democrats on the Senate Judiciary Committee voted against confirmation, n124 and thirty-six Senators voted against Gonzales in the full Senate; the vote was the second narrowest to confirm an Attorney General nominee in eighty years. n125 More significantly, on the eve of the January confirmation hearing, the Administration for the first time formally withdrew the August 2002 OLC opinion narrowly defining torture--a move characterized by mainstream media as a "significant[] retreat[]" and a "sharply scal[ed] back" version of its previous position. n126 The 2002 OLC memorandum was replaced with a new OLC opinion aimed directly at defusing a resurgent media focus on torture; in marked contrast to the 2002 version, the new memorandum began with the statement: "Torture is abhorrent both to American law and values and to international norms." n127 Between the bold nomination in November and the confirmation struggle and policy reversal by January, what forces functioned to influence executive behavior? There is a strong argument that NGO activism was a driving force in refocusing congressional attention, shifting the media coverage, and deploying strategic advocacy which was pivotal in swaying events. Immediately following the nomination, human rights NGOs launched a classic advocacy campaign. Memos drafted by advocacy organizations were circulated broadly throughout Washington, D.C. outlining Gonzales's role in devising [*1286] interrogation policy and relaxing the prohibition against torture and cruel treatment of detainees. n128 The memos formed the basis of a growing list of questions by congressional staff. The memos also provided the substantive basis for a strategy of op-eds, editorial board writings in the districts of key congressional members, and national media commentary. n129 Central to these efforts was a letter signed by twelve retired high-ranking military officers, including former Chairman of the Joint Chiefs of Staff General John Shalikashvili, urging Members of the Judiciary Committee to sharply question Gonzales about his role in shaping torture and interrogation policies. n130 According to military historian Richard H. Kohn, quoted in an article in the Washington Post, this action by a retired group of military officers was unprecedented. n131 Dozens of national media outlets, including virtually all mainstream press, covered the military letter. n132 Questioned in press briefings about the import of the letter, a White House spokesman engaged the debate: "We adhere to our laws and our treaty obligations. That's the policy of the United States government, and that's what we expect to be followed." n133 It should be emphasized that any executive shift in response to the furor over the Gonzales nomination was limited; in the end, Gonzales was confirmed, having given the Senate committee only equivocal answers on some of the difficult questions of what interrogation methods the executive was prepared to allow. And while the White [*1287] House rescinded the 2002 OLC torture memo on the eve of Gonzales' confirmation hearings, it maintained vigorously through 2005 that existing legal bans on the use of "cruel, inhuman and degrading treatment" (in particular, U.S. treaty obligations under the Convention Against Torture) do not apply outside the territory of the United States, and (although there is no basis in the treaties or laws banning such treatment that would suggest one agency is at all distinct from the other in required compliance) the same laws that bind the U.S. Armed Forces do not equally bind the CIA. n134 But there is little question that the executive was pressured to change its stated policy stance in response to public questions, and that actions were taken that likely would not have been without the orchestrated pressure. Perhaps most importantly, the lessons of the Gonzales nomination emboldened anti-coercion advocates. The incipient coalition of military leaders was developed over the succeeding months, and played a pivotal role in securing Senator McCain's public engagement on the question of torture, and the eventual overwhelming passage of McCain's amendment to ban cruel, inhuman, or degrading treatment wherever U.S. officials operate. n135 Civil society [*1288] played a forcing function in jumpstarting other structural mechanisms for change; without its engagement, it is unclear whether Congress or the Executive would to this day have taken action to address detainee torture or abuse.

The executive believes it works which is sufficient

Jack Goldsmith, Harvard Law School Professor, focus on national security law, presidential power, cybersecurity, and conflict of laws, Former Assistant Attorney General, Office of Legal Counsel, and Special Counsel to the Department of Defense, Hoover Institution Task Force on National Security and Law, March 2012, Power and Constraint, p. 240-3

There is a paradox in the human rights community's belief that waterboarding is still on the table, despite the unprecedented accountability and pushback of the past decade. That accountability and pushback resulted because human rights organizations, like many others throughout the presidential synopticon, believed that there was inadequate accountability and push-back and fought hard to achieve more. Many in the presidential synopticon, especially in the human rights community, remain alarmed by what they see as endless and undefined war, excessive presidential secrecy, insufficient judicial review of the President's actions, too much surveillance, inadequate congressional involvement, and many other evils of the post-9/11 presidency. They continue to push hard against the government with lawsuits, FOIA requests, accountability campaigns, and strident charges against public officials. This is all very healthy for the presidency and for national security. The continued efficacy of the presidential synopticon depends on just this type of skeptical attitude about the synopticon's efficacy. This paradox points to larger truths. In writing this book I spoke with dozens of people who represented every perspective in the presidential synopticon, including Bush and Obama administration officials, military and intelligence officers, federal judges, members of Congress and their staffs, journalists and their editors, bloggers and other new media representatives, inspectors general, lawyers throughout the national security bureaucracy, and leaders of prominent human rights organizations. They all shared three traits. First, they were serious, knowledgeable, and principled in their approach to quite different jobs. Second, they saw the topics of transparency, law, and accountability in the war on terrorism from the perspective of the institutions for which they worked. Put less charitably, they all had biases—mostly hidden to themselves—in their approach to counterterrorism issues. (So too did I, as much as I tried to transcend them.) And finally, they all believed that they were on the losing end of the stick in trying to influence U.S. counterterrorism policies and their associated accountability mechanisms. This last trait is perhaps the most important. President Obama and his Attorney General believe the executive branch leaks like a sieve, that the New York Times' publication of these secrets harms national security, and that the executive branch should crack down more on journalists and their sources. Editors and journalists at the Times believe the executive branch hoards too many secrets, manipulates the secrecy system, and unduly harasses journalists. The CIA believes it spends way too much time reporting to and responding to investigations by politicized congressional intelligence committees that don't understand what they are doing. The intelligence committees believe the CIA underreports its activities and cannot be trusted. The Defense Department too complains about its committees' burdensome reporting requirements, as well as their micromanagement of military affairs. The armed services committees believe the same of the military as the intelligence committees do of the CIA. Many in the executive branch believe inspectors general are biased and in Congress's pocket; Congress believes they are under-resourced and need more authorities. National security lawyers think they are besieged bastions of independence holding the executive branch in check; activist and media critics believe the lawyers are apologists for executive power. Conservatives believe Michael Ratner's Center for Constitutional Rights sympathizes with terrorists and achieved illegitimate victories in the Supreme Court that have hamstrung the President and emboldened terrorists. Michael Ratner believes he won a few battles but lost the war because Barack Obama, building on judicial and congressional efforts, institutionalized military detention and military commissions and extended the war paradigm to more countries than George W. Bush did. Many lower court judges are unhappy that the Supreme Court dumped on them the duty to make terrorist detention policy from whole cloth in habeas corpus cases, and are frustrated that Congress has not stepped in to fill the void. Some critics charge that these judges have released way too many GTMO detainees; others charge that they have released too few. Congress believes Barack Obama would endanger national security by trying GTMO terrorists in civilian trials in the United States; Barack Obama believes that Congress endangers national security by barring these trials. And so on, and so on. In 1788, in the fifty-first Federalist Paper, James Madison famously announced that the U.S. Constitution embodied the "important idea" that a well-structured government is one in which "its several constituent parts may, by their mutual relations, be the means of keeping each other in their proper places."' Madison believed that a properly designed government "would check interest with interest, class with class, faction with faction, and one branch of government with another in a harmonious system of mutual frustration," as Columbia historian Richard Hofstadter put it in his classic 1948 book, The American Political Tradition." If Madison were alive today, he would be astonished and probably appalled to see the gargantuan presidency exercising so much power, much of it in secret, in an endless global war against non-state actor terrorists. He would also be surprised by the reticulate presidential synopticon that has grown up to watch, check, and legitimate the presidency in war. But after adjusting to the modern world and studying the vitriolic clashes of the last decade between the presidency and its synopticon, Madison would discover a harmonious system of mutual frustration undergirding a surprising national consensus—a consensus always fruitfully under pressure from various quarters—about the proper scope of the President's counterterrorism authorities. And then the father of the Constitution would smile.
