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Restrictions are prohibitions on action—the aff is not 

Schiedler-Brown ‘12

Jean, Attorney, Jean Schiedler-Brown & Associates, Appellant Brief of Randall Kinchloe v. States Dept of Health, Washington,  The Court of Appeals of the State of Washington, Division 1, http://www.courts.wa.gov/content/Briefs/A01/686429%20Appellant%20Randall%20Kincheloe%27s.pdf
3. The ordinary definition of the term "restrictions" also does not include the reporting and monitoring or supervising terms and conditions that are included in the 2001 Stipulation. Black's Law Dictionary, 'fifth edition,(1979) defines "restriction" as; A limitation often imposed in a deed or lease respecting the use to which the property may be put. The term "restrict' is also cross referenced with the term "restrain." Restrain is defined as; To limit, confine, abridge, narrow down, restrict, obstruct, impede, hinder, stay, destroy. To prohibit from action; to put compulsion on; to restrict; to hold or press back. To keep in check; to hold back from acting, proceeding, or advancing, either by physical or moral force, or by interposing obstacle, to repress or suppress, to curb. In contrast, the terms "supervise" and "supervisor" are defined as; To have general oversight over, to superintend or to inspect. See Supervisor. A surveyor or overseer. . . In a broad sense, one having authority over others, to superintend and direct. The term "supervisor" means an individual having authority, in the interest of the employer, to hire, transfer, suspend, layoff, recall, promote, discharge, assign, reward, or discipline other employees, or responsibility to direct them, or to adjust their grievances, or effectively to recommend such action, if in connection with the foregoing the exercise of such authority is not of a merely routine or clerical nature, but required the use of independent judgment. Comparing the above definitions, it is clear that the definition of "restriction" is very different from the definition of "supervision"-very few of the same words are used to explain or define the different terms. In his 2001 stipulation, Mr. Kincheloe essentially agreed to some supervision conditions, but he did not agree to restrict his license.
Prefer it:

1. Topic coherence – the core controversy is what war powers the executive has, not how it must use them – key to clash and literature

2. Bidirectional – they allow the aff to endorse the status quo – Congressional oversight and approval become topical

3. Limits – hundreds of insignificant conditions Congress could impose
Topicality is a voting issue, or the aff will read a new uncontested aff every debate

off

The affirmative re-inscribes the primacy of liberal legalism as a method of restraint—that paradoxically collapses resistance to Executive excesses.

Margulies ‘11

Joseph, Joseph Margulies is a Clinical Professor, Northwestern University School of Law. He was counsel of record for the petitioners in Rasul v. Bush and Munaf v. Geren. He now is counsel of record for Abu Zubaydah, for whose torture (termed harsh interrogation by some) Bush Administration officials John Yoo and Jay Bybee wrote authorizing legal opinions. Earlier versions of this paper were presented at workshops at the American Bar Foundation and the 2010 Law and Society Association Conference in Chicago., Hope Metcalf is a Lecturer, Yale Law School. Metcalf is co-counsel for the plaintiffs/petitioners in Padilla v. Rumsfeld, Padilla v. Yoo, Jeppesen v. Mohammed, and Maqaleh v. Obama. She has written numerous amicus briefs in support of petitioners in suits against the government arising out of counterterrorism policies, including in Munaf v. Geren and Boumediene v. Bush., “Terrorizing Academia,” http://www.swlaw.edu/pdfs/jle/jle603jmarguilies.pdf
In an observation more often repeated than defended, we are told that the attacks of September 11 “changed everything.” Whatever merit there is in this notion, it is certainly true that 9/11—and in particular the legal response set in motion by the administration of President George W. Bush—left its mark on the academy. Nine years after 9/11, it is time to step back and assess these developments and to offer thoughts on their meaning. In Part II of this essay, we analyze the post-9/11 scholarship produced by this “emergency” framing. We argue that legal scholars writing in the aftermath of 9/11 generally fell into one of three groups: unilateralists, interventionists, and proceduralists. Unilateralists argued in favor of tilting the allocation of government power toward the executive because the state’s interest in survival is superior to any individual liberty interest, and because the executive is best able to understand and address threats to the state. Interventionists, by contrast, argued in favor of restraining the executive (principally through the judiciary) precisely to prevent the erosion of civil liberties. Proceduralists took a middle road, informed by what they perceived as a central lesson of American history.1 Because at least some overreaction by the state is an inevitable feature of a national crisis, the most one can reasonably hope for is to build in structural and procedural protections to preserve the essential U.S. constitutional framework, and, perhaps, to minimize the damage done to American legal and moral traditions. Despite profound differences between and within these groups, legal scholars in all three camps (as well as litigants and clinicians, including the authors) shared a common perspective—viz., that repressive legal policies adopted by wartime governments are temporary departures from hypothesized peacetime norms. In this narrative, metaphors of bewilderment, wandering, and confusion predominate. The country “loses its bearings” and “goes astray.” Bad things happen until at last the nation “finds itself” or “comes to its senses,” recovers its “values,” and fixes the problem. Internment ends, habeas is restored, prisoners are pardoned, repression passes. In a show of regret, we change direction, “get back on course,” and vow it will never happen again. Until the next time, when it does. This view, popularized in treatments like All the Laws but One, by the late Chief Justice Rehnquist,2 or the more thoughtful and thorough discussion in Perilous Times by Chicago’s Geoffrey Stone,3 quickly became the dominant narrative in American society and the legal academy. This narrative also figured heavily in the many challenges to Bush-era policies, including by the authors. The narrative permitted litigators and legal scholars to draw upon what elsewhere has been referred to as America’s “civic religion”4 and to cast the courts in the role of hero-judges5 whom we hoped would restore legal order.6 But by framing the Bush Administration’s response as the latest in a series of regrettable but temporary deviations from a hypothesized liberal norm, the legal academy ignored the more persistent, and decidedly illiberal, authoritarian tendency in American thought to demonize communal “others” during moments of perceived threat. Viewed in this light, what the dominant narrative identified as a brief departure caused by a military crisis is more accurately seen as part of a recurring process of intense stigmatization tied to periods of social upheaval, of which war and its accompanying repressions are simply representative (and particularly acute) illustrations. It is worth recalling, for instance, that the heyday of the Ku Klux Klan in this country, when the organization could claim upwards of 3 million members, was the early-1920s, and that the period of greatest Klan expansion began in the summer of 1920, almost immediately after the nation had “recovered” from the Red Scare of 1919–20.7 Klan activity during this period, unlike its earlier and later iterations, focused mainly on the scourge of the immigrant Jew and Catholic, and flowed effortlessly from the anti-alien, anti-radical hysteria of the Red Scare. Yet this period is almost entirely unaccounted for in the dominant post-9/11 narrative of deviation and redemption, which in most versions glides seamlessly from the madness of the Red Scare to the internment of the Japanese during World War II.8 And because we were studying the elephant with the wrong end of the telescope, we came to a flawed understanding of the beast. In Part IV, we argue that the interventionists and unilateralists came to an incomplete understanding by focusing almost exclusively on what Stuart Scheingold called “the myth of rights”—the belief that if we can identify, elaborate, and secure judicial recognition of the legal “right,” political structures and policies will adapt their behavior to the requirements of the law and change will follow more or less automatically.9 Scholars struggled to define the relationship between law and security primarily through exploration of structural10 and procedural questions, and, to a lesser extent, to substantive rights. And they examined the almost limitless number of subsidiary questions clustered within these issues. Questions about the right to habeas review, for instance, generated a great deal of scholarship about the handful of World War II-era cases that the Bush Administration relied upon, including most prominently Johnson v. Eisentrager and Ex Parte Quirin. 11 Regardless of political viewpoint, a common notion among most unilateralist and interventionist scholars was that when law legitimized or delegitimized a particular policy, this would have a direct and observable effect on actual behavior. The premise of this scholarship, in other words, was that policies “struck down” by the courts, or credibly condemned as lawless by the academy, would inevitably be changed—and that this should be the focus of reform efforts. Even when disagreement existed about the substance of rights or even which branch should decide their parameters, it reflected shared acceptance of the primacy of law, often to the exclusion of underlying social or political dynamics. Eric Posner and Adrian Vermeule, for instance, may have thought, unlike the great majority of their colleagues, that the torture memo was “standard fare.”12 But their position nonetheless accepted the notion that if the prisoners had a legal right to be treated otherwise, then the torture memo authorized illegal behavior and must be given no effect.13 Recent developments, however, cast doubt on two grounding ideas of interventionist and unilateralist scholarship—viz., that post-9/11 policies were best explained as responses to a national crisis (and therefore limited in time and scope), and that the problem was essentially legal (and therefore responsive to condemnation by the judiciary and legal academy). One might have reasonably predicted that in the wake of a string of Supreme Court decisions limiting executive power, apparently widespread and bipartisan support for the closure of Guantánamo during the 2008 presidential campaign, and the election of President Barack Obama, which itself heralded a series of executive orders that attempted to dismantle many Bush-era policies, the nation would be “returning” to a period of respect for individual rights and the rule of law. Yet the period following Obama’s election has been marked by an increasingly retributive and venomous narrative surrounding Islam and national security. Precisely when the dominant narrative would have predicted change and redemption, we have seen retreat and retrenchment. This conundrum is not adequately addressed by dominant strands of post-9/11 legal scholarship. In retrospect, it is surprising that much post-9/11 scholarship appears to have set aside critical lessons from previous decades as to the relationship among law, society and politics.14 Many scholars have long argued in other contexts that rights—or at least the experience of rights—are subject to political and social constraints, particularly for groups subject to historic marginalization. Rather than self-executing, rights are better viewed as contingent political resources, capable of mobilizing public sentiment and generating social expectations.15 From that view, a victory in Rasul or Boumediene no more guaranteed that prisoners at Guantánamo would enjoy the right to habeas corpus than a victory in Brown v. Board16 guaranteed that schools in the South would be desegregated.17 Rasul and Boumediene, therefore, should be seen as part (and probably only a small part) of a varied and complex collection of events, including the fiasco in Iraq, the scandal at the Abu Ghraib prison, and the use of warrantless wiretaps, as well as seemingly unrelated episodes like the official response to Hurricane Katrina. These and other events during the Bush years merged to give rise to a powerful social narrative critiquing an administration committed to lawlessness, content with incompetence, and engaged in behavior that was contrary to perceived “American values.”18 Yet the very success of this narrative, culminating in the election of Barack Obama in 2008, produced quiescence on the Left, even as it stimulated massive opposition on the Right. The result has been the emergence of a counter-narrative about national security that has produced a vigorous social backlash such that most of the Bush-era policies will continue largely unchanged, at least for the foreseeable future.19 Just as we see a widening gap between judicial recognition of rights in the abstract and the observation of those rights as a matter of fact, there appears to be an emerging dominance of proceduralist approaches, which take as a given that rights dissolve under political pressure, and, thus, are best protected by basic procedural measures. But that stance falls short in its seeming readiness to trade away rights in the face of political tension. First, it accepts the tropes du jour surrounding radical Islam—namely, that it is a unique, and uniquely apocalyptic, threat to U.S. security. In this, proceduralists do not pay adequate heed to the lessons of American history and sociology. And second, it endorses too easily the idea that procedural and structural protections will protect against substantive injustice in the face of popular and/or political demands for an outcome-determinative system that cannot tolerate acquittals. Procedures only provide protection, however, if there is sufficient political support for the underlying right. Since the premise of the proceduralist scholarship is that such support does not exist, it is folly to expect the political branches to create meaningful and robust protections. In short, a witch hunt does not become less a mockery of justice when the accused is given the right to confront witnesses. And a separate system (especially when designed for demonized “others,” such as Muslims) cannot, by definition, be equal. In the end, we urge a fuller embrace of what Scheingold called “the politics of rights,” which recognizes the contingent character of rights in American society. We agree with Mari Matsuda, who observed more than two decades ago that rights are a necessary but not sufficient resource for marginalized people with little political capital.20 To be effective, therefore, we must look beyond the courts and grapple with the hard work of long-term change with, through and, perhaps, in spite of law. These are by no means new dilemmas, but the post-9/11 context raises difficult and perplexing questions that deserve study and careful thought as our nation settles into what appears to be a permanent emergency.

Legalism underpins the violence of empire and creates the conditions of possibility for liberal violence. 
Dossa ‘99

Shiraz, Department of Political Science, St. Francis Xavier University, Antigonish, Nova Scotia, “Liberal Legalism: Law, Culture and Identity,” The European Legacy, Vol. 4, No. 3, pp. 73-87,1
No discipline in the rationalized arsenal of modernity is as rational, impartial, objective as the province of law and jurisprudence, in the eyes of its liberal enthusiasts. Law is the exemplary countenance of the conscious and calculated rationality of modern life, it is the emblematic face of liberal civilization. Law and legal rules symbolize the spirit of science, the march of human progress. As Max Weber, the reluctant liberal theorist of the ethic of rationalization, asserted: judicial formalism enables the legal system to operate like a technically rational machine. Thus it guarantees to individuals and groups within the system a relative of maximum of freedom, and greatly increases for them the possibility of predicting the legal consequences of their action. In this reading, law encapsulates the western capacity to bring order to nature and human beings, to turn the ebb and flow of life into a "rational machine" under the tutelage of "judicial formalism".19 Subjugation of the Other races in the colonial empires was motivated by power and rapacity, but it was justified and indeed rationalized, by an appeal to the civilizing influence of religion and law: western Christianity and liberal law. To the imperialist mind, "the civilizing mission of law" was fundamental, though Christianity had a part to play in this program.20 Liberal colonialists visualized law, civilization and progress as deeply connected and basic, they saw western law as neutral, universally relevant and desirable. The first claim was right in the liberal context, the second thoroughly false. In the liberal version, the mythic and irrational, emblems of thoughtlessness and fear, had ruled all life-forms in the past and still ruled the lives of the vast majority of humanity in the third world; in thrall to the majesty of the natural and the transcendent, primitive life flourished in the environment of traditionalism and lawlessness, hallmarks of the epoch of ignorance. By contrast, liberal ideology and modernity were abrasively unmythic, rational and controlled. Liberal order was informed by knowledge, science, a sense of historical progress, a continuously improving future. But this canonical, secular, bracing self-image, is tendentious and substantively illusory: it blithely scants the bloody genealogy and the extant historical record of liberal modernity, liberal politics, and particularly liberal law and its impact on the "lower races" (Hobson). In his Mythology of Modern Law, Fitzpatrick has shown that the enabling claims of liberalism, specifically of liberal law, are not only untenable but implicated in canvassing a racist justification of its colonial past and in eliding the racist basis of the structure of liberal jurisprudence.21 Liberal law is mythic in its presumption of its neutral, objective status. Specifically, the liberal legal story of its immaculate, analytically pure origin obscures and veils not just law's own ruthless, violent, even savage and disorderly trajectory, but also its constitutive association with imperialism and racism.22 In lieu of the transcendent, divine God of the "lower races", modern secular law postulated the gods of History, Science, Freedom. Liberal law was to be the instrument for realizing the promise of progress that the profane gods had decreed. Fitzpatrick's invasive surgical analysis lays bare the underlying logic of law's self-articulation in opposition to the values of cultural-racial Others, and its strategic, continuous reassertion of liberalism's superiority and the civilizational indispensability of liberal legalism. Liberal law's self-presentation presupposes a corrosive, debilitating, anarchic state of nature inhabited by the racial Others and lying in wait at the borders of the enlightened modern West. This mythological, savage Other, creature of raw, natural, unregulated fecundity and sexuality, justified the liberal conquest and control of the racially Other regions.23 Law's violence and resonant savagery on behalf of the West in its imperial razing of cultures and lands of the others, has been and still is, justified in terms of the necessary, beneficial spread of liberal civilization. Fitzpatrick's analysis parallels the impassioned deconstruction of this discourse of domination initiated by Edward Said's Orientalism, itself made possible by the pioneering analyses of writers like Aime Cesaire and Frantz Fanon. Fitzpatrick's argument is nevertheless instructive: his focus on law and its machinations unravels the one concrete province of imperial ideology that is centrally modern and critical in literally transforming and refashioning the human nature of racial Others. For liberal law carries on its back the payload of "progressive", pragmatic, instrumental modernity, its ideals of order and rule of law, its articulation of human rights and freedom, its ethic of procedural justice, its hostility to the sacred, to transcendence or spiritual complexity, its recasting of politics as the handmaiden of the nomos, its valorization of scientism and rationalization in all spheres of modern life. Liberal law is not synonymous with modernity tout court, but it is the exemplary voice of its rational spirit, the custodian of its civilizational ambitions. For the colonized Others, no non-liberal alternative is available: a non-western route to economic progress is inconceivable in liberal-legal discourse. For even the truly tenacious in the third world will never cease to be, in one sense or another, the outriders of modernity: their human condition condemns them to playing perpetual catch-up, eternally subservient to Western economic and technological superiority in a epoch of self-surpassing modernity.24 If the racially Other nations suffer exclusion globally, the racially other minorities inside the liberal loop enjoy the ambiguous benefits of inclusion. As legal immigrants or refugees, they are entitled to the full array of rights and privileges, as citizens (in Canada, France, U.K., U.S—Germany is the exception) they acquire civic and political rights as a matter of law. Formally, they are equal and equally deserving. In theory liberal law is inclusive, but concretely it is routinely partial and invidious. Inclusion is conditional: it depends on how robustly the new citizens wear and deploy their cultural difference. Two historical facts account for this phenomenon: liberal law's role in western imperialism and the Western claim of civilizational superiority that pervades the culture that sustains liberal legalism. Liberal law, as the other of the racially Other within its legal jurisdiction, differentiates and locates this other in the enemy camp of the culturally raw, irreducibly foreign, making him an unreliable ally or citizen. Law's suspicion of the others socialized in "lawless" cultures is instinctive and undeniable. Liberal law's constitutive bias is in a sense incidental: the real problem is racism or the racist basis of liberal ideology and culture.25 The internal racial other is not the juridical equal in the mind of liberal law but the juridically and humanly inferior Other, the perpetual foreigner.
The alternative is to vote negative to endorse political, rather than legal restrictions on Presidential war powers authority. 
Goldsmith ‘12

Jack, Harvard Law School Professor, focus on national security law, presidential power, cybersecurity, and conflict of laws, Former Assistant Attorney General, Office of Legal Counsel, and Special Counsel to the Department of Defense, Hoover Institution Task Force on National Security and Law, March 2012, Power and Constraint, p. 205-209

DAVID BRIN is a science-fiction writer who in 1998 turned his imagination to a nonfiction book about privacy called The Transparent Society. Brin argued that individual privacy was on a path to extinction because government surveillance tools—tinier and tinier cameras and recorders, more robust electronic snooping, and bigger and bigger databases—were growing irreversibly more powerful. His solution to this attack on personal space was not to erect privacy walls, which he thought were futile, but rather to induce responsible government action by turning the surveillance devices on the government itself. A government that citizens can watch, Brin argued, is one subject to criticism and reprisals for its errors and abuses, and one that is more careful and responsible in the first place for fear of this backlash. A transparent government, in short, is an accountable one. "If neo-western civilization has one great trick in its repertoire, a technique more responsible than any other for its success, that trick is accountability," Brin argues, "[e]specially the knack—which no other culture ever mastered—of making accountability apply to the mighty."' Brin's notion of reciprocal transparency is in some ways the inverse of the penological design known as a "panopticon," made famous by the eighteenth-century English utilitarian philosopher Jeremy Bentham. Bentham's brother Samuel had designed a prison in Paris that allowed an "inspector" to monitor all of the inmates from a central location without the prisoners knowing whether or when they were being watched (and thus when they might be sanctioned for bad behavior). Bentham described the panopticon prison as a "new mode of obtaining power of mind over mind" because it allowed a single guard to control many prisoners merely by conveying that he might be watching.' The idea that a "watcher" could gain enormous social control over the "watched" through constant surveillance backed with threats of punishment has proved influential. Michel Foucault invoked Bentham's panopticon as a model for how modern societies and governments watch people in order to control them.' George Orwell invoked a similar idea three decades earlier with the panoptical telescreen in his novel 1984. More recently, Yale Law School professor Jack Balkin used the panopticon as a metaphor for what he calls the "National Surveillance State," in which governments "use surveillance, data collection, and data mining technologies not only to keep Americans safe from terrorist attacks but also to prevent ordinary crime and deliver social services." The direction of the panopticon can be reversed, however, creating a "synopticon" in which many can watch one, including the government.' The television is a synopticon that enables millions to watch the same governmental speech or hearing, though it is not a terribly robust one because the government can control the broadcast. Digital technology and the Internet combine to make a more powerful synopticon that allows many individuals to record and watch an official event or document in sometimes surprising ways. Video recorders placed in police stations and police cars, cell-phone video cameras, and similar tools increase citizens' ability to watch and record government activity. This new media content can be broadcast on the Internet and through other channels to give citizens synoptical power over the government—a power that some describe as "sousveillance" (watching from below)! These and related forms of watching can have a disciplining effect on government akin to Brin's reciprocal transparency. The various forms of watching and checking the presidency described in this book constitute a vibrant presidential synopticon. Empowered by legal reform and technological change, the "many"—in the form of courts, members of Congress and their staff, human rights activists, journalists and their collaborators, and lawyers and watchdogs inside and outside the executive branch—constantly gaze on the "one," the presidency. Acting alone and in mutually reinforcing networks that crossed organizational boundaries, these institutions extracted and revealed information about the executive branch's conduct in war—sometimes to adversarial actors inside the government, and sometimes to the public. The revelations, in turn, forced the executive branch to account for its actions and enabled many institutions to influence its operations. The presidential synopticon also promoted responsible executive action merely through its broadening gaze. One consequence of a panopticon, in Foucault's words, is "to induce in the inmate a state of conscious and permanent visibility that assures the automatic functioning of power."' The same thing has happened in reverse but to similar effect within the executive branch, where officials are much more careful merely by virtue of being watched. The presidential synopticon is in some respects not new. Victor Davis Hanson has argued that "war amid audit, scrutiny, and self-critique" has been a defining feature of the Western tradition for 2,500 years.' From the founding of the nation, American war presidents have been subject to intense scrutiny and criticism in the unusually open society that has characterized the United States. And many of the accountability mechanisms described in this book have been growing since the 1970s in step with the modern presidency. What is new, however, is the scope and depth of these modern mechanisms, their intense legalization, and their robust operation during wartime. In previous major wars the President determined when, how, and where to surveil, target, detain, transfer, and interrogate enemy soldiers, often without public knowledge, and almost entirely without unwanted legal interference from within the executive branch itself or from the other branches of government.' Today these decisions are known inside and outside the government to an unprecedented degree and are heavily regulated by laws and judicial decisions that are enforced daily by lawyers and critics inside and outside the presidency. Never before have Congress, the courts, and lawyers had such a say in day-to-day military activities; never before has the Commander in Chief been so influenced, and constrained, by law. This regime has many historical antecedents, but it came together and hit the Commander in Chief hard for the first time in the last decade. It did so because of extensive concerns about excessive presidential power in an indefinite and unusually secretive war fought among civilians, not just abroad but at home as well. These concerns were exacerbated and given credibility by the rhetoric and reality of the Bush administration's executive unilateralism—a strategy that was designed to free it from the web of military and intelligence laws but that instead galvanized forces of reaction to presidential power and deepened the laws' impact. Added to this mix were enormous changes in communication and collaboration technologies that grew to maturity in the decade after 9/11. These changes helped render executive branch secrets harder to keep, and had a flattening effect on the executive branch just as it had on other hierarchical institutions, making connections between (and thus accountability to) actors inside and outside the presidency much more extensive.
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Plan destroys executive commander-in-chief supremacy—cyber capabilities are the key

Lorber 13

Eric, J.D. Candidate, University of Pennsylvania Law School, Ph.D Candidate, Duke University Department of Political Science, “Executive Warmaking Authority and Offensive Cyber Operations: Can Existing Legislation Successfully Constrain Presidential Power?,” 15 U. Pa. J. Const. L. 961
Yet a surprising amount of uncertainty exists as to which - if any - domestic laws constrain the use of OCOs and how they fit into the congressional-executive balance. As policymakers, scholars, and journalists have lamented, a coherent policy framework governing the use of OCOs does not exist and many questions remain unanswered. n8 Would an attack [*963] using cyber weapons trigger the requirements of the War Powers Resolution? n9 Would OCOs be subject to reporting requirements under the Intelligence Authorization Act? n10 Conversely, do cyber operations grant the executive branch another tool with which it can prosecute attacks but avoid reporting and responding to congressional inquiries? These questions are largely unanswered both because the rise of OCOs is a relatively recent phenomenon and because much of the information about U.S. technical capability in this field is highly classified. n11 Yet addressing these questions is increasingly important for two reasons. First, as states such as China, Israel, Russia, and the United States use these weapons now and likely will do so more in future conflicts, determining the domestic legal strictures governing their use would provide policymakers and military planners a better sense of how to operate in cyberspace. n12 Second, the possible employment of these tools adds yet another wrinkle to the battle between the executive and legislative branches over war-making authority. n13 In particular, if neither the War Powers Resolution nor the Intelligence Authorization Act governs OCOs, the executive may be allowed to employ U.S. military power in a manner largely unchecked by congressional authority. n14 As a result, the employment of these tools [*964] implicates - and perhaps problematically shifts - the balance between the executive's commander-in-chief power n15 and Congress's war-making authority. n16 This Comment provides an initial answer to the question of whether current U.S. law can effectively govern the Executive's use of OCOs. n17 It explores the interaction between this new tool and the current statutory limits on presidential war-making authority, with a particular focus on whether the two current federal laws meant to restrict executive power in this field - the War Powers Resolution n18 and the Intelligence Authorization Act n19 - apply to a wide range of potential offensive cyber operations undertaken by the executive branch. Beyond suggesting that neither the War Powers Resolution nor the Intelligence Authorization Act can effectively regulate most types of offensive cyber operations, this Comment suggests that while marginally problematic for a proper balance of war-making power between the executive and legislative branches, this lack of oversight does not fundamentally shift the current alignment. It does argue, however, that - given this lack of regulatory oversight - the President now has another powerful war-making tool to use at his discretion. Finally, the Comment suggests that this lack of limitation may be positive in some ways, as laying down clear legal markers before having a developed understanding of these capabilities may problematically limit their effective use.
It spills over to destabilize all presidential war powers. 

Heder 10 (Adam, J.D., magna cum laude , J. Reuben Clark Law School, Brigham Young University, “THE POWER TO END WAR: THE EXTENT AND LIMITS OF CONGRESSIONAL POWER,” St. Mary’s Law Journal Vol. 41 No. 3, http://www.stmaryslawjournal.org/pdfs/Hederreadytogo.pdf) 
This constitutional silence invokes Justice Rehnquist’s oftquoted language from the landmark “political question” case, Goldwater v. Carter . 121 In Goldwater , a group of senators challenged President Carter’s termination, without Senate approval, of the United States ’ Mutual Defense Treaty with Taiwan. 122 A plurality of the Court held, 123 in an opinion authored by Justice Rehnquist, that this was a nonjusticiable political question. 124 He wrote: “In light of the absence of any constitutional provision governing the termination of a treaty, . . . the instant case in my view also ‘must surely be controlled by political standards.’” 125 Notably, Justice Rehnquist relied on the fact that there was no constitutional provision on point. Likewise, there is no constitutional provision on whether Congress has the legislative power to limit, end, or otherwise redefine the scope of a war. Though Justice Powell argues in Goldwater that the Treaty Clause and Article VI of the Constitution “add support to the view that the text of the Constitution does not unquestionably commit the power to terminate treaties to the President alone,” 126 the same cannot be said about Congress’s legislative authority to terminate or limit a war in a way that goes beyond its explicitly enumerated powers. There are no such similar provisions that would suggest Congress may decline to exercise its appropriation power but nonetheless legally order the President to cease all military operations. Thus, the case for deference to the political branches on this issue is even greater than it was in the Goldwater context. Finally, the Constitution does not imply any additional powers for Congress to end, limit, or redefine a war. The textual and historical evidence suggests the Framers purposefully declined to grant Congress such powers. And as this Article argues, granting Congress this power would be inconsistent with the general war powers structure of the Constitution. Such a reading of the Constitution would unnecessarily empower Congress and tilt the scales heavily in its favor. More over, it would strip the President of his Commander in Chief authority to direct the movement of troops at a time when the Executive’s expertise is needed. 127 And fears that the President will grow too powerful are unfounded, given the reasons noted above. 128 In short, the Constitution does not impliedly afford Congress any authority to prematurely terminate a war above what it explicitly grants. 129 Declaring these issues nonjusticiable political questions would be the most practical means of balancing the textual and historical demands, the structural demands, and the practical demands that complex modern warfare brings . Adjudicating these matters would only lead the courts to engage in impermissible line drawing — lines that would both confus e the issue and add layers to the text of the Constitution in an area where the Framers themselves declined to give such guidance. 
That goes nuclear 

Li 9 (Zheyao, J.D. candidate, Georgetown University Law Center, 2009; B.A., political science and history, Yale University, 2006. This paper is the culmination of work begun in the "Constitutional Interpretation in the Legislative and Executive Branches" seminar, led by Judge Brett Kavanaugh, “War Powers for the Fourth Generation: Constitutional Interpretation in the Age of Asymmetric Warfare,” 7 Geo. J.L. & Pub. Pol'y 373 2009 WAR POWERS IN THE FOURTH GENERATION OF WARFARE)
A. The Emergence of Non-State Actors

Even as the quantity of nation-states in the world has increased dramatically since the end of World War II, the institution of the nation-state has been in decline over the past few decades. Much of this decline is the direct result of the waning of major interstate war, which primarily resulted from the introduction of nuclear weapons.122 The proliferation of nuclear weapons, and their immense capacity for absolute destruction, has ensured that conventional wars remain limited in scope and duration. Hence, "both the size of the armed forces and the quantity of weapons at their disposal has declined quite sharply" since 1945.123 At the same time, concurrent with the decline of the nation-state in the second half of the twentieth century, non-state actors have increasingly been willing and able to use force to advance their causes. In contrast to nation-states, who adhere to the Clausewitzian distinction between the ends of policy and the means of war to achieve those ends, non-state actors do not necessarily fight as a mere means of advancing any coherent policy. Rather, they see their fight as a life-and-death struggle, wherein the ordinary terminology of war as an instrument of policy breaks down because of this blending of means and ends.124 It is the existential nature of this struggle and the disappearance of the Clausewitzian distinction between war and policy that has given rise to a new generation of warfare. The concept of fourth-generational warfare was first articulated in an influential article in the Marine Corps Gazette in 1989, which has proven highly prescient. In describing what they saw as the modem trend toward a new phase of warfighting, the authors argued that: In broad terms, fourth generation warfare seems likely to be widely dispersed and largely undefined; the distinction between war and peace will be blurred to the vanishing point. It will be nonlinear, possibly to the point of having no definable battlefields or fronts. The distinction between "civilian" and "military" may disappear. Actions will occur concurrently throughout all participants' depth, including their society as a cultural, not just a physical, entity. Major military facilities, such as airfields, fixed communications sites, and large headquarters will become rarities because of their vulnerability; the same may be true of civilian equivalents, such as seats of government, power plants, and industrial sites (including knowledge as well as manufacturing industries). 125 It is precisely this blurring of peace and war and the demise of traditionally definable battlefields that provides the impetus for the formulation of a new. theory of war powers. As evidenced by Part M, supra, the constitutional allocation of war powers, and the Framers' commitment of the war power to two co-equal branches, was not designed to cope with the current international system, one that is characterized by the persistent machinations of international terrorist organizations, the rise of multilateral alliances, the emergence of rogue states, and the potentially wide proliferation of easily deployable weapons of mass destruction, nuclear and otherwise. B. The Framers' World vs. Today's World The Framers crafted the Constitution, and the people ratified it, in a time when everyone understood that the state controlled both the raising of armies and their use. Today, however, the threat of terrorism is bringing an end to the era of the nation-state's legal monopoly on violence, and the kind of war that existed before-based on a clear division between government, armed forces, and the people-is on the decline. 126 As states are caught between their decreasing ability to fight each other due to the existence of nuclear weapons and the increasing threat from non-state actors, it is clear that the Westphalian system of nation-states that informed the Framers' allocation of war powers is no longer the order of the day. 127 As seen in Part III, supra, the rise of the modem nation-state occurred as a result of its military effectiveness and ability to defend its citizens. If nation-states such as the United States are unable to adapt to the changing circumstances of fourth-generational warfare-that is, if they are unable to adequately defend against low-intensity conflict conducted by non-state actors-"then clearly [the modem state] does not have a future in front of it.' 128 The challenge in formulating a new theory of war powers for fourthgenerational warfare that remains legally justifiable lies in the difficulty of adapting to changed circumstances while remaining faithful to the constitutional text and the original meaning. 29 To that end, it is crucial to remember that the Framers crafted the Constitution in the context of the Westphalian system of nation-states. The three centuries following the Peace of Westphalia of 1648 witnessed an international system characterized by wars, which, "through the efforts of governments, assumed a more regular, interconnected character."' 130 That period saw the rise of an independent military class and the stabilization of military institutions. Consequently, "warfare became more regular, better organized, and more attuned to the purpose of war-that is, to its political objective."' 1 3' That era is now over. Today, the stability of the long-existing Westphalian international order has been greatly eroded in recent years with the advent of international terrorist organizations, which care nothing for the traditional norms of the laws of war. This new global environment exposes the limitations inherent in the interpretational methods of originalism and textualism and necessitates the adoption of a new method of constitutional interpretation. While one must always be aware of the text of the Constitution and the original understanding of that text, that very awareness identifies the extent to which fourth-generational warfare epitomizes a phenomenon unforeseen by the Framers, a problem the constitutional resolution of which must rely on the good judgment of the present generation. 13 Now, to adapt the constitutional warmarking scheme to the new international order characterized by fourth-generational warfare, one must understand the threat it is being adapted to confront. C. The Jihadist Threat The erosion of the Westphalian and Clausewitzian model of warfare and the blurring of the distinction between the means of warfare and the ends of policy, which is one characteristic of fourth-generational warfare, apply to al-Qaeda and other adherents of jihadist ideology who view the United States as an enemy. An excellent analysis of jihadist ideology and its implications for the rest of the world are presented by Professor Mary Habeck. 133 Professor Habeck identifies the centrality of the Qur'an, specifically a particular reading of the Qur'an and hadith (traditions about the life of Muhammad), to the jihadist terrorists. 134 The jihadis believe that the scope of the Qur'an is universal, and "that their interpretation of Islam is also intended for the entire world, which must be brought to recognize this fact peacefully if possible and through violence if not."' 135 Along these lines, the jihadis view the United States and her allies as among the greatest enemies of Islam: they believe "that every element of modern Western liberalism is flawed, wrong, and evil" because the basis of liberalism is secularism. 136 The jihadis emphasize the superiority of Islam to all other religions, and they believe that "God does not want differing belief systems to coexist."' 37 For this reason, jihadist groups such as al-Qaeda "recognize that the West will not submit without a fight and believe in fact that the Christians, Jews, and liberals have united against Islam in a war that will end in the complete destruction of the unbelievers.' 138 Thus, the adherents of this jihadist ideology, be it al-Qaeda or other groups, will continue to target the United States until she is destroyed. Their ideology demands it. 139 To effectively combat terrorist groups such as al-Qaeda, it is necessary to understand not only how they think, but also how they operate. Al-Qaeda is a transnational organization capable of simultaneously managing multiple operations all over the world."14 It is both centralized and decentralized: al-Qaeda is centralized in the sense that Osama bin Laden is the unquestioned leader, but it is decentralized in that its operations are carried out locally, by distinct cells."4 AI-Qaeda benefits immensely from this arrangement because it can exercise direct control over high-probability operations, while maintaining a distance from low-probability attacks, only taking the credit for those that succeed. The local terrorist cells benefit by gaining access to al-Qaeda's "worldwide network of assets, people, and expertise."' 42 Post-September 11 events have highlighted al-Qaeda's resilience. Even as the United States and her allies fought back, inflicting heavy casualties on al-Qaeda in Afghanistan and destroying dozens of cells worldwide, "al-Qaeda's networked nature allowed it to absorb the damage and remain a threat." 14 3 This is a far cry from earlier generations of warfare, where the decimation of the enemy's military forces would generally bring an end to the conflict. D. The Need for Rapid Reaction and Expanded Presidential War Power By now it should be clear just how different this conflict against the extremist terrorists is from the type of warfare that occupied the minds of the Framers at the time of the Founding. Rather than maintaining the geographical and political isolation desired by the Framers for the new country, today's United States is an international power targeted by individuals and groups that will not rest until seeing her demise. The Global War on Terrorism is not truly a war within the Framers' eighteenth-century conception of the term, and the normal constitutional provisions regulating the division of war powers between Congress and the President do not apply. Instead, this "war" is a struggle for survival and dominance against forces that threaten to destroy the United States and her allies, and the fourth-generational nature of the conflict, highlighted by an indiscernible distinction between wartime and peacetime, necessitates an evolution of America's traditional constitutional warmaking scheme. As first illustrated by the military strategist Colonel John Boyd, constitutional decision-making in the realm of war powers in the fourth generation should consider the implications of the OODA Loop: Observe, Orient, Decide, and Act. 44 In the era of fourth-generational warfare, quick reactions, proceeding through the OODA Loop rapidly, and disrupting the enemy's OODA loop are the keys to victory. "In order to win," Colonel Boyd suggested, "we should operate at a faster tempo or rhythm than our adversaries." 145 In the words of Professor Creveld, "[b]oth organizationally and in terms of the equipment at their disposal, the armed forces of the world will have to adjust themselves to this situation by changing their doctrine, doing away with much of their heavy equipment and becoming more like police."1 46 Unfortunately, the existing constitutional understanding, which diffuses war power between two branches of government, necessarily (by the Framers' design) slows down decision- making. In circumstances where war is undesirable (which is, admittedly, most of the time, especially against other nation-states), the deliberativeness of the existing decision-making process is a positive attribute. In America's current situation, however, in the midst of the conflict with al-Qaeda and other international terrorist organizations, the existing process of constitutional decision-making in warfare may prove a fatal hindrance to achieving the initiative necessary for victory. As a slow-acting, deliberative body, Congress does not have the ability to adequately deal with fast-emerging situations in fourth-generational warfare. Thus, in order to combat transnational threats such as al-Qaeda, the executive branch must have the ability to operate by taking offensive military action even without congressional authorization, because only the executive branch is capable of the swift decision-making and action necessary to prevail in fourth-generational conflicts against fourthgenerational opponents.
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Obama is effectively fighting off Iran sanctions now 
Jim Lobe, Inter Press Service 12/27, Iran sanctions bill: Big test of Israel lobby power, http://www.arabamericannews.com/news/index.php?mod=article&cat=World&article=8046

This week’s introduction by a bipartisan group of 26 senators of a new sanctions bill against Iran could result in the biggest test of the political clout of the Israel lobby here in decades.

The White House, which says the bill could well derail ongoing negotiations between Iran and the U.S. and five other powers over Tehran’s nuclear program and destroy the international coalition behind the existing sanctions regime, has already warned that it will veto the bill if it passes Congress in its present form.

The new bill, co-sponsored by two of Congress’s biggest beneficiaries of campaign contributions by political action committees closely linked to the powerful American Israel Public Affairs Committee (AIPAC), would impose sweeping new sanctions against Tehran if it fails either to comply with the interim deal it struck last month in Geneva with the P5+1 (U.S., Britain, France, Russia, China plus Germany) or reach a comprehensive accord with the great powers within one year.

To be acceptable, however, such an accord, according to the bill, would require Iran to effectively dismantle virtually its entire nuclear program, including any enrichment of uranium on its own soil, as demanded by Israeli Prime Minister Benjamin Netanyahu.

The government of President Hassan Rouhani has warned repeatedly that such a demand is a deal-breaker, and even Secretary of State John Kerry has said that a zero-enrichment position is a non-starter.

The bill, the Nuclear Weapon Free Iran Act, also calls for Washington to provide military and other support to Israel if its government “is compelled to take military action in legitimate self-defense against Iran’s nuclear weapon program.”
The introduction of the bill last week by Republican Sen. Mark Kirk and Democratic Sen. Robert Menendez followed unsuccessful efforts by both men to get some sanctions legislation passed since the Geneva accord was signed Nov. 24.

Kirk at first tried to move legislation that would have imposed new sanctions immediately in direct contradiction to a pledge by the P5+1 in the Geneva accord to forgo any new sanctions for the six-month life of the agreement in exchange for, among other things, enhanced international inspections of Iran’s nuclear facilities and a freeze on most of its nuclear program.

Unable to make headway, Kirk then worked with Menendez to draw up the new bill which, because of its prospective application, would not, according to them, violate the agreement. They had initially planned to attach it to a defense bill before the holiday recess. But the Democratic leadership, which controls the calendar, refused to go along.

Their hope now is to pass it – either as a free-standing measure or as an amendment to another must-pass bill after Congress reconvenes Jan. 6.
To highlight its bipartisan support, the two sponsors gathered a dozen other senators from each party to co-sponsor it.

Republicans, many of whom reflexively oppose President Barack Obama’s positions on any issue and whose core constituencies include Christian Zionists, are almost certain to support the bill by an overwhelming margin. If the bill gets to the floor, the main battle will thus take place within the Democratic majority.

The latter find themselves torn between, on the one hand, their loyalty to Obama and their fear that new sanctions will indeed derail negotiations and thus make war more likely, and, on the other, their general antipathy for Iran and the influence exerted by AIPAC and associated groups as a result of the questionable perception that Israel’s security is uppermost in the minds of Jewish voters and campaign contributors (who, by some estimates, provide as much as 40 percent of political donations to Democrats in national campaigns).

The administration clearly hopes the Democratic leadership will prevent the bill from coming to a vote, but, if it does, persuading most of the Democrats who have already endorsed the bill to change their minds will be an uphill fight. If the bill passes, the administration will have to muster 34 senators of the 100 senators to sustain a veto – a difficult but not impossible task, according to Congressional sources.
That battle has already been joined. Against the 13 Democratic senators who signed onto the Kirk-Menendez bill, 10 Democratic Senate committee chairs urged Majority Leader Harry Reid, who controls the upper chamber’s calendar, to forestall any new sanctions legislation.
The plan’s authority restriction is a loss for Obama—causes defections

Dr. Andrew J. Loomis, Visiting Fellow at the Center for a New American Security, and Department of Government at Georgetown University, 3/2/2007, Leveraging legitimacy in the crafting of U.S. foreign policy, http://citation.allacademic.com//meta/p_mla_apa_research_citation/1/7/9/4/8/pages179487/p179487-36.php

Declining political authority encourages defection. American political analyst Norman Ornstein writes of the domestic context, In a system where a President has limited formal power, perception matters. The reputation for success—the belief by other political actors that even when he looks down, a president will find a way to pull out a victory—is the most valuable resource a chief executive can have. Conversely, the widespread belief that the Oval Office occupant is on the defensive, on the wane or without the ability to win under adversity can lead to disaster, as individual lawmakers calculate who will be on the winning side and negotiate accordingly. In simple terms, winners win and losers lose more often than not. Failure begets failure. In short, a president experiencing declining amounts of political capital has diminished capacity to advance his goals. As a result, political allies perceive a decreasing benefit in publicly tying themselves to the president, and an increasing benefit in allying with rising centers of authority. A president’s incapacity and his record of success are interlocked and reinforce each other. Incapacity leads to political failure, which reinforces perceptions of incapacity. This feedback loop accelerates decay both in leadership capacity and defection by key allies. The central point of this review of the presidential literature is that the sources of presidential influence—and thus their prospects for enjoying success in pursuing preferred foreign policies—go beyond the structural factors imbued by the Constitution. Presidential authority is affected by ideational resources in the form of public perceptions of legitimacy. The public offers and rescinds its support in accordance with normative trends and historical patterns, non-material sources of power that affects the character of U.S. policy, foreign and domestic. 
Those defections overwhelm Obama—results in new sanctions that collapse negotiations and cause war
Davnie 1/5 (William Davnie, retired after 26 years in the Foreign Service, served as chief of staff in the office of provincial affairs in Iraq, AND Kate Gould, the legislative associate for Middle East policy at the Friends Committee on National, “Iran sanctions bill threatens progress; pressure is on Franken, Klobuchar”, Star Tribune, January 5, 2014, http://www.startribune.com/opinion/commentaries/238660021.html)

The historic Geneva deal to limit Iran’s nuclear program is scheduled to go into effect later this month. Once it does, the world will be farther away from a devastating war and a nuclear-armed Iran. As U.S. Rep. Betty McCollum, D-Minn., rightly pointed out, “this initial deal is a triumph for engagement and tough diplomacy.” However, the U.S. Senate could reverse that progress through a vote on new sanctions as early as this week, putting the United States and Iran on a collision course toward war.
For the first time in a decade, the Geneva deal presses pause on Iran’s nuclear program, and presses the rewind button on some of the most urgent proliferation concerns. In exchange, the United States has committed to pause the expansion of its sanctions regime, and in fact rewind it slightly with limited sanctions relief. Imposing new sanctions now would be just as clear a violation of the Geneva agreement as it would be for Iran to expand its nuclear program.

That’s why the Obama administration has committed to vetoing any such measures and has warned that torpedoing the talks underway could put our country on a march toward war. A recent, unclassified intelligence assessment concurred with the White House’s caution, asserting that new sanctions “would undermine the prospects for a successful comprehensive nuclear agreement with Iran.”

However, in an open rebuke of the White House, the intelligence community and the 10 Senate committee chairs who cautioned against new sanctions, Sens. Robert Menendez, D-N.J.; Chuck Schumer, D-N.Y., and Mark Kirk, R-Ill., have introduced a bill (S. 1881) to impose new oil and financial sanctions on Iran.

Supporters of this measure stress that new sanctions would take effect only if Iran violates the Geneva agreement or fails to move toward a final deal at the end of the six-month negotiation period. And some dismiss this congressional threat as toothless, given President Obama’s vow to veto any sanctions legislation. But simply passing these sanctions would dangerously escalate tensions with Iran. U.S. Rep. Keith Ellison, D-Minn., put it best: “New sanctions stand to kill any hope for diplomacy.”

Already, anti-Geneva-deal counterparts in Iran’s parliament have responded with their own provocation, introducing legislation to require Iran to enrich near weapons grade if the United States imposes new sanctions.

Like the Senate sanctions bill, the Iranian parliament’s legislation would have a delayed trigger. Like the Senate bill, the mere introduction of this reckless legislation isn’t a violation of the letter of the Geneva agreement per se. But both bills risk restarting the vicious cycle of confrontation that has defined the U.S.-Iran relationship for decades.

Without a significant public outcry, support for this sanctions bill could potentially reach a veto-proof majority of 67 senators and 290 representatives in the House.

Minnesota could play an important role in this showdown between supporters of using hard-nosed diplomacy to avoid military action and reduce nuclear risk, and those who would upend sensitive negotiations and make war likely. About half of the senators have staked out their positions, but neither Sen. Amy Klobuchar nor Sen. Al Franken have yet taken a public stance.

Minnesota is one of just 10 states where neither senator has taken a public position on whether or not to sign onto sanctions that would sink the deal — and risk another war in the Middle East.

While some new-sanctions proponents are banking on partisan politics to earn support from Republicans, it would still take seven of the remaining 23 undecided Democrats, along with all Republicans, to reach a veto-proof majority. All eyes will be on those 23 undecided Democrats — including Klobuchar and Franken.
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The executive branch of the United States federal government should issue and enforce an executive order to end the use of pre-emptive cyber operations, ensure cyber weapons comply with the Laws of Armed Conflict, and improve transparency of operations. The order should also establish a bipartisan independent executive branch commission to ensure compliance. 

The status quo is always an option – proving the CP worse does not justify the plan. Logical decision-making is the most portable skill.

And, presumption remains negative—the counterplan is less change and a tie goes to the runner.
Self-restraint is durable and sends a credible signal

Posner and Vermeule 7 (Eric Posner, The University of Chicago Law School Professor, and Adrian Vermeule, Harvard Law School Professor of Law, 2007, The Credible Executive, 74 U. Chi. L. Rev. 865)

The Madisonian system of oversight has not totally failed. Sometimes legislators overcome the temptation to free ride; sometimes they invest in protecting the separation of powers or legislative prerogatives. Sometimes judges review exercises of executive discretion, even during emergencies. But often enough, legislators and judges have no real alternative to letting executive officials exercise discretion unchecked. The Madisonian system is a partial failure; compensating mechanisms must be adopted to fill the area of slack, the institutional gap between executive discretion and the oversight capacities of other institutions. Again, the magnitude of this gap is unclear, but plausibly it is quite large; we will assume that it is.

It is often assumed that this partial failure of the Madisonian system unshackles and therefore benefits ill-motivated executives. This is grievously incomplete. The failure of the Madisonian system harms the well-motivated executive as much as it benefits the ill-motivated one. Where Madisonian oversight fails, the well-motivated executive is a victim of his own power. Voters, legislators, and judges will be wary of granting further discretion to an executive whose motivations are uncertain and possibly nefarious. The partial failure of Madisonian oversight thus threatens a form of inefficiency, a kind of contracting failure that makes potentially everyone, including the voters, worse off.
Our central question, then, is what the well-motivated executive can do to solve or at least ameliorate the problem. The solution is for the executive to complement his (well-motivated) first-order policy goals with second-order mechanisms for demonstrating credibility to other actors. We thus do not address the different question of what voters, legislators, judges, and other actors should do about an executive who is ill motivated and known to be so. That project involves shoring up or replacing the Madisonian system to block executive dictatorship. Our project is the converse of this, and involves finding new mechanisms to help the well-motivated executive credibly distinguish himself as such.

IV. Executive Signaling: Law and Mechanisms

We suggest that the executive's credibility problem can be solved by second-order mechanisms of executive signaling. In the general case, well-motivated executives send credible signals by taking actions that are more costly for ill-motivated actors than for well-motivated ones, thus distinguishing themselves from their ill-motivated mimics. Among the specific mechanisms we discuss, an important subset involves executive self-binding, whereby executives commit themselves to a course of action that would impose higher costs on ill-motivated actors. Commitments themselves have value as signals of benign motivations.
This departs from the usual approach in legal scholarship. Legal theory has often discussed self-binding by "government" or government officials. In constitutional theory, it is often suggested that constitutions represent an attempt by "the people" to bind "themselves" against their own future decisionmaking pathologies, or relatedly, that constitutional prohibitions represent mechanisms by which governments commit themselves not to expropriate investments or to exploit their populations. n72 Whether or not this picture is coherent, n73 it is not the question we examine here, although some of the relevant considerations are similar. n74 We are not concerned with binding the president so that he cannot abuse his powers, but with how he might bind himself or take other actions that enhance his credibility, so that he can generate support from the public and other members of the government.  [*895] 

Furthermore, our question is subconstitutional: it is whether a well-motivated executive, acting within an established set of constitutional and statutory rules, can use signaling mechanisms to generate public trust. Accordingly, we proceed by assuming that no constitutional amendments or new statutes will be enacted. Within these constraints, what can a well-motivated executive do to bootstrap himself to credibility? The problem for the well-motivated executive is to credibly signal his benign motivations. In general, the solution is to engage in actions that are less costly for good types than for bad types.

We begin with some relevant law, then examine a set of possible mechanisms -emphasizing both the conditions under which they might succeed and the conditions under which they might not -and conclude by examining the costs of credibility.

A. A Preliminary Note on Law and Self-Binding

Many of our mechanisms are unproblematic from a legal perspective, as they involve presidential actions that are clearly lawful. But a few raise legal questions; in particular, those that involve self-binding. n75 Can a president bind himself to respect particular first-order policies? With qualifications, the answer is yes, at least to the same extent that a legislature can. Formally, a duly promulgated executive rule or order binds even the executive unless and until it is validly abrogated, thereby establishing a new legal status quo. n76 The legal authority to establish a new status quo allows a president to create inertia or political constraints that will affect his own future choices. In a practical sense, presidents, like legislatures, have great de facto power to adopt policies that shape the legal landscape for the future. A president might commit himself to a long-term project of defense procurement or infrastructure or foreign policy, narrowing his own future choices and generating new political coalitions that will act to defend the new rules or policies.

More schematically, we may speak of formal and informal means of self-binding:

1. The president might use formal means to bind himself. This is possible in the sense that an executive order, if otherwise valid, legally binds the president while it is in effect and may be enforced by the courts. It is not possible in the sense that the president can always repeal the executive order if he can bear the political and reputational costs of doing so.

2. The president might use informal means to bind himself. This is not only possible but frequent and important. Issuing an executive rule providing for the appointment of special prosecutors, as Nixon did, is not a formal self-binding. n77 However, there may be large political costs to repealing the order. This effect does not depend on the courts' willingness to enforce the order, even against Nixon himself. Court enforcement makes the order legally binding while it is in place, but only political and reputational enforcement can protect it from repeal. Just as a dessert addict might announce to his friends that he is going on a no-dessert diet in order to raise the reputational costs of backsliding and thus commit himself, so, too, the executive's issuance of a self-binding order can trigger reputational costs. In such cases, repeal of an executive order may be seen as a breach of faith even if no other institution ever enforces it.
***preemption

Uncontrollability of cyber-war is a neg warrant --- means countries won’t use them
Thomas P.M. Barnett 13, special assistant for strategic futures in the U.S. Defense Department's Office of Force Transformation from 2001 to 2003, is chief analyst for Wikistrat, March/April 2013, “Think Again: The Pentagon,” Foreign Policy, http://www.foreignpolicy.com/articles/2013/03/04/the_pentagon?page=full
As for cyber serving as a stand-alone war-fifighting domain, there you'll find the debates no less theological in their intensity. After serving as senior managing director for half a dozen years at a software firm that specializes in securing supply chains, I'm deeply skeptical. Given the uncontrollable nature of cyberweapons (see: Stuxnet's many permutations), I view them as the 21st century's version of chemical weapons -- nice to have, but hard to use. Another way to look at it is to simply call a spade a spade: Cyberwarfare is nothing more than espionage and sabotage updated for the digital era. Whatever cyberwar turns out to be in the national security realm, it will always be dwarfed by the industrial variants -- think cyberthieves, not cyberwarriors. But you wouldn't know it from the panicky warnings from former Defense Secretary Leon Panetta and the generals about the imminent threat of a "cyber Pearl Harbor."¶ Please remember amid all this frenetic scaremongering that the Pentagon is never more frightened about our collective future than when it's desperately uncertain about its own. Given the rising health-care costs associated with America's aging population and the never-ending dysfunction in Washington, we should expect to be bombarded with frightening scenarios of planetary doom for the next decade or two. None of this bureaucratic chattering will bear any resemblance to global trends, which demonstrate that wars have grown increasingly infrequent, shorter in duration, and diminished in lethality. But you won't hear that from the next-warriors on the Potomac.
Deterrence via attribution is effective – actual threats will self report

Charles L. Glaser, Professor of Political Science and International Affairs Elliot School of International Affairs, George Washington University, 11 [“Deterrence of Cyber Attacks and U.S. National Security,” Report GW-CSPRI-2011-5, June 1, http://www.offnews.info/downloads/2011-5CyberDeterrenceGlaser.pdf]

Many experts are quite pessimistic about the feasibility of attribution. For example, William Lynn, the U.S. Deputy Secretary of Defense recently wrote, “The forensic work necessary to identify an attacker may take months, if identification is possible at all.”

Cyber deterrence and the attribution problem

4 Richard Clarke reports that a leading group of cyber experts concluded that it is “fruitless” to try to attribute the source of cyber attacks.5 This view, however, may exaggerate the attribution problem by overlooking either the purposes of the attacker or the scenario in which the attack occurs.6

A state that launches a “countervalue” attack against the United States’ economic infrastructure, economy and/or society is likely to have a political purpose. Possible purposes could include compelling the United States to make political concessions during a crisis before a war starts, compelling the United States to stop fighting a war, and reducing the U.S. ability to fight a war by weakening its economy and industrial infrastructure. For these compelling threats to be effective, the state would have to make demands and spell out its threat. In addition, it would have to provide the United States with some confidence that attacks would stop if the United States meets that attacker’s demands. These communication requirements would largely eliminate the attribution problem. For the scenario of attacking to weaken the U.S. ability to fight, the country the United States was fighting would be immediately identified as the likely suspect; the possibility that the United States would likely come to this conclusion could be sufficient to deter the adversary’s cyber attack. Alternatively, the attacker might not be deterred because the costs of U.S. retaliation were not large compared to the costs of the on-going war; but in this case the failure of deterrence would not result from the attribution problem but instead from the size of the retaliatory costs the United States was threatening.

Of course, actors that lack political objectives are not covered by this argument. Terrorist groups are therefore a natural concern, as they are often viewed as motivated simply by the desire to damage the United States. A very different perspective disagrees, however, arguing that terrorist groups, including al Qaeda, are motivated by political goals and use terror attacks as a means to achieve their political ends.7

The attribution issue for “counterforce” attacks—those directed against U.S. capabilities—is quite different, but may be even less of a problem than with counter value attacks launched by states. This type of attack is most likely to occur during a crisis or war, with the adversary employing the cyber attack to gain a military advantage. Attribution will likely not be a problem, because the United States will know which state it is involved within a conflict. This is not to say that deterring this type of attack will not be difficult; it might be for reasons other than attribution. This is a separate issue that we deal with briefly below. If this is the case, a terrorist group will find itself facing communication requirements that are not unlike those facing states. A terrorist group might be hard to deter by retaliation because there are no good targets to hit in retaliation, and almost certainly no important cyber targets, but again the difficulty of deterrence would not result from attribution problems, but the more familiar problem of threatening attacks that would inflict sufficiently high costs on a terrorist group. Another type of actor that might be of concern here are hackers who are motivated by the technical challenge of undermining U.S. cyber systems and not by political objectives.

All of this said, the difficulty of attribution does create a variety of potential dangers. One possibility is dangerous mischief: a third party—country, terrorist group, or hacker—could launch a cyber attack against the United States while it was involved in a crisis or war with another state. Based on the logic sketched above, this could lead to misattribution, because the United States’ first inclination would likely be to attribute the attack to the country it was already fighting. Consequently, the third party could use such an attack to generate escalation in the on-going conflict, with the goal of increasing the damage that the United States and/or its adversary would suffer. Another problem is that the inability to attribute attacks undermines the U.S. ability to deter (and otherwise respond) to much lower level cyber attacks, including data stealing, espionage, and disruption of commerce. At a minimum, attribution would enable the United States to try to deter these types of attacks by promising to pursue legal actions. But for the most part, these types of attacks do not threaten vital U.S. national security interests, so from a security perspective the attribution problem does not generate large risks.
Technical feasibility is there – deterrence solves

Knake 10

Robert K. Knake, International Affairs Fellow in Residence at The Council on Foreign Relations, Subcommittee on Technology and Innovation, Committee on Science and Technology, July 15, 2010, "Untangling Attribution: Moving to Accountability in Cyberspace", http://science.house.gov/sites/republicans.science.house.gov/files/documents/hearings/071510_Knake.pdf

With the exception of flooding attacks, all other forms of Internet-based cyber attack require two way communication between the attacking computer and the victim computer. Sophisticated adversaries will take steps to obfuscate their true location and identity through the use of proxy systems, whether they are compromised computers or anonymization services or both. Despite these precautions, trace back techniques and digital forensics can provide the technical means to allow the attackers to be discovered. The barriers to the use of these techniques are more legal than technical, due to international boundaries and non-cooperative countries. If we breakdown the various threats carried over the Internet, the scope of the attribution problem can be brought into focus and different solutions for managing each threat begin to emerge.¶ Attacks can be divided into the following categories ordered by the threat they pose: cyber warfare, cyber espionage, brute force attacks, crime, and nuisance. For each of these, both the attribution problem and the issue of response are different. For the highest level threat, that of cyber warfare, the attribution problem is largely overstated. As with other Internet based attacks, technical attribution may be difficult and the forensics work will take time, but at present there are a limited number of actors that are capable of carrying out such attacks. Moreover, the resources, planning, and timeline for such attacks would provide many opportunities to identify and disrupt such attacks. Estimates vary, but on the low end, many experts believe that only four countries possess the capability to carry out a catastrophic attack in cyberspace, the so-called Cyber Pearl Harbor, Cyber 9/11, or Cyber Katrina. On the high end, up to 100 state actors and private groups closely affiliated with state actors may have the capability. No matter which estimate is accurate, this is a fairly small list of suspects that can be narrowed down through technical means, as well as out of band methods that include intelligence, analysis of capabilities and analysis of intent. If not already a priority, US intelligence agencies should be focused on identifying actors with high-level capabilities and understanding their intentions. While it has become a truism that hacking tools can be downloaded off the Internet and used by an individual with little or no technical skills, these tools do not pose the kind of threat that could cause widespread destruction. If the operators of critical systems cannot defend against such attacks, they are not taking the threat seriously. As the relevant technologies continue to evolve, it is important that the difficulty in carrying out significant attacks increases. Our critical industries, military and government agencies must continue to raise their defense levels in order to keep the ability to cause destruction in the hands of a limited number of state actors.

Cyber war infeasible

Clark, MA candidate – Intelligence Studies @ American Military University, senior analyst – Chenega Federal Systems, 4/28/’12
(Paul, “The Risk of Disruption or Destruction of Critical U.S. Infrastructure by an Offensive Cyber Attack,” American Military University)

The Department of Homeland Security worries that our critical infrastructure and key resources (CIKR) may be exposed, both directly and indirectly, to multiple threats because of CIKR reliance on the global cyber infrastructure, an infrastructure that is under routine cyberattack by a “spectrum of malicious actors” (National Infrastructure Protection Plan 2009). CIKR in the extremely large and complex U.S. economy spans multiple sectors including agricultural, finance and banking, dams and water resources, public health and emergency services, military and defense, transportation and shipping, and energy (National Infrastructure Protection Plan 2009). The disruption and destruction of public and private infrastructure is part of warfare, without this infrastructure conflict cannot be sustained (Geers 2011). Cyber-attacks are desirable because they are considered to be a relatively “low cost and long range” weapon (Lewis 2010), but prior to the creation of Stuxnet, the first cyber-weapon, the ability to disrupt and destroy critical infrastructure through cyber-attack was theoretical. The movement of an offensive cyber-weapon from conceptual to actual has forced the United States to question whether offensive cyber-attacks are a significant threat that are able to disrupt or destroy CIKR to the level that national security is seriously degraded. It is important to understand the risk posed to national security by cyber-attacks to ensure that government responses are appropriate to the threat and balance security with privacy and civil liberty concerns. The risk posed to CIKR from cyber-attack can be evaluated by measuring the threat from cyber-attack against the vulnerability of a CIKR target and the consequences of CIKR disruption. As the only known cyber-weapon, Stuxnet has been thoroughly analyzed and used as a model for predicting future cyber-weapons. The U.S. electrical grid, a key component in the CIKR energy sector, is a target that has been analyzed for vulnerabilities and the consequences of disruption predicted – the electrical grid has been used in multiple attack scenarios including a classified scenario provided to the U.S. Congress in 2012 (Rohde 2012). Stuxnet will serve as the weapon and the U.S. electrical grid will serve as the target in this risk analysis that concludes that there is a low risk of disruption or destruction of critical infrastructure from a an offensive cyber-weapon because of the complexity of the attack path, the limited capability of non-state adversaries to develop cyber-weapons, and the existence of multiple methods of mitigating the cyber-attacks. To evaluate the threat posed by a Stuxnet-like cyber-weapon, the complexity of the weapon, the available attack vectors for the weapon, and the resilience of the weapon must be understood. The complexity – how difficult and expensive it was to create the weapon – identifies the relative cost and availability of the weapon; inexpensive and simple to build will be more prevalent than expensive and difficult to build. Attack vectors are the available methods of attack; the larger the number, the more severe the threat. For example, attack vectors for a cyberweapon may be email attachments, peer-to-peer applications, websites, and infected USB devices or compact discs. Finally, the resilience of the weapon determines its availability and affects its usefulness. A useful weapon is one that is resistant to disruption (resilient) and is therefore available and reliable. These concepts are seen in the AK-47 assault rifle – a simple, inexpensive, reliable and effective weapon – and carry over to information technology structures (Weitz 2012). The evaluation of Stuxnet identified malware that is “unusually complex and large” and required code written in multiple languages (Chen 2010) in order to complete a variety of specific functions contained in a “vast array” of components – it is one of the most complex threats ever analyzed by Symantec (Falliere, Murchu and Chien 2011). To be successful, Stuxnet required a high level of technical knowledge across multiple disciplines, a laboratory with the target equipment configured for testing, and a foreign intelligence capability to collect information on the target network and attack vectors (Kerr, Rollins and Theohary 2010). The malware also needed careful monitoring and maintenance because it could be easily disrupted; as a result Stuxnet was developed with a high degree of configurability and was upgraded multiple times in less than one year (Falliere, Murchu and Chien 2011). Once introduced into the network, the cyber-weapon then had to utilize four known vulnerabilities and four unknown vulnerabilities, known as zero-day exploits, in order to install itself and propagate across the target network (Falliere, Murchu and Chien 2011). Zero-day exploits are incredibly difficult to find and fewer than twelve out of the 12,000,000 pieces of malware discovered each year utilize zero-day exploits and this rarity makes them valuable, zero-days can fetch $50,000 to $500,000 each on the black market (Zetter 2011). The use of four rare exploits in a single piece of malware is “unprecedented” (Chen 2010). Along with the use of four unpublished exploits, Stuxnet also used the “first ever” programmable logic controller rootkit, a Windows rootkit, antivirus evasion techniques, intricate process injection routines, and other complex interfaces (Falliere, Murchu and Chien 2011) all wrapped up in “layers of encryption like Russian nesting dolls” (Zetter 2011) – including custom encryption algorithms (Karnouskos 2011). As the malware spread across the now-infected network it had to utilize additional vulnerabilities in proprietary Siemens industrial control software (ICS) and hardware used to control the equipment it was designed to sabotage. Some of these ICS vulnerabilities were published but some were unknown and required such a high degree of inside knowledge that there was speculation that a Siemens employee had been involved in the malware design (Kerr, Rollins and Theohary 2010). The unprecedented technical complexity of the Stuxnet cyber-weapon, along with the extensive technical and financial resources and foreign intelligence capabilities required for its development and deployment, indicates that the malware was likely developed by a nation-state (Kerr, Rollins and Theohary 2010). Stuxnet had very limited attack vectors. When a computer system is connected to the public Internet a host of attack vectors are available to the cyber-attacker (Institute for Security Technology Studies 2002). Web browser and browser plug-in vulnerabilities, cross-site scripting attacks, compromised email attachments, peer-to-peer applications, operating system and other application vulnerabilities are all vectors for the introduction of malware into an Internetconnected computer system. Networks that are not connected to the public internet are “air gapped,” a technical colloquialism to identify a physical separation between networks. Physical separation from the public Internet is a common safeguard for sensitive networks including classified U.S. government networks. If the target network is air gapped, infection can only occur through physical means – an infected disk or USB device that must be physically introduced into a possibly access controlled environment and connected to the air gapped network. The first step of the Stuxnet cyber-attack was to initially infect the target networks, a difficult task given the probable disconnected and well secured nature of the Iranian nuclear facilities. Stuxnet was introduced via a USB device to the target network, a method that suggests that the attackers were familiar with the configuration of the network and knew it was not connected to the public Internet (Chen 2010). This assessment is supported by two rare features in Stuxnet – having all necessary functionality for industrial sabotage fully embedded in the malware executable along with the ability to self-propagate and upgrade through a peer-to-peer method (Falliere, Murchu and Chien 2011). Developing an understanding of the target network configuration was a significant and daunting task based on Symantec’s assessment that Stuxnet repeatedly targeted a total of five different organizations over nearly one year (Falliere, Murchu and Chien 2011) with physical introduction via USB drive being the only available attack vector. The final factor in assessing the threat of a cyber-weapon is the resilience of the weapon. There are two primary factors that make Stuxnet non-resilient: the complexity of the weapon and the complexity of the target. Stuxnet was highly customized for sabotaging specific industrial systems (Karnouskos 2011) and needed a large number of very complex components and routines in order to increase its chance of success (Falliere, Murchu and Chien 2011). The malware required eight vulnerabilities in the Windows operating system to succeed and therefore would have failed if those vulnerabilities had been properly patched; four of the eight vulnerabilities were known to Microsoft and subject to elimination (Falliere, Murchu and Chien 2011). Stuxnet also required that two drivers be installed and required two stolen security certificates for installation (Falliere, Murchu and Chien 2011); driver installation would have failed if the stolen certificates had been revoked and marked as invalid. Finally, the configuration of systems is ever-changing as components are upgraded or replaced. There is no guarantee that the network that was mapped for vulnerabilities had not changed in the months, or years, it took to craft Stuxnet and successfully infect the target network. Had specific components of the target hardware changed – the targeted Siemens software or programmable logic controller – the attack would have failed. Threats are less of a threat when identified; this is why zero-day exploits are so valuable. Stuxnet went to great lengths to hide its existence from the target and utilized multiple rootkits, data manipulation routines, and virus avoidance techniques to stay undetected. The malware’s actions occurred only in memory to avoid leaving traces on disk, it masked its activities by running under legal programs, employed layers of encryption and code obfuscation, and uninstalled itself after a set period of time, all efforts to avoid detection because its authors knew that detection meant failure. As a result of the complexity of the malware, the changeable nature of the target network, and the chance of discovery, Stuxnet is not a resilient system. It is a fragile weapon that required an investment of time and money to constantly monitor, reconfigure, test and deploy over the course of a year.
 There is concern, with Stuxnet developed and available publicly, that the world is on the brink of a storm of highly sophisticated Stuxnet-derived cyber-weapons which can be used by hackers, organized criminals and terrorists (Chen 2010). As former counterterrorism advisor Richard Clarke describes it, there is concern that the technical brilliance of the United States “has created millions of potential monsters all over the world” (Rosenbaum 2012). Hyperbole aside, technical knowledge spreads. The techniques behind cyber-attacks are “constantly evolving and making use of lessons learned over time” (Institute for Security Technology Studies 2002) and the publication of the Stuxnet code may make it easier to copy the weapon (Kerr, Rollins and Theohary 2010). However, this is something of a zero-sum game because knowledge works both ways and cyber-security techniques are also evolving, and “understanding attack techniques more clearly is the first step toward increasing security” (Institute for Security Technology Studies 2002). Vulnerabilities are discovered and patched, intrusion detection and malware signatures are expanded and updated, and monitoring and analysis processes and methodologies are expanded and honed. Once the element of surprise is lost, weapons and tactics are less useful, this is the core of the argument that “uniquely surprising” stratagems like Stuxnet are single-use, like Pearl Harbor and the Trojan Horse, the “very success [of these attacks] precludes their repetition” (Mueller 2012). This paradigm has already been seen in the “son of Stuxnet” malware – named Duqu by its discoverers – that is based on the same modular code platform that created Stuxnet (Ragan 2011). With the techniques used by Stuxnet now known, other variants such as Duqu are being discovered and countered by security researchers (Laboratory of Cryptography and System Security 2011). It is obvious that the effort required to create, deploy, and maintain Stuxnet and its variants is massive and it is not clear that the rewards are worth the risk and effort. Given the location of initial infection and the number of infected systems in Iran (Falliere, Murchu and Chien 2011) it is believed that Iranian nuclear facilities were the target of the Stuxnet weapon. A significant amount of money and effort was invested in creating Stuxnet but yet the expected result – assuming that this was an attack that expected to damage production – was minimal at best. Iran claimed that Stuxnet caused only minor damage, probably at the Natanz enrichment facility, the Russian contractor Atomstroyeksport reported that no damage had occurred at the Bushehr facility, and an unidentified “senior diplomat” suggested that Iran was forced to shut down its centrifuge facility “for a few days” (Kerr, Rollins and Theohary 2010). Even the most optimistic estimates believe that Iran’s nuclear enrichment program was only delayed by months, or perhaps years (Rosenbaum 2012). The actual damage done by Stuxnet is not clear (Kerr, Rollins and Theohary 2010) and the primary damage appears to be to a higher number than average replacement of centrifuges at the Iran enrichment facility (Zetter 2011). Different targets may produce different results. The Iranian nuclear facility was a difficult target with limited attack vectors because of its isolation from the public Internet and restricted access to its facilities. What is the probability of a successful attack against the U.S. electrical grid and what are the potential consequences should this critical infrastructure be disrupted or destroyed? An attack against the electrical grid is a reasonable threat scenario since power systems are “a high priority target for military and insurgents” and there has been a trend towards utilizing commercial software and integrating utilities into the public Internet that has “increased vulnerability across the board” (Lewis 2010). Yet the increased vulnerabilities are mitigated by an increased detection and deterrent capability that has been “honed over many years of practical application” now that power systems are using standard, rather than proprietary and specialized, applications and components (Leita and Dacier 2012). The security of the electrical grid is also enhanced by increased awareness after a smart-grid hacking demonstration in 2009 and the identification of the Stuxnet malware in 2010; as a result the public and private sector are working together in an “unprecedented effort” to establish robust security guidelines and cyber security measures (Gohn and Wheelock 2010).

Networks are safe—nobody has the means

Gray 13

COLIN S. GRAY is Professor of International Politics and Strategic Studies at the University of Reading, England, worked at the International Institute for Strategic Studies and at the Hudson Institute before founding the National Institute for Public Policy, Author of 25 books, Strategic Studies Institute, April 2013, "MAKING STRATEGIC SENSE OF CYBER POWER: WHY THE SKY IS NOT FALLING", http://www.strategicstudiesinstitute.army.mil/pdffiles/PUB1147.pdf

It is one thing to be able to be an electronic nuisance, to annoy, disrupt, and perhaps delay. But it is quite another to be capable of inflicting real persisting harm on the fighting power of an enemy. Critically important military computer networks are, of course, accessible neither to the inspired amateur outsider, nor to the malignant political enemy. Easy passing reference to a hypothetical “cyber Pearl Harbor” reflects both poor history and ignorance of contemporary military common sense. Critical potential military (and other) targets for cyber attack are extremely hard to access and influence (I believe and certainly hope), and the technical knowledge, skills, and effort required to do serious harm to national security is forbiddingly high. This is not to claim, foolishly, that cyber means absolutely could not secure near-catastrophic results. However, it is to say that such a scenario is extremely improbable. Cyber defense is advancing all the time, as is cyber offense, of course. But so discretionary in vital detail can one be in the making of cyberspace, that confidence—real confidence—in cyber attack could not plausibly be high. It should be noted that I am confining this particular discussion to what rather idly tends to be called cyber war. In political and strategic practice, it is unlikely that war would or, more importantly, ever could be restricted to the EMS. Somewhat rhetorically, one should pose the question: Is it likely (almost anything, strictly, is possible) that cyber war with the potential to inflict catastrophic damage would be allowed to stand unsupported in and by action in the other four geographical domains of war? I believe not.
***primacy

Can’t solve norms

Unclear retaliation policy

Harris 7/15/13

Shane Harris, Senior Writer, Foreign Policy magazine; Author of The Watchers: The Rise of America's Surveillance State, Foreign Policy, July 15, 2013, "Meet the Air Force's Top Cyberwarrior", http://killerapps.foreignpolicy.com/posts/2013/07/01/air_forces_cyber_chief_for_frank_discussion_about_rules_of_network_war

The general who oversees the Air Force's online warriors says there needs to be a "frank discussion" among nations to keep misunderstandings in cyberspace from escalating into a broader conflict. "We still have to get our hands around deterrence," said Lt. Gen. Michael Basla, the Air Force's chief of information dominance and its chief information officer, in an interview with Foreign Policy. There are no hard lines that tell an adversary what response he can expect after taking action against a U.S. network, Basla explained. Nor is there a full understanding of "signaling" by a cyber-adversary -- that is, how to tell the difference between an action that may look provocative, but is actually more benign.

Basla's title reflects how priorities have changed for the Air Force in a short period of time. In June 2012, he became the first chief information officer (CIO) to hold that second title putting him in charge of "information dominance" -- read cyber-operations. In many organizations, the CIO is the guy in charge of keeping the network running. He's like the plumber. Basla's a kind of plumber too, but he's figuring out how to take out an adversary's networks, at the same time that he tries to defend the Air Force's.

Basla's comments about deterrence echo those of other cybersecurity experts who say that there is currently no cyber-analog to the strategy of nuclear deterrence, whereby nations understand what aggressive steps they might take but still stop short of a full exchange of nuclear weapons.

Divergent policy priorities upset legal clarity 

Waxman 11 (Matthew, Associate Professor, Columbia Law Sc hool; Adjunct Senior Fellow, Council on Foreign Relations; Member of the Hoover Institution Task Force on National Security and Law, “Cyber-Attacks and the Use of Force: Back to the Future of Article 2(4)” 2011, Yale Journal of International Law, Vol. 36: 421, p. 421 – 459)
The apparently emergent U.S. view lies between these positions, trying to account in a principled way for the dest ructive potential of cyber-operations without radically expanding the Charter’s scope. However, because the main bureaucratic actors have divergent policy priorities amid a rapidly evolving strategic environment, it probably has been and likely will remain difficult for the U.S. government to develop and articulate clear legal positions on what sorts of actions in cyberspace constitute illicit force. Some parts of the government prioritize the integrity of U.S. military capabilities, while others prioritize protecting U.S. civilian infrast ructure, including that of the private sector; some parts seek to prevent any cyber-attacks by establishing high normative barriers to any hostile cyber-act ivity, while others seek to prevent cyber-attacks through preemptive cyber-attacks of their own; some parts prioritize intelligence collection, often involving infiltration of foreign computer networks and information systems, while others are focused on transnational law enforcement and promoting cooperation. 70 Even if the United States is generally moving toward an effects-based approach to categorizing cyber-attacks under the U.N. Charter, these divergent policy priorities make it difficult to agree on how broadly or narrowly to draw legal lines, whether to drive toward legal clarity at all, and how actively to engage internationally on these points. 

China empirically dodges cyber norms

Inboden 13

Will Inboden is a Distinguished Scholar at the Strauss Center for International Security and Law at the University of Texas-Austin, and a Contributing Editor at Foreign Policy magazine, Foreign Policy, June 3, 2013, "Looking for the strength to negotiate", http://shadow.foreignpolicy.com/posts/2013/06/03/looking_for_the_strength_to_negotiate

In the case of China, the White House in recent weeks has at last begun publicly speaking out against China's state-sponsored hacking of American military and commercial targets, but the only real action in response seems to be a call for dialogue because, in the words of a senior administration official "we need to develop some norms and rules."  Well, yes, developing norms and rules would be nice, but the immediate issue is much simpler: the Chinese government needs to stop stealing technology from American companies, and needs to stop engaging in low-grade acts of cyberwar against the American military. China will continue this cyberwarfare as long as it can do so without any consequences - and a diplomatic dialogue or even "sternly-worded demarche" from the State Department do not count as consequences.  Especially since Beijing has proven very artful at using dialogues as diversionary tactics to resist taking concrete policy steps, with the episodic U.S.-China Human Rights Dialogue being just one example (an especially sad reminder of the failures of U.S. human rights policy as this week marks the anniversary of the Tiananmen Square massacre).

No war over Taiwan – relations stabilizing 

Bush, 10

[Richard C Bush III, Director, Center for Northeast Asian Policy Studies at the Brookings Institution, “China-Taiwan: Recent Economic, Political, and Military Developments Across the Strait, and Implications for the United States,” 3/18/10, Brookings, http://www.brookings.edu/testimony/2010/0318_china_economy_bush.aspx]

What is the trajectory of the current process? Conceptually, there are at least two possibilities. On the one hand, and more consequential, what we are watching might reflect movement toward the resolution of the fundamental dispute between the two sides. One type of resolution would be unification according to the PRC’s one-county, two-systems formula, but there are others. On the other hand, what we are seeing could be the stabilization of cross-Strait relations. That term implies several things: increasing two-way contact, reducing mutual fear, increasing mutual trust and predictability, expanding areas of cooperation, institutionalizing interaction, and so on. It constitutes a shift from the conflicted coexistence of the 1995-2008 period to a more relaxed coexistence. Examples of this process at work are the array of economic agreements that the two sides have concluded, removing obstacles to closer interchange; China’s approval for Taiwan to attend the 2009 meeting of the World Health Assembly; and the two sides’ tacit agreement that neither will steal the other’s diplomatic partners.

In and of itself, stabilization does not lead ineluctably to a resolution of the China-Taiwan dispute—however much Beijing prefers inevitability and however much some in Taiwan fear it. President Ma has been quite explicit that unification will not be discussed during his term of office, whether that is four or eight years. The Chinese leadership at least realizes that the current situation is better than the previous one and understands that resolution will be a long-term process.

Certainly, however, stabilization can create a better climate for resolution. It’s easier to address the tough conceptual issues that are at the heart of this dispute in an environment of greater mutual trust. But I don’t see that happening anytime soon. Stabilization can also evolve very incrementally toward resolution, either through better mutual understanding or because one side, knowingly or unknowingly, makes concessions to the other. How stabilization might migrate to resolution brings me to the Commission’s questions.

China’s Initiatives

Since 2005, and in contrast to past periods, China’s approach to Taiwan has been rather skillful. President Hu Jintao shifted the priority from achieving unification in the near or medium term to opposing Taiwan independence (unification remains the long-term goal). Although he speaks about the need for the two sides to “scrupulously abide by the one-China principle,” he has been prepared, for the sake of achieving substantive progress, to tolerate so far the Ma administration’s quite ambiguous approach to that issue. The Beijing leadership recognizes the importance of building mutual trust through dialogue and exchanges after a decade-plus of mutual fear. It is emphasizing what the two sides have in common—economic cooperation and Chinese culture—and agreed to reduce somewhat the zero-sum competition in the international arena. Through its policies and interactions, it is trying to build up support for a PRC-friendly public on Taiwan. It sees the value of institutionalizing a more stable cross-Strait relationship.

The exception to this trend is the continuation of the People’s Liberation Army’s acquisition of capabilities that are relevant to a Taiwan contingency. Why this build-up continues, in spite of the decline in tensions since President Ma took office, is puzzling. After all, Ma’s policies reduce significantly what Beijing regarded as a serious national security problem. China is more secure today than two years ago, yet it continues to make Taiwan more vulnerable. Possible explanations are rigid procurement schedules; the inability of civilian leaders to impose a change even when it makes policy sense; and a decision to fill out its capacity to coerce and intimidate Taiwan, in case a future Taiwan government challenges China’s fundamental interests. The answer is not clear. I am inclined to believe that it is a combination of the second and third reasons.

What is clear is that this trend is in no one's interests – Taiwan's, China's or the United States'. Taiwan's leaders are unlikely to negotiate seriously on the issues on Beijing's agenda under a darkening cloud of possible coercion and intimidation. The Taiwanese people will not continue to support pro-engagement leaders if they conclude that this policy has made Taiwan less secure. The U.S. will not benefit if mutual fear again pervades the Taiwan Strait.

Where do Current Trends Lead?

To be honest, I do not know. I cannot rule out the possibility that gradually and over time the Taiwan public and political leaders will abandon decades of opposition to one-country, two systems and choose to let Taiwan become a special administrative region of the PRC. But I doubt it. Despite the consciousness on the island of China’s growing power and leverage, there is still a broad consensus that the Republic of China (or Taiwan) is a sovereign state, a position that is inconsistent with China’s formula. Moreover, because of the provisions of the ROC constitution, fundamental change of the sort that Beijing wants would require constitutional amendments and therefore a broad and strong political consensus, which does not exist at this time.

So if political integration is to occur in the next couple of decades, it will occur not because of the cumulative impact of economic integration but because Beijing has decided to make Taiwan an offer that is better than one-country, two systems. So far, I see no sign it will do so.

The more likely future is the continued creation and consolidation of a stabilized order, one in which economic interdependence deepens, social and cultural interaction grows, competition in the international community is muted, and all these arrangements will be institutionalized to one degree or another. But none of this will be automatic. Issues relevant to the resolution of the dispute (e.g. whether Taiwan is a sovereign entity) may come up in the process of stabilization and dealt with in ways that do not hurt either side’s interests And the issue of China’s growing military power—and what it reflects about PLA intentions—remains.  
LOAC flexibility checks collapse

Stewart 11 (Darren, Colonel, British Army; Director, Military Department, International Institute of Humanitarian Law, “New Technology and the Law of Armed Conflict,” International Law Studies Vol. 87) 

Useful processes, such as those forming part of the AP I Article 36 weapons review, seem purpose designed not only to act as initial control valves to ensure that military methods and means can advance in a coherent and effective manner but also to act as red flags to possible LOAC issues associated with the employment of new technology. It is unfortunate that too few States engage actively in the weapons review process, an area where greater effort to comply with the law should occur. Generally the existing LOAC rules would seem sufficiently flexible to adapt to the deployment of new technology on the battlefield. In many respects new technology has greatly aided the application of LOAC and contributed to an increase in the protection of civilians. In this sense, the story is a good news one. The extant LOAC paradigm has responded in a flexible manner, benefiting from the positive synergies afforded by technological advances. The virtue of such a system, however, comes with compliance rather than the creation of new standards or responsibilities, such as CDRs, or use of the capabilities afforded by new technology to argue that a human rights paradigm is more appropriate. Armed conflict continues to be an unpredictable, often base affair, where significant ambiguity prevails, notwithstanding the employment of considerable technological capability. The benefits afforded by new technology in such circumstances are significant if they can ameliorate even some of the suffering caused by armed conflict, but they are by no means a panacea.
No escalation – disagreements remain limited

Weitz 11 (Richard, senior fellow at the Hudson Institute and a World Politics Review senior editor 9/27/2011, “Global Insights: Putin not a Game-Changer for U.S.-Russia Ties,” http://www.scribd.com/doc/66579517/Global-Insights-Putin-not-a-Game-Changer-for-U-S-Russia-Ties)
Fifth, there will inevitably be areas of conflict between Russia and the United States regardless of who is in the Kremlin. Putin and his entourage can never be happy with having NATO be Europe's most powerful security institution, since Moscow is not a member and cannot become one. Similarly, the Russians will always object to NATO's missile defense efforts since they can neither match them nor join them in any meaningful way. In the case of Iran, Russian officials genuinely perceive less of a threat from Tehran than do most Americans, and Russia has more to lose from a cessation of economic ties with Iran -- as well as from an Iranian-Western reconciliation. On the other hand, these conflicts can be managed, since they will likely remain limited and compartmentalized. Russia and the West do not have fundamentally conflicting vital interests of the kind countries would go to war over. And as the Cold War demonstrated, nuclear weapons are a great pacifier under such conditions. Another novel development is that Russia is much more integrated into the international economy and global society than the Soviet Union was, and Putin's popularity depends heavily on his economic track record. Beyond that, there are objective criteria, such as the smaller size of the Russian population and economy as well as the difficulty of controlling modern means of social communication, that will constrain whoever is in charge of Russia.
Data disproves hegemony impacts

Fettweis, 11

Christopher J. Fettweis, Department of Political Science, Tulane University, 9/26/11, Free Riding or Restraint? Examining European Grand Strategy, Comparative Strategy, 30:316–332, EBSCO

It is perhaps worth noting that there is no evidence to support a direct relationship between the relative level of U.S. activism and international stability. In fact, the limited data we do have suggest the opposite may be true. During the 1990s, the United States cut back on its defense spending fairly substantially. By 1998, the United States was spending $100 billion less on defense in real terms than it had in 1990.51 To internationalists, defense hawks and believers in hegemonic stability, this irresponsible “peace dividend” endangered both national and global security. “No serious analyst of American military capabilities,” argued Kristol and Kagan, “doubts that the defense budget has been cut much too far to meet America’s responsibilities to itself and to world peace.”52 On the other hand, if the pacific trends were not based upon U.S. hegemony but a strengthening norm against interstate war, one would not have expected an increase in global instability and violence.

The verdict from the past two decades is fairly plain: The world grew more peaceful while the United States cut its forces. No state seemed to believe that its security was endangered by a less-capable United States military, or at least none took any action that would suggest such a belief. No militaries were enhanced to address power vacuums, no security dilemmas drove insecurity or arms races, and no regional balancing occurred once the stabilizing presence of the U.S. military was diminished. The rest of the world acted as if the threat of international war was not a pressing concern, despite the reduction in U.S. capabilities. Most of all, the United States and its allies were no less safe. The incidence and magnitude of global conflict declined while the United States cut its military spending under President Clinton, and kept declining as the Bush Administration ramped the spending back up. No complex statistical analysis should be necessary to reach the conclusion that the two are unrelated.

Military spending figures by themselves are insufficient to disprove a connection between overall U.S. actions and international stability. Once again, one could presumably argue that spending is not the only or even the best indication of hegemony, and that it is instead U.S. foreign political and security commitments that maintain stability. Since neither was significantly altered during this period, instability should not have been expected. Alternately, advocates of hegemonic stability could believe that relative rather than absolute spending is decisive in bringing peace. Although the United States cut back on its spending during the 1990s, its relative advantage never wavered.

However, even if it is true that either U.S. commitments or relative spending account for global pacific trends, then at the very least stability can evidently be maintained at drastically lower levels of both. In other words, even if one can be allowed to argue in the alternative for a moment and suppose that there is in fact a level of engagement below which the United States cannot drop without increasing international disorder, a rational grand strategist would still recommend cutting back on engagement and spending until that level is determined. Grand strategic decisions are never final; continual adjustments can and must be made as time goes on. Basic logic suggests that the United States ought to spend the minimum amount of its blood and treasure while seeking the maximum return on its investment. And if the current era of stability is as stable as many believe it to be, no increase in conflict would ever occur irrespective of U.S. spending, which would save untold trillions for an increasingly debt-ridden nation.

It is also perhaps worth noting that if opposite trends had unfolded, if other states had reacted to news of cuts in U.S. defense spending with more aggressive or insecure behavior, then internationalists would surely argue that their expectations had been fulfilled. If increases in conflict would have been interpreted as proof of the wisdom of internationalist strategies, then logical consistency demands that the lack thereof should at least pose a problem. As it stands, the only evidence we have regarding the likely systemic reaction to a more restrained United States suggests that the current peaceful trends are unrelated to U.S. military spending. Evidently the rest of the world can operate quite effectively without the presence of a global policeman. Those who think otherwise base their view on faith alone.

Soft power and cred

Drezner 11

Daniel W. Drezner, Professor of International Politics at the Fletcher School of Law and Diplomacy at Tufts University, Foreign Affairs, July/August 2011, "Does Obama Have a Grand Strategy?", http://www.foreignaffairs.com/print/67869
What went wrong? The administration, and many others, erred in believing that improved standing would give the United States greater policy leverage. The United States' standing among foreign publics and elites did rebound. But this shift did not translate into an appreciable increase in the United States' soft power. Bargaining in the G-20 and the UN Security Council did not get any easier. Soft power, it turns out, cannot accomplish much in the absence of a willingness to use hard power. The other problem was that China, Russia, and other aspiring great powers did not view themselves as partners of the United States. Even allies saw the Obama administration's supposed modesty as a cover for shifting the burden of providing global public goods from the United States to the rest of the world. The administration's grand strategy was therefore perceived as promoting narrow U.S. interests rather than global public goods.

Can't solve legitimacy

Fettweis 10

Christopher J. Fettweis is an assistant professor of political science at Tulane University, August 2010, Paper prepared for the 2010 meeting of the American Political Science Association, Washington, DC, September 1-4, "The Remnants of Honor: Pathology, Credibility and U.S. Foreign Policy", http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1657460
Both theoretical logic and empirical evidence suggest that actions taken in the present will likely not have a predictable effect on the crises of the future, for better or for worse. The almost overwhelming tendency to try to send messages through national actions increases the odds of policy mishaps and outright folly, 
for at least two reasons. First, and most basically, an eye toward the future prevents complete focus on the present. During a crisis, the national interest cannot be correctly ascertained unless policymakers de-link present concerns from future expectations. Second, as unsettling as it may be, the future is not subject to our control. There is much that can and will occur between the current crisis and the next, and the international environment will change in quite unpredictable ways. Target actors – whether they be superpowers or terrorist groups or vaguely-defined “threats” – are not likely to believe that the actions of a state give clues to its future actions. In other words, they believe that our actions are independent, and there is little that can be done to change that.81 Generally speaking, therefore, policymakers are wise to fight the natural temptation to look beyond the current crisis when deciding on action.

Honor is a socially determined good, in the sense that the community is the ultimate arbiter of whether any individual possesses it. Likewise, the status of its credibility is beyond the control of the United States. Neither people nor states own their reputation, which can be affected by the actions to some extent but ultimately exist primarily in the minds of others. “Credibility exists,” noted the recent U.S. politician perhaps most obsessed with its maintenance, “only in the eye of the beholder.”82 Try as they might, states cannot exert complete control over their reputations or level of credibility; target adversaries and allies will ultimately form their own perceptions, ones that will be affected by their needs and goals. Even if states were to take what appeared to be the logical actions to protect their credibility, it is possible (perhaps likely) that others will not receive the messages in the way they were intended.83 Sending messages for their consideration in future crises, therefore, is all but futile.
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Self-restraint solves the case without altering executive legal authority

Sales 12 (Nathan Alexander Sales, Assistant Professor of Law, George Mason University School of Law, 8/29/2012, Self-Restraint and National Security, http://jnslp.com/2012/08/29/self-restraint-and-national-security/)
As we’ve seen, certain officials within military and intelligence agencies – general counsels, legal advisors, and other watchdogs – are responsible for ensuring that national security operations comply with the relevant domestic and international legal requirements. These players intervene to rule out missions they believe would cross a legal line. But sometimes they go beyond that basic function – ensure compliance with the law, full stop – and reject operations that, while lawful, are thought to be undesirable on policy grounds. That is, they impose self-restraints that are stricter than the applicable laws. Why?
One way to answer that question is to consider the individual and institutional incentives that color the behavior of military and intelligence officials. Looking at the government’s national security apparatus through the lens of public choice theory (especially the idea that bureaucrats are rationally self interested actors who seek to maximize their utility152) and basic agency relationships (e.g., the relationships between senior policymakers and the subordinates who act on their behalf153) reveals a complex system in which power is distributed among a number of different nodes. The executive branch “is a ‘they,’ not an ‘it.’”154 The national security community in particular is subdivided into various semiautonomous entities, each of which promotes its own parochial interests within the system and, in so doing, checks the like ambitions of rival entities;155 the government thus is subject to what Neal Katyal has called the “internal separation of powers.”156 These basic insights into how military and intelligence agencies operate suggest several possible explanations for why self-restraint occurs. As elaborated in this Part, such constraints might result from systematic asymmetries in the expected value calculations of senior policymakers and their lawyers. In addition, as explained in Part IV, self-restraint might occur due to bureaucratic empire building by officials who review operations for compliance with domestic and international law.

A. A Simple Framework

One possible explanation for why the government stays its own hand is expected value asymmetry. This reluctance to push the envelope is a rational and predictable response to powerful bureaucratic incentives. Officials tend to be cautious because the costs they expect to incur as a result of forward-leaning and aggressive action usually are greater than the expected benefits. Similarly, government employment rules and other mechanisms make it easier to internalize onto individual bureaucrats the costs of a failed operation than the benefits of a successful one.157 National security players typically have more to lose from boldness than to gain, and that asymmetry inclines them to avoid risky behavior.158 While all members of the national security community experience some cost-benefit asymmetry, senior policymakers and their lawyers seem especially cautious. Attorneys who review proposed operations for legality therefore look askance at risky missions. They tend to veto proposals that, while legal, could inspire propaganda campaigns by adversaries, expose officials to ruinous investigations, or worse. The result is self-restraint – officials rule out operations that they regard as lawful because of fears they will prove too costly.

Internal checks negate need for external checks and avoid the war powers disad

Katyal 6 (Neal Katyal, former acting solicitor general, is a professor of national security law at Georgetown, 2006, THE MOST DANGEROUS BRANCH? MAYORS, GOVERNORS, PRESIDENTS, AND THE RULE OF LAW: A SYMPOSIUM ON EXECUTIVE POWER: ESSAY: Internal Separation of Powers: Checking Today's Most Dangerous Branch from Within, 115 Yale L.J. 2314)
After all, Publius's view of separation of powers presumes three branches with equivalent ambitions of maximizing their powers, yet legislative abdication is the reigning modus operandi. It is often remarked that "9/11 changed everything"; n2 particularly so in the war on terror, in which Congress has been absent or content to pass vague, open-ended statutes. The result is an executive that subsumes much of the tripartite structure of government.

Many commentators have bemoaned this state of affairs. This Essay will not pile on to those complaints. Rather, it begins where others have left off. If major decisions are going to be made by the President, then how might separation of powers be reflected within the executive branch? The first-best concept of "legislature v. executive" checks and balances must be updated to contemplate second-best "executive v. executive" divisions. And this Essay proposes doing so in perhaps the most controversial area: foreign policy. It is widely thought that the President's power is at its apogee in this arena. By explaining the virtues of internal divisions in the realm of foreign policy, this Essay sparks conversation on whether checks are necessary in other, domestic realms.

That conversation desperately needs to center on how best to structure the ever-expanding modern executive branch. From 608,915 employees working in agencies in 1930, n3 to 2,649,319 individuals in 2004, n4 the growth of the executive has not generated a systematic focus on internal checks. We are all fond of analyzing checks on judicial activism in the post-Brown, post-Roe era. So too we think of checks on legislatures, from the filibuster to judicial review. But  [*2317]  there is a paucity of thought regarding checks on the President beyond banal wishful thinking about congressional and judicial activity. This Essay aims to fill that gap.

A critical mechanism to promote internal separation of powers is bureaucracy. Much maligned by both the political left and right, bureaucracy creates a civil service not beholden to any particular administration and a cadre of experts with a long-term institutional worldview. These benefits have been obscured by the now-dominant, caricatured view of agencies as simple anti-change agents. This Essay celebrates the potential of bureaucracy and explains how legal institutions can better tap its powers.

A well-functioning bureaucracy contains agencies with differing missions and objectives that intentionally overlap to create friction. Just as the standard separation-of-powers paradigms (legislature v. courts, executive v. courts, legislature v. executive) overlap to produce friction, so too do their internal variants. When the State and Defense Departments have to convince each other of why their view is right, for example, better decision-making results. And when there is no neutral decision-maker within the government in cases of disagreement, the system risks breaking down.

In short, the executive is the home of two different sorts of legitimacy: political (democratic will) and bureaucratic (expertise). A chief aim of this Essay's proposal is to allow each to function without undermining the other. This goal can be met without agency competition overlapping jurisdiction is simply one catalyzing agent. Other ideas deserve consideration, alongside or independent of such competition, such as developing career protections for the civil service modeled more on the Foreign Service.

Executives of all stripes offer the same rationale for forgoing bureaucracy-executive energy and dispatch. n5 Yet the Founders assumed that massive changes to the status quo required legislative enactments, not executive decrees. As that concept has broken down, the risks of unchecked executive power have grown to the point where dispatch has become a worn-out excuse for capricious activity.

Such claims of executive power are not limited to the current administration, nor are they limited to politicians. Take, for example, Dean Elena Kagan's rich celebration of presidential administration. n6 Kagan, herself a former political appointee, lauded the President's ability to trump bureaucracy. Anticipating the claims of the current administration, Kagan argued that the  [*2318]  President's ability to overrule bureaucrats "energizes regulatory policy" because only "the President has the ability to effect comprehensive, coherent change in administrative policymaking." n7 Yet it becomes clear that the Kagan thesis depends crucially on oversight by the coordinate legislative branch (typically controlled by a party in opposition to the President). Without that checking function, presidential administration can become an engine of concentrated power.

This Essay therefore outlines a set of mechanisms that create checks and balances within the executive branch. The apparatuses are familiar separate and overlapping cabinet offices, mandatory review of government action by different agencies, civil-service protections for agency workers, reporting requirements to Congress, and an impartial decision-maker to resolve inter-agency conflicts. But these restraints have been informally laid down and inconsistently applied, and in the wake of September 11 they have been decimated. n8 A general framework statute is needed to codify a set of practices. In many ways, the status quo is the worst of all worlds because it creates the facade of external and internal checks when both have withered.
This Essay's proposed reforms reflect a more textured conception of the presidency than either the unitary executivists or their critics espouse. In contrast to the unitary executivists, I believe that the simple fact that the President should be in control of the executive branch does not answer the question of how institutions should be structured to encourage the most robust flow of advice to the President. Nor does that fact weigh against modest internal checks that, while subject to presidential override, could constrain presidential adventurism on a day-to-day basis. And in contrast to the doubters of the unitary executive, I believe a unitary executive serves important values, particularly in times of crisis. Speed and dispatch are often virtues to be celebrated.

Instead of doing away with the unitary executive, this Essay proposes designs that force internal checks but permit temporary departures when the need is great. Of course, the risk of incorporating a presidential override is that its great formal power will eclipse everything else, leading agency officials to fear that the President will overrule or fire them. But just as a filibuster does not tremendously constrain presidential action, modest internal checks, buoyed by reporting requirements, can create sufficient deterrent costs.
That is comparatively more effective than the plan

Posner and Vermeule 7 (Eric Posner, Professor of Law, The University of Chicago Law School, and Adrian Vermeule, Professor of Law, Harvard Law School, 2007, The Credible Executive, 74 U. Chi. L. Rev. 865)
As we noted earlier, legal scholars rarely note the problem of executive credibility, preferring to dwell on the problem of aggrandizement by ill-motivated presidents. Ironically, this assumption that presidents seek to maximize power has obscured one of the greatest constraints on aggrandizement, namely, the president's own interest in maintaining his credibility. Neither a well-motivated nor an ill-motivated president can accomplish his goals if the public does not trust him. n34 This concern with reputation may put a far greater check on the president's actions than do the reactions of the other branches of the government.
Signal – 2NC

CP sends the most powerful signal (while avoiding Congressional confrontation)

Zbigniew Brzezinski, national security advisor under U.S. President Jimmy Carter, 12/3/12, Obama's Moment, www.foreignpolicy.com/articles/2012/12/03/obamas_moment
In foreign affairs, the central challenge now facing President Barack Obama is how to regain some of the ground lost in recent years in shaping U.S. national security policy. Historically and politically, in America's system of separation of powers, it is the president who has the greatest leeway for decisive action in foreign affairs. He is viewed by the country as responsible for Americans' safety in an increasingly turbulent world. He is seen as the ultimate definer of the goals that the United States should pursue through its diplomacy, economic leverage, and, if need be, military compulsion. And the world at large sees him -- for better or for worse -- as the authentic voice of America.

To be sure, he is not a dictator. Congress has a voice. So does the public. And so do vested interests and foreign-policy lobbies. The congressional role in declaring war is especially important not when the United States is the victim of an attack, but when the United States is planning to wage war abroad. Because America is a democracy, public support for presidential foreign-policy decisions is essential. But no one in the government or outside it can match the president's authoritative voice when he speaks and then decisively acts for America.
This is true even in the face of determined opposition. Even when some lobbies succeed in gaining congressional support for their particular foreign clients in defiance of the president, for instance, many congressional signatories still quietly convey to the White House their readiness to support the president if he stands firm for "the national interest." And a president who is willing to do so publicly, while skillfully cultivating friends and allies on Capitol Hill, can then establish such intimidating credibility that it is politically unwise to confront him. This is exactly what Obama needs to do now.
Stuxnet kills credibility of any US cyber-restraint norm—try or die for deterrence through offensive cyber capabilities

Tim Stevens, associate of the Centre for Science and Security Studies at King’s College, London, 2012, A Cyberwar of Ideas? Deterrence and Norms in Cyberspace, Contemporary Security Policy 33. 1
Even as states attempt to regulate the use of cyberspace for, inter alia, military first strikes, they will retain significant military and intelligence cyber capabilities to be exercised below the level of an as-yet unascertained cyber conflict threshold. The latter may require legal definition at the global level, or it may yet fall to unilateral declarations of tolerance, or displays of force posture or operational capacity, most likely in conjunction with strategic allies. It may be that the norm that emerges from this situation is not of non-use but of ‘acceptable’ use, which serves to demonstrate where the ‘red lines’ of cyber operations are. It is unlikely, therefore, that a ‘cyber taboo’ analogous to nuclear and chemical weapons taboos will be constructed.129 In the absence of any firm notion of what, for example, a ‘cyberwar’ might actually look like, there may be little immediate societal pressure to avoid one, and plenty of latitude afforded to states to develop capabilities that might conceivably be used in one, if such a thing even exists.130 Nevertheless, as Nina Tannenwald argues with respect to the nuclear taboo, a norm of non-use may stand a greater chance of being adopted by alliances of democracies than by authoritarian states.131 However, given the possible US-Israeli involvement in the Stuxnet sabotage of Iranian nuclear technology, we must wonder if we are already past this point.

MARKED
case

Only a risk of our offense—current LOAC regulations are both sufficient and desirable. 

Lawson 12 (Sean, assistant professor in the Department of Communication at the University of Utah, Ph.D. from the Department of Science and Technology Studies, “Putting the “war” in cyberwar: Metaphor, analogy, and cybersecurity discourse in the United States”, First Monday, a peer-reviewed journal, Volume 17, Number 7, 2 July 2012, ZBurdette)

Thus, arguments in favor of expanding the definition of “war” to encompass “bloodless” cyber actions are less a consequence of the supposed inadequacies of the law of war and more the result of political and military leaders, news media, and others focusing first and foremost on the instruments of cyber conflict rather than their effects or intent of their use. Many different types of actions carried out in/through cyberspace for very different reasons are conflated because they tend to rely upon the same instruments, which are seen as new and unprecedented. Unfortunately, the term under which they have been conflated is “war.” Because the instruments of cyber conflict are seen as new and unprecedented, and because the law of war does not specifically mention them, it is assumed that the law of war is therefore inadequate. Instead of using the law of war to determine whether the use of the instruments of cyber conflict amount to armed attack, many have merely presumed that the use of cyber instruments is armed attack and that, therefore, it is the law of war that is inadequate. But there are strong arguments in favor of the continuing adequacy of the law of war and its restrictive definition of “armed attack.” Maj. Gen. Charles Dunlap, Jr. (ret), a leading expert in information age conflict and the law of war, has stated unequivocally that the law of war is more than adequate for determining if a cyber attack rises to the level of armed attack. He writes, “The leading view, therefore, among legal experts focuses on the consequences and calls for an effects–based analysis of a particular cyber incident to determine whether or not it equates to an “armed attack’” and that “the consequences must extend to more than mere inconvenience; there must be at least temporary damage of some kind” [17]. As Michael Schmitt, the world’s preeminent expert on cyber conflict and the law of war has written, to count as “armed attack,” an action must have at least been “intended to directly cause physical destruction or injury” [18]. As such, James Lewis has argued, “[t]he thresholds for war or attack should not be very different in cyberspace than they are for physical space. [...] [V]iolence, or the threat of violence, is the defining element for the use of force, armed attack, or an act of war. [...] If there is no violence, it is not an attack or the use of force” (Lewis, 2011).
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Flashpoint scenarios escalate 

Satloff, executive director – the Washington Institute, March ‘9
(Robert, “Preventing a Cascade of Instability,” http://www.washingtoninstitute.org/pubPDFs/PTF-Iran.pdf)

Beyond the Gulf, radical groups in Syria, Lebanon, and Gaza, all allies of Iran, would be emboldened by Iranian nuclear progress. A nuclear Iran might more actively portray itself as the voice of Islam by, for example, questioning the status quo on volatile issues like custodianship of key Muslim shrines or Jerusalem, or portraying itself as a champion of Muslim radicals standing up to pro-Western regimes. Shielded by a nuclear deterrent, Iran might be emboldened to step up its support to terrorist groups. In the worst case, Iran might share its technology and nuclear material with its radical friends.

If Iran “gets away” at low cost with years of safe​guards violations and defiance of UN Security Council resolutions, nonproliferation norms likely will further erode across the globe. Other countries may consider taking the same path, especially if Iran’s programs gain legitimacy. If the Nuclear Nonproliferation Treaty (NPT) is seen as fraying, it may be difficult to make progress on supplementary means to shore up the nonproliferation regime. The greater the number of countries with nuclear weapons, the higher the risk that misperception and miscalculation could lead to a nuclear confrontation, with horrible consequences. In the Middle East, those who see themselves as regional powers may want nuclear capabilities matching those in Iran—including enrichment or reprocessing facil​ities—for both strategic and prestige-related reasons. To be sure, Middle East states would need many years to build an indigenous nuclear infrastructure, but theorg pursuit of a broad range of nuclear capabilities could be destabilizing by creating the impression that the military nuclearization of the region is inevitable.

at: peaceful

Qom facility Proves Iran wants military capabilities

Gerami and Acton, 9/28/9

Nima and James, research assistant and associate in the Nonproliferation Program at the Carnegie Endowment for International Peace. “What Else Is Iran Hiding?,” Foreign Policy, < http://www.foreignpolicy.com/articles/2009/09/28/what_else_is_iran_hiding>

Moreover, the evidence that the new facility is part of a military program is compelling. According to unclassified U.S. government talking points, the clandestine facility near Qom is "intended to hold approximately 3,000 centrifuges" of an unknown type. In 2007, Gholamreza Aghazadeh, then head of the Atomic Energy Organization of Iran (AEOI), said that Iran's target was to have 50,000 centrifuges at its Natanz enrichment facility. This number was needed to make "meaningful amounts of nuclear fuel" for one or two commercial-scale power plants to generate electricity.

Thus, by Iran's own admission, the Qom facility is too small for civilian purposes. It is not, however, too small to produce meaningful amounts of highly enriched uranium for a nuclear weapons program.

U.S. intelligence also describes the facility as being "located in an underground tunnel complex on the grounds of an Islamic Revolutionary Guard Corps Base" unknown to all but the most senior AEOI officials. Links between a supposedly civilian facility and a military organization always worry IAEA inspectors, and they should worry us too. Iran's core obligation to the Nuclear Non-Proliferation Treaty, which it says it fully upholds, is to ensure that all its nuclear activities are exclusively for peaceful purposes -- building an underground nuclear facility on a military base certainly raises questions about Iranian intentions. Finally, because it was a clandestine plant, the Qom facility was clearly much more suited to military ends than the facility at Natanz, which is subject to IAEA monitoring.
at: deterrence

First strike pressures
Edelman, distinguished fellow – Center for Strategic and Budgetary Assessments, ‘11
(Eric S, “The Dangers of a Nuclear Iran,” Foreign Affairs, January/February)

What to do about Iran’s nuclear program is one of the most vexing foreign policy challenges confronting the Obama administration. This debate is increasingly characterized both by growing pessimism about whether the international community’s diplomatic efforts and economic sanctions can prevent Iran from acquiring nuclear weapons and by guarded optimism that the consequences a nuclear-armed Iran are manageable. Writing in these pages last spring, James Lindsay and Ray Takeyh, both of the Council on Foreign Relations, maintained that the United States could contain Iran even if it developed a nuclear arsenal by establishing clear “redlines” that Tehran would not be allowed to cross without risking some type of retaliation. For example, if Iran used its nuclear weapons, transferred them to a third party, invaded its neighbors, or increased its support for terrorist groups such as Hamas and Hezbollah, the United States would be compelled to respond, although the measures it chose to adopt would not be specified in advance. This argument reflects the public position of many senior U.S. and European offcials, as well as a number of prominent academics and defense intellectuals. Yet this view is far too sanguine. Above all, it rests on the questionable assumptions that possessing nuclear weapons induces caution and restraint, that other nations in the Middle East would balance against Iran rather than bandwagon with it, that a nuclear-armed Iran would respect new redlines even though a conventionally armed Iran has failed to comply with similar warnings, and that further proliferation in the region could be avoided. It seems more likely that Iran would become increasingly aggressive once it acquired a nuclear capability, that the United States’ allies in the Middle East would feel greatly threatened and so would increasingly accommodate Tehran, that the United States’ ability to promote and defend its interests in the region would be diminished, and that further nuclear proliferation, with all the dangers that entails, would occur. The greatest concern in the near term would be that an unstable Iranian-Israeli nuclear contest could emerge, with a significant risk that either side would launch a first strike on the other despite the enormous risks and costs involved. Over the longer term, Saudi Arabia and other states in the Middle East might pursue their own nuclear capabilities, raising the possibility of a highly unstable regional nuclear arms race.

at: no tech

Iranian Tech puts it on the brink of nuclearization

Cordesman, 9

Anthony, holds the Arleigh A. Burke Chair in Strategy at CSIS, September 25, 2009, “The Iran Attack Plan,” Wall Street Journal, < http://online.wsj.com/article/SB10001424052970204518504574418813806271306.html?mod=rss_com_mostcommentart>

Iran has acquired North Korean and other nuclear weapons design data through sources like the sales network once led by the former head of Pakistan's nuclear program, A. Q. Khan. Iran has all of the technology and production and manufacturing capabilities needed for fission weapons. It has acquired the technology to make the explosives needed for a gun or implosion device, the triggering components, and the neutron initiator and reflectors. It has experimented with machine uranium and plutonium processing. It has put massive resources into a medium-range missile program that has the range payload to carry nuclear weapons and that makes no sense with conventional warheads. It has also worked on nuclear weapons designs for missile warheads.

at: bioterror

No capability or impact to bioterror attack 

Keller 3/7

(Rebecca, “Bioterrorism and the Pandemic Potential” March 7, 2013, Stratfor)

The risk of an accidental release of H5N1 is similar to that of other infectious pathogens currently being studied. Proper safety standards are key, of course, and experts in the field have had a year to determine the best way to proceed, balancing safety and research benefits. Previous work with the virus was conducted at biosafety level three out of four, which requires researchers wearing respirators and disposable gowns to work in pairs in a negative pressure environment. While many of these labs are part of universities, access is controlled either through keyed entry or even palm scanners. There are roughly 40 labs that submitted to the voluntary ban. Those wishing to resume work after the ban was lifted must comply with guidelines requiring strict national oversight and close communication and collaboration with national authorities. The risk of release either through accident or theft cannot be completely eliminated, but given the established parameters the risk is minimal. The use of the pathogen as a biological weapon requires an assessment of whether a non-state actor would have the capabilities to isolate the virulent strain, then weaponize and distribute it. Stratfor has long held the position that while terrorist organizations may have rudimentary capabilities regarding biological weapons, the likelihood of a successful attack is very low. Given that the laboratory version of H5N1 -- or any influenza virus, for that matter -- is a contagious pathogen, there would be two possible modes that a non-state actor would have to instigate an attack. The virus could be refined and then aerosolized and released into a populated area, or an individual could be infected with the virus and sent to freely circulate within a population. There are severe constraints that make success using either of these methods unlikely. The technology needed to refine and aerosolize a pathogen for a biological attack is beyond the capability of most non-state actors. Even if they were able to develop a weapon, other factors such as wind patterns and humidity can render an attack ineffective. Using a human carrier is a less expensive method, but it requires that the biological agent be a contagion. Additionally, in order to infect the large number of people necessary to start an outbreak, the infected carrier must be mobile while contagious, something that is doubtful with a serious disease like small pox. The carrier also cannot be visibly ill because that would limit the necessary human contact.

