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Advantage one is norms -

The executive legal precedent for drone use outside "hot battlefields" makes conflict inevitable

Rosa Brooks, Professor of Law, Georgetown University Law Center, Bernard L. Schwartz Senior Fellow, New America Foundation, 4/23/13, The Constitutional and Counterterrorism Implications of Targeted Killing, http://www.judiciary.senate.gov/pdf/04-23-13BrooksTestimony.pdf
Mr. Chairman, I would like to turn now to the legal framework applicable to US drone strikes. Both the United States and the international community have long had rules governing armed conflicts and the use of force in national self-defense. These rules apply whether the lethal force at issue involves knives, handguns, grenades or weaponized drones. When drone technologies are used in traditional armed conflicts—on “hot battlefields” such as those in Afghanistan, Iraq or Libya, for instance – they pose no new legal issues. As Administration officials have stated, their use is subject to the same requirements as the use of other lawful means and methods of warfare.28

But if drones used in traditional armed conflicts or traditional self-defense situations present no “new” legal issues, some of the activities and policies enabled and facilitated by drone technologies pose significant challenges to existing legal frameworks.

As I have discussed above, the availability of perceived low cost of drone technologies makes it far easier for the US to “expand the battlefield,” striking targets in places where it would be too dangerous or too politically controversial to send troops. Specifically, drone technologies enable the United States to strike targets deep inside foreign states, and do so quickly, efficiently and deniably. As a result, drones have become the tool of choice for so-called “targeted killing” – the deliberate targeting of an individual or group of individuals, whether known by name or targeted based on patterns of activity, inside the borders of a foreign country. It is when drones are used in targeted killings outside of traditional or “hot” battlefields that their use challenges existing legal frameworks.

Law is almost always out of date: we make legal rules based on existing conditions and technologies, perhaps with a small nod in the direction of predicted future changes. As societies and technologies change, law increasingly becomes an exercise in jamming square pegs into round holes. Eventually, that process begins to do damage to existing law: it gets stretched out of shape, or broken. Right now, I would argue, US drone policy is on the verge of doing significant damage to the rule of law.
A. The Rule of Law


At root, the idea of “rule of law” is fairly simple, and well understood by Americans familiar with the foundational documents that established our nation, such as the Declaration of Independence, the Constitution and the Bill of Rights. The rule of law requires that governments follow transparent, clearly defined and universally applicable laws and procedures. The goal of the rule of law is to ensure predictability and stability, and to prevent the arbitrary exercise of power. In a society committed to the rule of law, the government cannot fine you, lock you up, or kill you on a whim -- it can restrict your liberty or take your property or life only in accordance with pre-established processes and rules that reflect basic notions of justice, humanity and fairness.

Precisely what constitutes a fair process is debatable, but most would agree that at a minimum, fairness requires that individuals have reasonable notice of what constitutes the applicable law, reasonable notice that they are suspected of violating the law, a reasonable opportunity to rebut any allegations against them, and a reasonable opportunity to have the outcome of any procedures or actions against them reviewed by some objective person or body. These core values are enshrined both in the US Constitution and in international human rights law instruments such as the International Covenant on Civil and Political Rights, to which the United States is a party.

In ordinary circumstances, this bundle of universally acknowledged rights (together with international law principles of sovereignty) means it is clearly unlawful for one state to target and kill an individual inside the borders of another state. Recall, for instance, the 1976 killing of Chilean dissident Orlando Letelier in Washington DC. When Chilean government intelligence operatives planted a car bomb in the car used by Letelier, killing him and a US citizen accompanying him, the United States government called this an act of murder—an unlawful political assassination.

B. Targeted Killing and the Law of Armed Conflict

Of course, sometimes the “ordinary” legal rules do not apply. In war, the willful killing of human beings is permitted, whether the means of killing is a gun, a bomb, or a long-distance drone strike. The law of armed conflict permits a wide range of behaviors that would be unlawful in the absence of an armed conflict. Generally speaking, the intentional destruction of private property and severe restrictions on individual liberties are impermissible in peacetime, but acceptable in wartime, for instance. Even actions that a combatant knows will cause civilian deaths are lawful when consistent with the principles of necessity, humanity, proportionality,29 and distinction.30

It is worth briefly explaining these principles. The principle of necessity requires parties to a conflict to limit their actions to those that are indispensible for securing the complete submission of the enemy as soon as possible (and that are otherwise permitted by international law). The principle of humanity forbids parties to a conflict to inflict gratuitous violence or employ methods calculated to cause unnecessary suffering. The principle of proportionality requires parties to ensure that the anticipated loss of life or property incidental to an attack is not excessive in relation to the concrete and direct military advantage expected to be gained.

Finally, the principle of discrimination or distinction requires that parties to a conflict direct their actions only against combatants and military objectives, and take appropriate steps to distinguish between combatants and non-combatants.31

This is a radical oversimplification of a very complex body of law.32 But as with the rule of law, the basic idea is pretty simple. When there is no war -- when ordinary, peacetime law applies -- agents of the state aren't supposed to lock people up, take their property or kill them, unless they have jumped through a whole lot of legal hoops first. When there is an armed conflict, however, everything changes. War is not a legal free-for-all33 -- torture, rape are always crimes under the law of war, as is killing that is willful, wanton and not justified by military necessity34 -- but there are far fewer constraints on state behavior.

Technically, the law of war is referred to using the Latin term “lex specialis” – special law. It is applicable in—and only in -- special circumstances (in this case, armed conflict), and in those special circumstances, it supersedes “ordinary law,” or “lex generalis,” the “general law” that prevails in peacetime. We have one set of laws for “normal” situations, and another, more flexible set of laws for “extraordinary” situations, such as armed conflicts.

None of this poses any inherent problem for the rule of law. Having one body of rules that tightly restricts the use of force and another body of rules that is far more permissive does not fundamentally undermine the rule of law, as long as we have a reasonable degree of consensus on what circumstances trigger the “special” law, and as long as the “special law” doesn’t end up undermining the general law.

To put it a little differently, war, with its very different rules, does not challenge ordinary law as long as war is the exception, not the norm -- as long as we can all agree on what constitutes a war -- as long as we can tell when the war begins and ends -- and as long as we all know how to tell the difference between a combatant and a civilian, and between places where there's war and places where there's no war.

Let me return now to the question of drones and targeted killings. When all these distinctions I just mentioned are clear, the use of drones in targeted killings does not necessarily present any great or novel problem. In Libya, for instance, a state of armed conflict clearly existed inside the borders of Libya between Libyan government forces and NATO states. In that context, the use of drones to strike Libyan military targets is no more controversial than the use of manned aircraft.

That is because our core rule of law concerns have mostly been satisfied: we know there is an armed conflict, in part because all parties to it agree that there is an armed conflict, in part because observers (such as international journalists) can easily verify the presence of uniformed military personnel engaged in using force, and in part because the violence is, from an objective perspective, widespread and sustained: it is not a mere skirmish or riot or criminal law enforcement situation that got out of control. We know who the “enemy” is: Libyan government forces. We know where the conflict is and is not: the conflict was in Libya, but not in neighboring Algeria or Egypt. We know when the conflict began, we know who authorized the use of force (the UN Security Council) and, just as crucially, we know whom to hold accountable in the event of error or abuse (the various governments involved).35

Once you take targeted killings outside hot battlefields, it’s a different story. The Obama Administration is currently using drones to strike terror suspects in Pakistan, Somalia, Yemen, and –perhaps—Mali and the Philippines as well. Defenders of the administration's increasing reliance on drone strikes in such places assert that the US is in an armed conflict with “al Qaeda and its associates,” and on that basis, they assert that the law of war is applicable -- in any place and at any time -- with regard to any person the administration deems a combatant.

The trouble is, no one outside a very small group within the US executive branch has any ability to evaluate who is and who isn’t a combatant. The war against al Qaeda and its associates is not like World War II, or Libya, or even Afghanistan: it is an open-ended conflict with an inchoate, undefined adversary (who exactly are al Qaeda’s “associates”?). What is more, targeting decisions in this nebulous “war” are based largely on classified intelligence reporting. As a result, Administration assertions about who is a combatant and what constitutes a threat are entirely non-falsifiable, because they're based wholly on undisclosed evidence. Add to this still another problem: most of these strikes are considered covert action, so although the US sometimes takes public credit for the deaths of alleged terrorist leaders, most of the time, the US will not even officially acknowledge targeted killings.

This leaves all the key rule-of-law questions related to the ongoing war against al Qaeda and its "associates" unanswered.36 Based on what criteria might someone be considered a combatant or directly participating in hostilities? What constitutes “hostilities” in the context of an armed conflict against a non-state actor, and what does it mean to participate in them? And just where is the war? Does the war (and thus the law of war) somehow "travel" with combatants? Does the US have a “right” to target enemy combatants anywhere on earth, or does it depend on the consent of the state at issue? Who in the United States government is authorized to make such determinations, and what is the precise chain of command for such decisions?

I think the rule of law problem here is obvious: when “armed conflict” becomes a term flexible enough to be applied both to World War II and to the relations between the United States and “associates” of al Qaeda such as Somalia’s al Shabaab, the concept of armed conflict is not very useful anymore. And when we lack clarity and consensus on how to recognize “armed conflict,” we no longer have a clear or principled basis for deciding how to categorize US targeted killings. Are they, as the US government argues, legal under the laws of war? Or are they, as some human rights groups have argued, unlawful murder?
C. Targeted Killing and the International Law of Self-Defense

When faced with criticisms of the law of war framework as a justification for targeted killing, Obama Administration representatives often shift tack, arguing that international law rules on national self-defense provide an alternative or additional legal justification for US targeted killings. Here, the argument is that if a person located in a foreign state poses an "imminent threat of violent attack" against the United States, the US can lawfully use force in self-defense, provided that the defensive force used is otherwise consistent with law of war principles.

Like law of war-based arguments, this general principle is superficially uncontroversial: if someone overseas is about to launch a nuclear weapon at New York City, no one can doubt that the United States has a perfect right (and the president has a constitutional duty) to use force if needed to prevent that attack, regardless of the attacker's nationality.

But once again, the devil is in the details. To start with, what constitutes an "imminent" threat? Traditionally, both international law and domestic criminal law understand that term narrowly: 37 to be "imminent," a threat cannot be distant or speculative.38 But much like the Bush Administration before it, the Obama Administration has put forward an interpretation of the word “imminent” that bears little relation to traditional legal concepts.

According to a leaked 2011 Justice Department white paper39—the most detailed legal justification that has yet become public-- the requirement of imminence "does not require the United States to have clear evidence that a specific attack on U.S. persons and interests will take place in the immediate future." This seems, in itself, like a substantial departure from accepted international law definitions of imminence.

But the White Paper goes even further, stating that "certain members of al Qaeda are continually plotting attacks...and would engage in such attacks regularly [if] they were able to do so, [and] the US government may not be aware of all... plots as they are developing and thus cannot be confident that none is about to occur." For this reason, it concludes, anyone deemed to be an operational leader of al Qaeda or its "associated forces" presents, by definition, an imminent threat even in the absence of any evidence whatsoever relating to immediate or future attack plans. In effect, the concept of "imminent threat" (part of the international law relating to self-defense) becomes conflated with identity or status (a familiar part of the law of armed conflict).

That concept of imminence has been called Orwellian, and although that is an overused epithet, in this context it seems fairly appropriate. According to the Obama Administration, “imminent” no longer means “immediate,” and in fact the very absence of clear evidence indicating specific present or future attack plans becomes, paradoxically, the basis for assuming that attack may perpetually be “imminent.”

The 2011 Justice Department White Paper notes that the use of force in self-defense must comply with general law of war principles of necessity, proportionality, humanity, and distinction. The White Paper offers no guidance on the specific criteria for determining when an individual is a combatant (or a civilian participating directly in hostilities), however. It also offers no guidance on how to determine if a use of force is necessary or proportionate.

From a traditional international law perspective, this necessity and proportionality inquiry relates both to imminence and to the gravity of the threat itself, but so far there has been no public Administration statement as to how the administration interprets these requirements. Is any threat of "violent attack" sufficient to justify killing someone in a foreign country, including a U.S. citizen? Is every potential suicide bomber targetable, or does it depend on the gravity of the threat? Are we justified in drone strikes against targets who might, if they get a chance at some unspecified future point, place an IED that might, if successful, kill one person? Ten people? Twenty? 2,000? How grave a threat must there be to justify the use of lethal force against an American citizen abroad -- or against non-citizens, for that matter?

As I have noted, it is impossible for outsiders to fully evaluate US drone strikes, since so much vital information remains classified. In most cases, we know little about the identities; activities or future plans of those targeted. Nevertheless, given the increased frequency of US targeted killings in recent years, it seems reasonable to wonder whether the Administration conducts a rigorous necessity or proportionality analysis in all cases.

So far, the leaked 2011 Justice Department White Paper represents the most detailed legal analysis of targeted killings available to the public. It is worth noting, incidentally, that this White Paper addresses only the question of whether and when it is lawful for the US government to target US citizens abroad. We do not know what legal standards the Administration believes apply to the targeting of non-citizens. It seems reasonable to assume, however, that the standards applicable to non-citizens are less exacting than those the Administration views as applicable to citizens.

Defenders of administration targeted killing policy acknowledge that the criteria for determining how to answer these many questions have not been made public, but insist that this should not be cause for concern. The Administration has reportedly developed a detailed “playbook” outlining the targeting criteria and procedures,40, and insiders insist that executive branch officials go through an elaborate process in which they carefully consider every possible issue before determining that a drone strike is lawful.41

No doubt they do, but this is somewhat cold comfort. Formal processes tend to further normalize once-exceptional activities -- and "trust us" is a rather shaky foundation for the rule of law. Indeed, the whole point of the rule of law is that individual lives and freedom should not depend solely on the good faith and benevolence of government officials.

As with law of war arguments, stating that US targeted killings are clearly legal under traditional self-defense principles requires some significant cognitive dissonance. Law exists to restrain untrammeled power. It is no doubt possible to make a plausible legal argument justifying each and every U.S. drone strike -- but this merely suggests that we are working with a legal framework that has begun to outlive its usefulness.

The real question isn't whether U.S. drone strikes are "legal." The real question is this: Do we really want to live in a world in which the U.S. government's justification for killing is so malleable?

5. Setting Troubling International Precedents

Here is an additional reason to worry about the U.S. overreliance on drone strikes: Other states will follow America's example, and the results are not likely to be pretty. Consider once again the Letelier murder, which was an international scandal in 1976: If the Letelier assassination took place today, the Chilean authorities would presumably insist on their national right to engage in “targeted killings” of individuals deemed to pose imminent threats to Chilean national security -- and they would justify such killings using precisely the same legal theories the US currently uses to justify targeted killings in Yemen or Somalia. We should assume that governments around the world—including those with less than stellar human rights records, such as Russia and China—are taking notice.

Right now, the United States has a decided technological advantage when it comes to armed drones, but that will not last long. We should use this window to advance a robust legal and normative framework that will help protect against abuses by those states whose leaders can rarely be trusted. Unfortunately, we are doing the exact opposite: Instead of articulating norms about transparency and accountability, the United States is effectively handing China, Russia, and every other repressive state a playbook for how to foment instability and –literally -- get away with murder.
Take the issue of sovereignty. Sovereignty has long been a core concept of the Westphalian international legal order.42 In the international arena, all sovereign states are formally considered equal and possessed of the right to control their own internal affairs free of interference from other states. That's what we call the principle of non-intervention -- and it means, among other things, that it is generally prohibited for one state to use force inside the borders of another sovereign state. There are some well-established exceptions, but they are few in number. A state can lawfully use force inside another sovereign state with that state's invitation or consent, or when force is authorized by the U.N. Security Council, pursuant to the U.N. Charter,43 or in self-defense "in the event of an armed attack."

The 2011 Justice Department White Paper asserts that targeted killings carried out by the United States don't violate another state's sovereignty as long as that state either consents or is "unwilling or unable to suppress the threat posed by the individual being targeted." That sounds superficially plausible, but since the United States views itself as the sole arbiter of whether a state is "unwilling or unable" to suppress that threat, the logic is in fact circular.

It goes like this: The United States -- using its own malleable definition of "imminent" -- decides that Person X, residing in sovereign State Y, poses a threat to the United States and requires killing. Once the United States decides that Person X can be targeted, the principle of sovereignty presents no barriers, because either 1) State Y will consent to the U.S. use of force inside its borders, in which case the use of force presents no sovereignty problems or 2) State Y will not consent to the U.S. use of force inside its borders, in which case, by definition, the United States will deem State Y to be "unwilling or unable to suppress the threat" posed by Person X and the use of force again presents no problem.

This is a legal theory that more or less eviscerates traditional notions of sovereignty, and has the potential to significantly destabilize the already shaky collective security regime created by the U.N. Charter.44 If the US is the sole arbiter of whether and when it can use force inside the borders of another state, any other state strong enough to get away with it is likely to claim similar prerogatives. And, of course, if the US executive branch is the sole arbiter of what constitutes an imminent threat and who constitutes a targetable enemy combatant in an ill- defined war, why shouldn’t other states make identical arguments—and use them to justify the killing of dissidents, rivals, or unwanted minorities?

Global proliferation of drone-capabilities is inevitable – only the plan establishes norms for restrained use that solves global war

Kristen Roberts 13, news editor for the National Journal, master in security studies from Georgetown, “When the Whole World Has Drones”, March 22, http://www.nationaljournal.com/magazine/when-the-whole-world-has-drones-20130321
The proliferation of drone technology has moved well beyond the control of the United States government and its closest allies. The aircraft are too easy to obtain, with barriers to entry on the production side crumbling too quickly to place limits on the spread of a technology that promises to transform warfare on a global scale. Already, more than 75 countries have remote piloted aircraft. More than 50 nations are building a total of nearly a thousand types. At its last display at a trade show in Beijing, China showed off 25 different unmanned aerial vehicles. Not toys or models, but real flying machines.

It’s a classic and common phase in the life cycle of a military innovation: An advanced country and its weapons developers create a tool, and then others learn how to make their own. But what makes this case rare, and dangerous, is the powerful combination of efficiency and lethality spreading in an environment lacking internationally accepted guidelines on legitimate use. This technology is snowballing through a global arena where the main precedent for its application is the one set by the United States; it’s a precedent Washington does not want anyone following.

America, the world’s leading democracy and a country built on a legal and moral framework unlike any other, has adopted a war-making process that too often bypasses its traditional, regimented, and rigorously overseen military in favor of a secret program never publicly discussed, based on legal advice never properly vetted. The Obama administration has used its executive power to refuse or outright ignore requests by congressional overseers, and it has resisted monitoring by federal courts.

To implement this covert program, the administration has adopted a tool that lowers the threshold for lethal force by reducing the cost and risk of combat. This still-expanding counterterrorism use of drones to kill people, including its own citizens, outside of traditionally defined battlefields and established protocols for warfare, has given friends and foes a green light to employ these aircraft in extraterritorial operations that could not only affect relations between the nation-states involved but also destabilize entire regions and potentially upset geopolitical order.
Hyperbole? Consider this: Iran, with the approval of Damascus, carries out a lethal strike on anti-Syrian forces inside Syria; Russia picks off militants tampering with oil and gas lines in Ukraine or Georgia; Turkey arms a U.S.-provided Predator to kill Kurdish militants in northern Iraq who it believes are planning attacks along the border. Label the targets as terrorists, and in each case, Tehran, Moscow, and Ankara may point toward Washington and say, we learned it by watching you. In Pakistan, Yemen, and Afghanistan.

This is the unintended consequence of American drone warfare. For all of the attention paid to the drone program in recent weeks—about Americans on the target list (there are none at this writing) and the executive branch’s legal authority to kill by drone outside war zones (thin, by officials’ own private admission)—what goes undiscussed is Washington’s deliberate failure to establish clear and demonstrable rules for itself that would at minimum create a globally relevant standard for delineating between legitimate and rogue uses of one of the most awesome military robotics capabilities of this generation.

THE WRONG QUESTION

The United States is the indisputable leader in drone technology and long-range strike. Remote-piloted aircraft have given Washington an extraordinary ability to wage war with far greater precision, improved effect, and fewer unintended casualties than conventional warfare. The drones allow U.S. forces to establish ever greater control over combat areas, and the Pentagon sees the technology as an efficient and judicious force of the future. And it should, given the billions of dollars that have gone into establishing and maintaining such a capability.

That level of superiority leads some national security officials to downplay concerns about other nations’ unmanned systems and to too narrowly define potential threats to the homeland. As proof, they argue that American dominance in drone warfare is due only in part to the aircraft itself, which offers the ability to travel great distances and loiter for long periods, not to mention carry and launch Hellfire missiles. The drone itself, they argue, is just a tool and, yes, one that is being copied aggressively by allies and adversaries alike. The real edge, they say, is in the unparalleled intelligence-collection and data-analysis underpinning the aircraft’s mission.

“There is what I think is just an unconstrained focus on a tool as opposed to the subject of the issue, the tool of remotely piloted aircraft that in fact provide for greater degrees of surety before you employ force than anything else we use,” said retired Lt. Gen. David Deptula, the Air Force’s first deputy chief of staff for intelligence, surveillance, and reconnaissance. “I think people don’t realize that for the medium altitude aircraft—the MQ-1 [Predator] and MQ-9 [Reaper] that are generally written about in the press—there are over 200 people involved in just one orbit of those aircraft.… The majority of those people are analysts who are interpreting the information that’s coming off the sensors on the aircraft.”

The analysts are part of the global architecture that makes precision strikes, and targeted killing, possible. At the front end, obviously, intelligence—military, CIA, and local—inform target decisions. But in as near-real time as technologically possible, intel analysts in Nevada, Texas, Virginia, and other locations watch the data flood in from the aircraft and make calls on what’s happening on target. They monitor the footage, listen to audio, and analyze signals, giving decision-makers time to adjust an operation if the risks (often counted in potential civilian deaths) outweigh the reward (judged by the value of the threat eliminated).

“Is that a shovel or a rifle? Is that a Taliban member or is this a farmer? The way that warfare has advanced is that we are much more exquisite in our ability to discern,” Maj. Gen. Robert Otto, commander of the Air Force Intelligence, Surveillance, and Reconnaissance Agency, told National Journal at Nellis Air Force Base in Nevada. “We’re not overhead for 15 minutes with a fighter that’s about to run out of gas, and we have to make a decision. We can orbit long enough to be pretty sure about our target.”

Other countries, groups, and even individuals can and do fly drones. But no state or group has nearly the sophisticated network of intelligence and data analysis that gives the United States its strategic advantage. Although it would be foolish to dismiss the notion that potential U.S. adversaries aspire to attain that type of war-from-afar, pinpoint-strike capability, they have neither the income nor the perceived need to do so.

That’s true, at least today. It’s also irrelevant. Others who employ drones are likely to carry a different agenda, one more concerned with employing a relatively inexpensive and ruthlessly efficient tool to dispatch an enemy close at hand.

“It would be very difficult for them to create the global-strike architecture we have, to have a control cell in Nevada flying a plane over Afghanistan. The reality is that most nations don’t want or need that,” said Peter Singer, director of the Brookings Institution’s Center for 21st Century Security and Intelligence and one of the foremost experts in advanced military technology. “Turkey’s not looking to conduct strikes into the Philippines.... But Turkey is looking to be able to carry out long-duration surveillance and potentially strike inside and right on its border.”

And that’s a NATO ally seeking the capability to conduct missions that would run afoul of U.S. interests in Iraq and the broader Middle East. Already, Beijing says it considered a strike in Myanmar to kill a drug lord wanted in the deaths of Chinese sailors. What happens if China arms one of its remote-piloted planes and strikes Philippine or Indian trawlers in the South China Sea? Or if India uses the aircraft to strike Lashkar-e-Taiba militants near Kashmir?

“We don’t like other states using lethal force outside their borders. It’s destabilizing. It can lead to a sort of wider escalation of violence between two states,” said Micah Zenko, a security policy and drone expert at the Council on Foreign Relations. “So the proliferation of drones is not just about the protection of the United States. It’s primarily about the likelihood that other states will increasingly use lethal force outside of their borders.”

LOWERING THE BAR

Governments have covertly killed for ages, whether they maintained an official hit list or not. Before the Obama administration’s “disposition matrix,” Israel was among the best-known examples of a state that engaged, and continues to engage, in strikes to eliminate people identified by its intelligence as plotting attacks against it. But Israel certainly is not alone. Turkey has killed Kurds in Northern Iraq. Some American security experts point to Russia as well, although Moscow disputes this.

In the 1960s, the U.S. government was involved to differing levels in plots to assassinate leaders in Congo and the Dominican Republic, and, famously, Fidel Castro in Cuba. The Church Committee’s investigation and subsequent 1975 report on those and other suspected plots led to the standing U.S. ban on assassination. So, from 1976 until the start of President George W. Bush’s “war on terror,” the United States did not conduct targeted killings, because it was considered anathema to American foreign policy. (In fact, until as late as 2001, Washington’s stated policy was to oppose Israel’s targeted killings.)

When America adopted targeted killing again—first under the Bush administration after the September 11 attacks and then expanded by President Obama—the tools of the trade had changed. No longer was the CIA sending poison, pistols, and toxic cigars to assets overseas to kill enemy leaders. Now it could target people throughout al-Qaida’s hierarchy with accuracy, deliver lethal ordnance literally around the world, and watch the mission’s completion in real time.

The United States is smartly using technology to improve combat efficacy, and to make war-fighting more efficient, both in money and manpower. It has been able to conduct more than 400 lethal strikes, killing more than 3,500 people, in Afghanistan, Pakistan, Yemen, Somalia, and North Africa using drones; reducing risk to U.S. personnel; and giving the Pentagon flexibility to use special-forces units elsewhere. And, no matter what human-rights groups say, it’s clear that drone use has reduced the number of civilians killed in combat relative to earlier conflicts. Washington would be foolish not to exploit unmanned aircraft in its long fight against terrorism. In fact, defense hawks and spendthrifts alike would criticize it if it did not.

“If you believe that these folks are legitimate terrorists who are committing acts of aggressive, potential violent acts against the United States or our allies or our citizens overseas, should it matter how we choose to engage in the self-defense of the United States?” asked Rep. Mike Rogers, R-Mich., chairman of the House Intelligence Committee. “Do we have that debate when a special-forces team goes in? Do we have that debate if a tank round does it? Do we have the debate if an aircraft pilot drops a particular bomb?”

But defense analysts argue—and military officials concede—there is a qualitative difference between dropping a team of men into Yemen and green-lighting a Predator flight from Nevada. Drones lower the threshold for military action. That’s why, according to the Council on Foreign Relations, unmanned aircraft have conducted 95 percent of all U.S. targeted killings. Almost certainly, if drones were unavailable, the United States would not have pursued an equivalent number of manned strikes in Pakistan.

And what’s true for the United States will be true as well for other countries that own and arm remote piloted aircraft.

“The drones—the responsiveness, the persistence, and without putting your personnel at risk—is what makes it a different technology,” Zenko said. “When other states have this technology, if they follow U.S. practice, it will lower the threshold for their uses of lethal force outside their borders. So they will be more likely to conduct targeted killings than they have in the past.”

The Obama administration appears to be aware of and concerned about setting precedents through its targeted-strike program. When the development of a disposition matrix to catalog both targets and resources marshaled against the United States was first reported in 2012, officials spoke about it in part as an effort to create a standardized process that would live beyond the current administration, underscoring the long duration of the counterterrorism challenge.

Indeed, the president’s legal and security advisers have put considerable effort into establishing rules to govern the program. Most members of the House and Senate Intelligence committees say they are confident the defense and intelligence communities have set an adequate evidentiary bar for determining when a member of al-Qaida or an affiliated group may be added to the target list, for example, and say that the rigor of the process gives them comfort in the level of program oversight within the executive branch. “They’re not drawing names out of a hat here,” Rogers said. “It is very specific intel-gathering and other things that would lead somebody to be subject for an engagement by the United States government.”

BEHIND CLOSED DOORS

The argument against public debate is easy enough to understand: Operational secrecy is necessary, and total opacity is easier. “I don’t think there is enough transparency and justification so that we remove not the secrecy, but the mystery of these things,” said Dennis Blair, Obama’s former director of national intelligence. “The reason it’s not been undertaken by the administration is that they just make a cold-blooded calculation that it’s better to hunker down and take the criticism than it is to get into the public debate, which is going to be a hard one to win.”

But by keeping legal and policy positions secret, only partially sharing information even with congressional oversight committees, and declining to open a public discussion about drone use, the president and his team are asking the world to just trust that America is getting this right. While some will, many people, especially outside the United States, will see that approach as hypocritical, coming from a government that calls for transparency and the rule of law elsewhere.

“I know these people, and I know how much they really, really attend to the most important details of the job,” said Barry Pavel, a former defense and security official in the Bush and Obama administrations who is director of the Brent Scowcroft Center on International Security at the Atlantic Council. “If I didn’t have that personal knowledge and because there isn’t that much really in the press, then I would be giving you a different rendering, and much more uncertain rendering.”

That’s only part of the problem with the White House’s trust-us approach. The other resides in the vast distance between the criteria and authorization the administration says it uses in the combat drone program and the reality on the ground. For example, according to administration officials, before a person is added to the targeted strike list, specific criteria should be met. The target should be a 1) senior, 2) operational 3) leader of al-Qaida or an affiliated group who presents 4) an imminent threat of violent attack 5) against the United States.

But that’s not who is being targeted.

Setting aside the administration’s redefining of “imminence” beyond all recognition, the majority of the 3,500-plus people killed by U.S. drones worldwide were not leaders of al-Qaida or the Taliban; they were low- or mid-level foot soldiers. Most were not plotting attacks against the United States. In Yemen and North Africa, the Obama administration is deploying weaponized drones to take out targets who are more of a threat to local governments than to Washington, according to defense and regional security experts who closely track unrest in those areas. In some cases, Washington appears to be in the business of using its drone capabilities mostly to assist other countries, not to deter strikes against the United States (another precedent that might be eagerly seized upon in the future).

U.S. defense and intelligence officials reject any suggestion that the targets are not legitimate. One thing they do not contest, however, is that the administration’s reliance on the post-9/11 Authorization for Use of Military Force as legal cover for a drone-strike program that has extended well beyond al-Qaida in Afghanistan or Pakistan is dodgy. The threat that the United States is trying to deal with today has an ever more tenuous connection to Sept. 11. (None of the intelligence officials reached for this article would speak on the record.) But instead of asking Congress to consider extending its authorization, as some officials have mulled, the administration’s legal counsel has chosen instead to rely on Nixon administration adviser John Stevenson’s 1970 justification of the bombing of Cambodia during the Vietnam War, an action new Secretary of State John Kerry criticized during his confirmation hearing this year.

Human-rights groups might be loudest in their criticism of both the program and the opaque policy surrounding it, but even the few lawmakers who have access to the intelligence the administration shares have a hard time coping with the dearth of information. “We can’t always assume we’re going to have responsible people with whom we agree and trust in these positions,” said Sen. Angus King, I-Maine, who sits on the Senate Intelligence Committee. “The essence of the Constitution is, it shouldn’t matter who is in charge; they’re still constrained by principles and rules of the Constitution and of the Bill of Rights.”

PEER PRESSURE

Obama promised in his 2013 State of the Union to increase the drone program’s transparency. “In the months ahead, I will continue to engage Congress to ensure not only that our targeting, detention, and prosecution of terrorists remains consistent with our laws and system of checks and balances, but that our efforts are even more transparent to the American people and to the world,” the president said on Feb. 12. Since then, the administration, under pressure from allies on Senate Intelligence, agreed to release all of the legal memos the Justice Department drafted in support of targeted killing.

But, beyond that, it’s not certain Obama will do anything more to shine light on this program. Except in situations where leaks help it tell a politically expedient story of its skill at killing bad guys, the administration has done little to make a case to the public and the world at large for its use of armed drones.

Already, what’s become apparent is that the White House is not interested in changing much about the way it communicates strike policy. (It took Sen. Rand Paul’s 13-hour filibuster of CIA Director John Brennan’s nomination to force the administration to concede that it doesn’t have the right to use drones to kill noncombatant Americans on U.S. soil.) And government officials, as well as their surrogates on security issues, are actively trying to squash expectations that the administration would agree to bring the judicial branch into the oversight mix. Indeed, judicial review of any piece of the program is largely off the table now, according to intelligence officials and committee members.

Under discussion within the administration and on Capitol Hill is a potential program takeover by the Pentagon, removing the CIA from its post-9/11 role of executing military-like strikes. Ostensibly, that shift could help lift the secret-by-association-with-CIA attribute of the program that some officials say has kept them from more freely talking about the legitimate military use of drones for counterterrorism operations. But such a fix would provide no guarantee of greater transparency for the public, or even Congress.

And if the administration is not willing to share with lawmakers who are security-cleared to know, it certainly is not prepared to engage in a sensitive discussion, even among allies, that might begin to set the rules on use for a technology that could upend stability in already fragile and strategically significant places around the globe. Time is running out to do so.

“The history of technology development like this is, you never maintain your lead very long. Somebody always gets it,” said David Berteau, director of the International Security Program at the Center for Strategic and International Studies. “They’re going to become cheaper. They’re going to become easier. They’re going to become interoperable,” he said. “The destabilizing effects are very, very serious.”

Berteau is not alone. Zenko, of the Council on Foreign Relations, has urged officials to quickly establish norms. Singer, at Brookings, argues that the window of opportunity for the United States to create stability-supporting precedent is quickly closing. The problem is, the administration is not thinking far enough down the line, according to a Senate Intelligence aide. Administration officials “are thinking about the next four years, and we’re thinking about the next 40 years. And those two different angles on this question are why you see them in conflict right now.”

That’s in part a symptom of the “technological optimism” that often plagues the U.S. security community when it establishes a lead over its competitors, noted Georgetown University’s Kai-Henrik Barth. After the 1945 bombing of Hiroshima and Nagasaki, the United States was sure it would be decades before the Soviets developed a nuclear-weapon capability. It took four years.

With drones, the question is how long before the dozens of states with the aircraft can arm and then operate a weaponized version. “Pretty much every nation has gone down the pathway of, ‘This is science fiction; we don’t want this stuff,’ to, ‘OK, we want them, but we’ll just use them for surveillance,’ to, ‘Hmm, they’re really useful when you see the bad guy and can do something about it, so we’ll arm them,’ ” Singer said. He listed the countries that have gone that route: the United States, Britain, Italy, Germany, China. “Consistently, nations have gone down the pathway of first only surveillance and then arming.”

The opportunity to write rules that might at least guide, if not restrain, the world’s view of acceptable drone use remains, not least because this is in essence a conventional arms-control issue. The international Missile Technology Control Regime attempts to restrict exports of unmanned vehicles capable of carrying weapons of mass destruction, but it is voluntary and nonbinding, and it’s under attack by the drone industry as a drag on business. Further, the technology itself, especially when coupled with data and real-time analytics, offers the luxury of time and distance that could allow officials to raise the evidentiary bar for strikes—to be closer to certain that their target is the right one.

But even without raising standards, tightening up drone-specific restrictions in the standing control regime, or creating a new control agreement (which is never easy to pull off absent a bad-state actor threatening attack), just the process of lining up U.S. policy with U.S. practice would go a long way toward establishing the kind of precedent on use of this technology that America—in five, 10, or 15 years—might find helpful in arguing against another’s actions.

A not-insignificant faction of U.S. defense and intelligence experts, Dennis Blair among them, thinks norms play little to no role in global security. And they have evidence in support. The missile-technology regime, for example, might be credited with slowing some program development, but it certainly has not stopped non-signatories—North Korea and Iran—from buying, building, and selling missile systems. But norms established by technology-leading countries, even when not written into legal agreements among nations, have shown success in containing the use and spread of some weapons, including land mines, blinding lasers, and nuclear bombs.

Arguably more significant than spotty legal regimes, however, is the behavior of the United States. “History shows that how states adopt and use new military capabilities is often influenced by how other states have—or have not—used them in the past,” Zenko argued. Despite the legal and policy complexity of this issue, it is something the American people have, if slowly, come to care about. Given the attention that Rand Paul’s filibuster garnered, it is not inconceivable that public pressure on drone operations could force the kind of unforeseen change to U.S. policy that it did most recently on “enhanced interrogation” of terrorists.

The case against open, transparent rule-making is that it might only hamstring American options while doing little good elsewhere—as if other countries aren’t closely watching this debate and taking notes for their own future policymaking. But the White House’s refusal to answer questions about its drone use with anything but “no comment” ensures that the rest of the world is free to fill in the blanks where and when it chooses. And the United States will have already surrendered the moment in which it could have provided not just a technical operations manual for other nations but a legal and moral one as well.
Unrestricted drone use causes nuclear war in the Caucuses
Clayton 12 (Nick Clayton, Worked in several publications, including the Washington Times the Asia Times and Washington Diplomat. He is currently the senior editor of Kanal PIK TV's English Service (a Russian-language channel), lived in the Caucuses for several years,10/23/2012, "Drone violence along Armenian-Azerbaijani border could lead to war", www.globalpost.com/dispatch/news/regions/europe/121022/drone-violence-along-armenian-azerbaijani-border-could-lead-war)

Armenia and Azerbaijan could soon be at war if drone proliferation on both sides of the border continues. In a region where a fragile peace holds over three frozen conflicts, the nations of the South Caucasus are buzzing with drones they use to probe one another’s defenses and spy on disputed territories. The region is also host to strategic oil and gas pipelines and a tangled web of alliances and precious resources that observers say threaten to quickly escalate the border skirmishes and airspace violations to a wider regional conflict triggered by Armenia and Azerbaijan that could potentially pull in Israel, Russia and Iran. To some extent, these countries are already being pulled towards conflict. Last September, Armenia shot down an Israeli-made Azerbaijani drone over Nagorno-Karabakh and the government claims that drones have been spotted ahead of recent incursions by Azerbaijani troops into Armenian-held territory. Richard Giragosian, director of the Regional Studies Center in Yerevan, said in a briefing that attacks this summer showed that Azerbaijan is eager to “play with its new toys” and its forces showed “impressive tactical and operational improvement.” The International Crisis Group warned that as the tit-for-tat incidents become more deadly, “there is a growing risk that the increasing frontline tensions could lead to an accidental war.” “Everyone is now saying that the war is coming. We know that it could start at any moment.” ~Grush Agbaryan, mayor of Voskepar With this in mind, the UN and the Organization for Security and Co-operation in Europe (OSCE) have long imposed a non-binding arms embargo on both countries, and both are under a de facto arms ban from the United States. But, according to the Stockholm International Peace Research Institute (SIPRI), this has not stopped Israel and Russia from selling to them. After fighting a bloody war in the early 1990s over the disputed territory of Nagorno-Karabakh, Armenia and Azerbaijan have been locked in a stalemate with an oft-violated ceasefire holding a tenuous peace between them. And drones are the latest addition to the battlefield. In March, Azerbaijan signed a $1.6 billion arms deal with Israel, which consisted largely of advanced drones and an air defense system. Through this and other deals, Azerbaijan is currently amassing a squadron of over 100 drones from all three of Israel’s top defense manufacturers. Armenia, meanwhile, employs only a small number of domestically produced models. Intelligence gathering is just one use for drones, which are also used to spot targets for artillery, and, if armed, strike targets themselves. Armenian and Azerbaijani forces routinely snipe and engage one another along the front, each typically blaming the other for violating the ceasefire. At least 60 people have been killed in ceasefire violations in the last two years, and the Brussels-based International Crisis Group claimed in a report published in February 2011 that the sporadic violence has claimed hundreds of lives. “Each (Armenia and Azerbaijan) is apparently using the clashes and the threat of a new war to pressure its opponent at the negotiations table, while also preparing for the possibility of a full-scale conflict in the event of a complete breakdown in the peace talks,” the report said. Alexander Iskandaryan, director of the Caucasus Institute in the Armenian capital, Yerevan, said that the arms buildup on both sides makes the situation more dangerous but also said that the clashes are calculated actions, with higher death tolls becoming a negotiating tactic. “This isn’t Somalia or Afghanistan. These aren’t independent units. The Armenian, Azerbaijani and Karabakh armed forces have a rigid chain of command so it’s not a question of a sergeant or a lieutenant randomly giving the order to open fire. These are absolutely synchronized political attacks,” Iskandaryan said. The deadliest recent uptick in violence along the Armenian-Azerbaijani border and the line of contact around Karabakh came in early June as US Secretary of State Hillary Clinton was on a visit to the region. While death tolls varied, at least two dozen soldiers were killed or wounded in a series of shootouts along the front. The year before, at least four Armenian soldiers were killed in an alleged border incursion by Azerbaijani troops one day after a peace summit between the Armenian, Azerbaijani and Russian presidents in St. Petersburg, Russia. “No one slept for two or three days [during the June skirmishes],” said Grush Agbaryan, the mayor of the border village of Voskepar for a total of 27 years off and on over the past three decades. “Everyone is now saying that the war is coming. We know that it could start at any moment." Azerbaijan refused to issue accreditation to GlobalPost’s correspondent to enter the country to report on the shootings and Azerbaijan’s military modernization. Flush with cash from energy exports, Azerbaijan has increased its annual defense budget from an estimated $160 million in 2003 to $3.6 billion in 2012. SIPRI said in a report that largely as a result of its blockbuster drone deal with Israel, Azerbaijan’s defense budget jumped 88 percent this year — the biggest military spending increase in the world. Israel has long used arms deals to gain strategic leverage over its rivals in the region. Although difficult to confirm, many security analysts believe Israel’s deals with Russia have played heavily into Moscow’s suspension of a series of contracts with Iran and Syria that would have provided them with more advanced air defense systems and fighter jets. Stephen Blank, a research professor at the United States Army War College, said that preventing arms supplies to Syria and Iran — particularly Russian S-300 air defense systems — has been among Israel’s top goals with the deals. “There’s always a quid pro quo,” Blank said. “Nobody sells arms just for cash.” In Azerbaijan in particular, Israel has traded its highly demanded drone technology for intelligence arrangements and covert footholds against Iran. In a January 2009 US diplomatic cable released by WikiLeaks, a US diplomat reported that in a closed-door conversation, Azerbaijani President Ilham Aliyev compared his country’s relationship with Israel to an iceberg — nine-tenths of it is below the surface. Although the Jewish state and Azerbaijan, a conservative Muslim country, may seem like an odd couple, the cable asserts, “Each country finds it easy to identify with the other’s geopolitical difficulties, and both rank Iran as an existential security threat.” Quarrels between Azerbaijan and Iran run the gamut of territorial, religious and geo-political disputes and Tehran has repeatedly threatened to “destroy” the country over its support for secular governance and NATO integration. In the end, “Israel’s main goal is to preserve Azerbaijan as an ally against Iran, a platform for reconnaissance of that country and as a market for military hardware,” the diplomatic cable reads. But, while these ties had indeed remained below the surface for most of the past decade, a series of leaks this year exposed the extent of their cooperation as Israel ramped up its covert war with the Islamic Republic. In February, the Times of London quoted a source the publication said was an active Mossad agent in Azerbaijan as saying the country was “ground zero for intelligence work.” This came amid accusations from Tehran that Azerbaijan had aided Israeli agents in assassinating an Iranian nuclear scientist in January. Then, just as Baku had begun to cool tensions with the Islamic Republic, Foreign Policy magazine published an article citing Washington intelligence officials who claimed that Israel had signed agreements to use Azerbaijani airfields as a part of a potential bombing campaign against Iran’s nuclear sites. Baku strongly denied the claims, but in September, Azerbaijani officials and military sources told Reuters that the country would figure in Israel’s contingencies for a potential attack against Iran. "Israel has a problem in that if it is going to bomb Iran, its nuclear sites, it lacks refueling," Rasim Musabayov, a member of the Azerbiajani parliamentary foreign relations committee told Reuters. “I think their plan includes some use of Azerbaijan access. We have (bases) fully equipped with modern navigation, anti-aircraft defenses and personnel trained by Americans and if necessary they can be used without any preparations." He went on to say that the drones Israel sold to Azerbaijan allow it to “indirectly watch what's happening in Iran.” According to SIPRI, Azerbaijan had acquired about 30 drones from Israeli firms Aeronautics Ltd. and Elbit Systems by the end of 2011, including at least 25 medium-sized Hermes-450 and Aerostar drones. In October 2011, Azerbaijan signed a deal to license and domestically produce an additional 60 Aerostar and Orbiter 2M drones. Its most recent purchase from Israel Aeronautics Industries (IAI) in March reportedly included 10 high altitude Heron-TP drones — the most advanced Israeli drone in service — according to Oxford Analytica. Collectively, these purchases have netted Azerbaijan 50 or more drones that are similar in class, size and capabilities to American Predator and Reaper-type drones, which are the workhorses of the United States’ campaign of drone strikes in Pakistan and Yemen. Although Israel may have sold the drones to Azerbaijan with Iran in mind, Baku has said publicly that it intends to use its new hardware to retake territory it lost to Armenia. So far, Azerbaijan’s drone fleet is not armed, but industry experts say the models it employs could carry munitions and be programmed to strike targets. Drones are a tempting tool to use in frozen conflicts, because, while their presence raises tensions, international law remains vague at best on the legality of using them. In 2008, several Georgian drones were shot down over its rebel region of Abkhazia. A UN investigation found that at least one of the drones was downed by a fighter jet from Russia, which maintained a peacekeeping presence in the territory. While it was ruled that Russia violated the terms of the ceasefire by entering aircraft into the conflict zone, Georgia also violated the ceasefire for sending the drone on a “military operation” into the conflict zone. The incident spiked tensions between Russia and Georgia, both of which saw it as evidence the other was preparing to attack. Three months later, they fought a brief, but destructive war that killed hundreds. The legality of drones in Nagorno-Karabakh is even less clear because the conflict was stopped in 1994 by a simple ceasefire that halted hostilities but did not stipulate a withdrawal of military forces from the area. Furthermore, analysts believe that all-out war between Armenia and Azerbaijan would be longer and more difficult to contain than the five-day Russian-Georgian conflict. While Russia was able to quickly rout the Georgian army with a much superior force, analysts say that Armenia and Azerbaijan are much more evenly matched and therefore the conflict would be prolonged and costly in lives and resources. Blank said that renewed war would be “a very catastrophic event” with “a recipe for a very quick escalation to the international level.” Armenia is militarily allied with Russia and hosts a base of 5,000 Russian troops on its territory. After the summer’s border clashes, Russia announced it was stepping up its patrols of Armenian airspace by 20 percent. Iran also supports Armenia and has important business ties in the country, which analysts say Tehran uses as a “proxy” to circumvent international sanctions. Blank said Israel has made a risky move by supplying Azerbaijan with drones and other high tech equipment, given the tenuous balance of power between the heavily fortified Armenian positions and the more numerous and technologically superior Azerbaijani forces. If ignited, he said, “[an Armenian-Azerbaijani war] will not be small. That’s the one thing I’m sure of.” 

Nuclear war

Blank 2k 
(Stephen, Prof. Research at Strategic Studies Inst. @ US Army War College, “U.S. Military Engagement with Transcaucasia and Central Asia”, www.strategicstudiesinstitute.army.mil/pdffiles/pub113.pdf)  
Washington’s burgeoning military-political-economic involvement seeks, inter alia, to demonstrate the U.S. ability to project military power even into this region or for that matter, into Ukraine where NATO recently held exercises that clearly originated as an anti-Russian scenario. Secretary of Defense William Cohen has discussed strengthening U.S.-Azerbaijani military cooperation and even training the Azerbaijani army, certainly alarming Armenia and Russia.69 And Washington is also training Georgia’s new Coast Guard. 70 However, Washington’s well-known ambivalence about committing force to Third World ethnopolitical conflicts suggests that U.S. military power will not be easily committed to saving its economic investment. But this ambivalence about committing forces and the dangerous situation, where Turkey is allied to Azerbaijan and Armenia is bound to Russia, create the potential for wider and more protracted regional conflicts among local forces. In that connection, Azerbaijan and Georgia’s growing efforts to secure NATO’s lasting involvement in the region, coupled with Russia’s determination to exclude other rivals, foster a polarization along very traditional lines.71 In 1993 Moscow even threatened World War III to deter Turkish intervention on behalf of Azerbaijan. Yet the new Russo-Armenian Treaty and Azeri-Turkish treaty suggest that Russia and Turkey could be dragged into a confrontation to rescue their allies from defeat. 72 Thus many of the conditions for conventional war or protracted ethnic conflict in which third parties intervene are present in the Transcaucasus. For example, many Third World conflicts generated by local structural factors have a great potential for unintended escalation. Big powers often feel obliged to rescue their lesser proteges and proxies. One or another big power may fail to grasp the other side’s stakes since interests here are not as clear as in Europe. Hence commitments involving the use of nuclear weapons to prevent a client’s defeat are not as well established or apparent. Clarity about the nature of the threat could prevent the kind of rapid and almost uncontrolled escalation we saw in 1993 when Turkish noises about intervening on behalf of Azerbaijan led Russian leaders to threaten a nuclear war in that case. 73 Precisely because Turkey is a NATO ally, Russian nuclear threats could trigger a potential nuclear blow (not a small possibility given the erratic nature of Russia’s declared nuclear strategies). The real threat of a Russian nuclear strike against Turkey to defend Moscow’s interests and forces in the Transcaucasus makes the danger of major war there higher than almost everywhere else. As Richard Betts has observed, The greatest danger lies in areas where (1) the potential for serious instability is high; (2) both superpowers perceive vital interests; (3) neither recognizes that the other’s perceived interest or commitment is as great as its own; (4) both have the capability to inject conventional forces; and, (5) neither has willing proxies capable of settling the situation.74 that preclude its easy attainment of regional hegemony. And even the perceptions of waning power are difficult to accept and translate into Russian policy. In many cases, Russia still has not truly or fully accepted how limited its capabilities for securing its vital interests are. 76 While this hardly means that Russia can succeed at will regionally, it does mean that for any regional balance, either on energy or other major security issues, to be realized, someone else must lend power to the smaller Caspian littoral states to anchor that balance. Whoever effects that balance must be willing to play a protracted and potentially even military role in the region for a long time and risk the kind of conflict which Betts described. There is little to suggest that the United States can or will play this role, yet that is what we are now attempting to do. This suggests that ultimately its bluff can be called. That is, Russia could sabotage many if not all of the forthcoming energy projects by relatively simple and tested means and there is not much we could do absent a strong and lasting regional commitment.

Drones cause South China Sea and Senkaku conflict – US precedent is key
Bodeen 13 (Christopher, Beijing correspondent for The Associated Press, 5/3/2013, "China's Drone Program Appears To Be Moving Into Overdrive", www.huffingtonpost.com/2013/05/03/china-drone-program_n_3207392.html)

Chinese aerospace firms have developed dozens of drones, known also as unmanned aerial vehicles, or UAVs. Many have appeared at air shows and military parades, including some that bear an uncanny resemblance to the Predator, Global Hawk and Reaper models used with deadly effect by the U.S. Air Force and CIA. Analysts say that although China still trails the U.S. and Israel, the industry leaders, its technology is maturing rapidly and on the cusp of widespread use for surveillance and combat strikes.
"My sense is that China is moving into large-scale deployments of UAVs," said Ian Easton, co-author of a recent report on Chinese drones for the Project 2049 Institute security think tank.

China's move into large-scale drone deployment displays its military's growing sophistication and could challenge U.S. military dominance in the Asia-Pacific. It also could elevate the threat to neighbors with territorial disputes with Beijing, including Vietnam, Japan, India and the Philippines. China says its drones are capable of carrying bombs and missiles as well as conducting reconnaissance, potentially turning them into offensive weapons in a border conflict.

China's increased use of drones also adds to concerns about the lack of internationally recognized standards for drone attacks. The United States has widely employed drones as a means of eliminating terror suspects in Pakistan and the Arabian Peninsula.

"China is following the precedent set by the U.S. The thinking is that, `If the U.S. can do it, so can we. They're a big country with security interests and so are we'," said Siemon Wezeman, a senior fellow at the arms transfers program at the Stockholm International Peace Research Institute in Sweden, or SIPRI.

"The justification for an attack would be that Beijing too has a responsibility for the safety of its citizens. There needs to be agreement on what the limits are," he said.

Though China claims its military posture is entirely defensive, its navy and civilian maritime services have engaged in repeated standoffs with ships from other nations in the South China and East China seas. India, meanwhile, says Chinese troops have set up camp almost 20 kilometers (12 miles) into Indian-claimed territory.

It isn't yet known exactly what China's latest drones are capable of, because, like most Chinese equipment, they remain untested in battle.

The military and associated aerospace firms have offered little information, although in an interview last month with the official Xinhua News Agency, Yang Baikui, chief designer at plane maker COSIC, said Chinese drones were closing the gap but still needed to progress in half a dozen major areas, from airframe design to digital linkups.

Executives at COSIC and drone makers ASN, Avic, and the 611 Institute declined to be interviewed by The Associated Press, citing their military links. The Defense Ministry's latest report on the status of the military released in mid-April made no mention of drones, and spokesman Yang Yujun made only the barest acknowledgement of their existence in response to a question.

"Drones are a new high-tech form of weaponry employed and used by many militaries around the world," Yang said. "China's armed forces are developing weaponry and equipment for the purpose of upholding territorial integrity, national security and world peace. It will pose no threat to any country."

Drones are already patrolling China's borders, and a navy drone was deployed to the western province of Sichuan to provide aerial surveillance following last month's deadly earthquake there.

They may also soon be appearing over China's maritime claims, including Japanese-controlled East China Sea islands that China considers its own. That could sharpen tensions in an area where Chinese and Japanese patrol boats already confront each other on a regular basis and Japan frequently scrambles fighters to tail Chinese manned aircraft.

Extinction

Wittner 11 (Lawrence S. Wittner, Emeritus Professor of History at the State University of New York/Albany, Wittner is the author of eight books, the editor or co-editor of another four, and the author of over 250 published articles and book reviews. From 1984 to 1987, he edited Peace & Change, a journal of peace research., 11/28/2011, "Is a Nuclear War With China Possible?",  www.huntingtonnews.net/14446)
While nuclear weapons exist, there remains a danger that they will be used. After all, for centuries national conflicts have led to wars, with nations employing their deadliest weapons. The current deterioration of U.S. relations with China might end up providing us with yet another example of this phenomenon. The gathering tension between the United States and China is clear enough. Disturbed by China’s growing economic and military strength, the U.S. government recently challenged China’s claims in the South China Sea, increased the U.S. military presence in Australia, and deepened U.S. military ties with other nations in the Pacific region. According to Secretary of State Hillary Clinton, the United States was “asserting our own position as a Pacific power.” But need this lead to nuclear war? Not necessarily. And yet, there are signs that it could. After all, both the United States and China possess large numbers of nuclear weapons. The U.S. government threatened to attack China with nuclear weapons during the Korean War and, later, during the conflict over the future of China’s offshore islands, Quemoy and Matsu. In the midst of the latter confrontation, President Dwight Eisenhower declared publicly, and chillingly, that U.S. nuclear weapons would “be used just exactly as you would use a bullet or anything else.” Of course, China didn’t have nuclear weapons then. Now that it does, perhaps the behavior of national leaders will be more temperate. But the loose nuclear threats of U.S. and Soviet government officials during the Cold War, when both nations had vast nuclear arsenals, should convince us that, even as the military ante is raised, nuclear saber-rattling persists. Some pundits argue that nuclear weapons prevent wars between nuclear-armed nations; and, admittedly, there haven’t been very many—at least not yet. But the Kargil War of 1999, between nuclear-armed India and nuclear-armed Pakistan, should convince us that such wars can occur. Indeed, in that case, the conflict almost slipped into a nuclear war. Pakistan’s foreign secretary threatened that, if the war escalated, his country felt free to use “any weapon” in its arsenal. During the conflict, Pakistan did move nuclear weapons toward its border, while India, it is claimed, readied its own nuclear missiles for an attack on Pakistan. At the least, though, don’t nuclear weapons deter a nuclear attack? Do they? Obviously, NATO leaders didn’t feel deterred, for, throughout the Cold War, NATO’s strategy was to respond to a Soviet conventional military attack on Western Europe by launching a Western nuclear attack on the nuclear-armed Soviet Union. Furthermore, if U.S. government officials really believed that nuclear deterrence worked, they would not have resorted to championing “Star Wars” and its modern variant, national missile defense. Why are these vastly expensive—and probably unworkable—military defense systems needed if other nuclear powers are deterred from attacking by U.S. nuclear might? Of course, the bottom line for those Americans convinced that nuclear weapons safeguard them from a Chinese nuclear attack might be that the U.S. nuclear arsenal is far greater than its Chinese counterpart. Today, it is estimated that the U.S. government possesses over five thousand nuclear warheads, while the Chinese government has a total inventory of roughly three hundred. Moreover, only about forty of these Chinese nuclear weapons can reach the United States. Surely the United States would “win” any nuclear war with China. But what would that “victory” entail? A nuclear attack by China would immediately slaughter at least 10 million Americans in a great storm of blast and fire, while leaving many more dying horribly of sickness and radiation poisoning. The Chinese death toll in a nuclear war would be far higher. Both nations would be reduced to smoldering, radioactive wastelands. Also, radioactive debris sent aloft by the nuclear explosions would blot out the sun and bring on a “nuclear winter” around the globe—destroying agriculture, creating worldwide famine, and generating chaos and destruction. 

Adv 2

Advantage two is the program - 

The plan is key to prevent an escalating public backlash against future drone use

Zenko 13 (Micah Zenko is the Douglas Dillon fellow in the Center for Preventive Action (CPA) at the Council on Foreign Relations (CFR). Previously, he worked for five years at the Harvard Kennedy School and in Washington, DC, at the Brookings Institution, Congressional Research Service, and State Department's Office of Policy Planning, Council Special Report No. 65, January 2013, “U.S. Drone Strike Policies”, i.cfr.org/content/publications/attachments/Drones_CSR65.pdf‎)

In his Nobel Peace Prize acceptance speech, President Obama declared: “Where force is necessary, we have a moral and strategic interest in binding ourselves to certain rules of conduct. Even as we confront a vicious adversary that abides by no rules, I believe the United States of America must remain a standard bearer in the conduct of war.”63 Under President Obama drone strikes have expanded and intensified, and they will remain a central component of U.S. counterterrorism operations for at least another decade, according to U.S. officials.64 But much as the Bush administration was compelled to reform its controversial coun- terterrorism practices, it is likely that the United States will ultimately be forced by domestic and international pressure to scale back its drone strike policies. The Obama administration can preempt this pressure by clearly articulating that the rules that govern its drone strikes, like all uses of military force, are based in the laws of armed conflict and inter- national humanitarian law; by engaging with emerging drone powers; and, most important, by matching practice with its stated policy by limiting drone strikes to those individuals it claims are being targeted (which would reduce the likelihood of civilian casualties since the total number of strikes would significantly decrease). The choice the United States faces is not between unfettered drone use and sacrificing freedom of action, but between drone policy reforms by design or drone policy reforms by default. Recent history demonstrates that domestic political pressure could severely limit drone strikes in ways that the CIA or JSOC have not anticipated. In support of its counterterrorism strategy, the Bush administration engaged in the extraordinary rendition of terrorist suspects to third countries, the use of enhanced interrogation techniques, and warrantless wiretapping. Although the Bush administration defended its policies as critical to protecting the U.S. homeland against terrorist attacks, unprecedented domestic political pressure led to significant reforms or termination. Compared to Bush-era counterterrorism policies, drone strikes are vulnerable to similar—albeit still largely untapped—moral outrage, and they are even more susceptible to political constraints because they occur in plain sight. Indeed, a negative trend in U.S. public opinion on drones is already apparent. Between February and June 2012, U.S. support for drone strikes against suspected terrorists fell from 83 per- cent to 62 percent—which represents less U.S. support than enhanced interrogation techniques maintained in the mid-2000s.65 Finally, U.S. drone strikes are also widely opposed by the citizens of important allies, emerging powers, and the local populations in states where strikes occur.66 States polled reveal overwhelming opposition to U.S. drone strikes: Greece (90 percent), Egypt (89 percent), Turkey (81 percent), Spain (76 percent), Brazil (76 percent), Japan (75 percent), and Pakistan (83 percent).67 This is significant because the United States cannot conduct drone strikes in the most critical corners of the world by itself. Drone strikes require the tacit or overt support of host states or neighbors. If such states decided not to cooperate—or to actively resist—U.S. drone strikes, their effectiveness would be immediately and sharply reduced, and the likelihood of civilian casualties would increase. This danger is not hypothetical. In 2007, the Ethiopian government terminated its U.S. military presence after public revelations that U.S. AC-130 gun- ships were launching attacks from Ethiopia into Somalia. Similarly, in late 2011, Pakistan evicted all U.S. military and intelligence drones, forc- ing the United States to completely rely on Afghanistan to serve as a staging ground for drone strikes in Pakistan. The United States could attempt to lessen the need for tacit host-state support by making signifi- cant investments in armed drones that can be flown off U.S. Navy ships, conducting electronic warfare or missile attacks on air defenses, allow- ing downed drones to not be recovered and potentially transferred to China or Russia, and losing access to the human intelligence networks on the ground that are critical for identifying targets. According to U.S. diplomats and military officials, active resis- tance—such as the Pakistani army shooting down U.S. armed drones— is a legitimate concern. In this case, the United States would need to either end drone sorties or escalate U.S. military involvement by attack- ing Pakistani radar and antiaircraft sites, thus increasing the likelihood of civilian casualties.68 Beyond where drone strikes currently take place, political pressure could severely limit options for new U.S. drone bases. For example, the Obama administration is debating deploying armed drones to attack al-Qaeda in the Islamic Maghreb (AQIM) in North Africa, which would likely require access to a new airbase in the region. To some extent, anger at U.S. sovereignty violations is an inevitable and necessary trade-off when conducting drone strikes. Nevertheless, in each of these cases, domestic anger would partially or fully abate if the United States modified its drone policy in the ways suggested below. 

Legal crisis of geography of targeted killing destroys allied CT cooperation
Tom Parker, Former Policy Director for Terrorism, Counterterrorism and Human Rights at Amnesty International, 9/17/12, U.S. Tactics Threaten NATO, nationalinterest.org/commentary/us-tactics-threaten-nato-7461
The European Court of Human Rights established its jurisdiction over stabilization operations in Iraq, and by implication its writ extends to Afghanistan as well. The British government has lost a series of cases before the court relating to its operations in southern Iraq. This means that concepts such as the right to life, protection from arbitrary punishment, remedy and due process apply in areas under the effective control of European forces. Furthermore, the possibility that intelligence provided by any of America’s European allies could be used to target a terrorism suspect in Somalia or the Philippines for a lethal drone strike now raises serious criminal liability issues for the Europeans.
The United States conducts such operations under the legal theory that it is in an international armed conflict with Al Qaeda and its affiliates that can be pursued anywhere on the globe where armed force may be required. But not one other member of NATO shares this legal analysis, which flies in the face of established international legal norms. The United States may have taken issue with the traditional idea that wars are fought between states and not between states and criminal gangs, but its allies have not.

The heads of Britain’s foreign and domestic intelligence services have been surprisingly open about the “inhibitions” that this growing divergence has caused the transatlantic special relationship, telling Parliament that it has become an obstacle to intelligence sharing. European attitudes are not going to change—the European Court of Human Rights is now deeply embedded in European life, and individual European governments cannot escape its oversight no matter how well disposed they are to assist the United States.

The United States has bet heavily on the efficacy of a new array of counterterrorism powers as the answer to Al Qaeda. In doing so it has evolved a concept of operations that has much more in common with the approach to terrorist threats taken by Israel and Russia than by its European partners. There has been little consideration of the wider strategic cost of these tactics, even as the Obama administration doubles down and extends their use. Meanwhile, some of America’s oldest and closest allies are beginning to place more and more constraints on working with U.S. forces.

Allied intel sharing key to program effectiveness

Walsh 10

Dr. James Igoe Walsh is Professor of Political Science at the University of North Carolina at Charlotte, Emerging Transnational (In)security Governance, 2010, "Intelligence-sharing and United States Counterterrorism Policy", http://www.politicalscience.uncc.edu/jwalsh/bilkent.pdf
Accurate intelligence allows the government to bring to bear its police, military, and other resources to disrupt a terrorist group's activities. As Derek Reveron puts it. “the war on terror requires high levels of intelligence to identify a threat relative to the amount of force required to neutralize it. This fact elevates intelligence in importance and places it on the frontline against terrorism.” Intelligence is most useful for elements of counter-terrorism policy that aim to disrupt such groups’ recruitment, financing, security of operations, bases, movement of personnel, and so on, through actions of military, police, intelligence, and judicial arms of the state. Intelligence is also very useful for internal or homeland security if it can identify likely targets that should be better protected against attack. operational intelligence is less important for policies aimed at reducing support for terrorist groups by, for example, promoting economic development or democracy. However, analysis that draws on secret intelligence might assist policymakers in better implementing such policies by, for example, accurately specifying the grievances that motivate terrorist groups and their supporters.

Al Qaeda's objectives and organization make it a uniquely dangerous terrorist foe, and one on which it is exceptionally difficult to collect accurate and useful intelligence. It has demonstrated its willingness and ability to launch high-casualty attacks within the United states and against American interests abroad. It sponsors or supports local terrorist movements or insurgencies around the world, including those in Algeria, Egypt, Iraq, Afghanistan, India, Indonesia, and Russia. The organization carefully selects members of high intelligence and initiative from many nationalities, giving it the ability to lead and work with local recruits in many parts of the world, to undertake complex, carefully planned, and long-term missions, and to study and learn from its own experiences as well as those of other terrorist groups. Al Qaeda has the ability to adapt successfully to unforeseen developments. It has changed the means by which it communicates information to operatives frequently, and has maintained its planning and operations despite losing its base in Afghanistan in late 2001. And it devotes a great deal of energy to maintaining operational security.2

The fact that al Qaeda is a transnational group makes countering it even more difficult. Al Qaeda has proven that it is a terrorist organization of truly global reach, having launched attacks in dozens of countries. It has members and supporters in even more countries, giving it numerous sources of funds and recruits and multiple locations for organizing, training, and hiding its members. These include states with weak or failed governments, who are unable to counter the group, as well as those with powerful political elements that share some of al Qaeda’s objectives and thus are unwilling to counter it. Al Qaeda’s transnational scope has led it to adopt an organizational form that is less hierarchical than many other terrorist groups. This means that eliminating one or a few leaders of the organization in one location will not seriously disrupt the ability of branches in other locations to continue operating.3

Transnational organization also means that other countries can contribute intelligence that the United States would find costly or impossible to collect on its own. Countries in which al Qaeda operates are almost always in a better position to collect “human intelligence” from defectors or agents on the group. A common criticism of the United States intelligence community is that it has devoted too many resources to the collection and analysis of highly technical forms of intelligence — gathered, for example, from advanced satellites or communication interception systems. Other governments rely more heavily on the collection of human intelligence, and often have a cadre of trained intelligence personnel that are native to the linguistic and cultural environment in which al Qaeda operates in their country. This allows them to make connections with potential informants more easily, and to place the intelligence provided by such informants in the appropriate context. Countries in western Europe, north Africa, the Persian Gulf, and South and Southeast Asia are able to collect intelligence that the United States is unable to gather, and can engage in mutually beneficial intelligence-sharing with the United States.4

Drones are effective and alternatives are worse—a clear policy solves criticism

Byman 13 (Daniel Byman, Brookings Institute Saban Center for Middle East Policy, Research Director, and Foreign Policy, Senior Fellow, July/Aug 2013, “Why Drones Work: The Case for the Washington's Weapon of Choice”, www.brookings.edu/research/articles/2013/06/17-drones-obama-weapon-choice-us-counterterrorism-byman)

Despite President Barack Obama’s recent call to reduce the United States’ reliance on drones, they will likely remain his administration’s weapon of choice. Whereas President George W. Bush oversaw fewer than 50 drone strikes during his tenure, Obama has signed off on over 400 of them in the last four years, making the program the centerpiece of U.S. counterterrorism strategy. The drones have done their job remarkably well: by killing key leaders and denying terrorists sanctuaries in Pakistan, Yemen, and, to a lesser degree, Somalia, drones have devastated al Qaeda and associated anti-American militant groups. And they have done so at little financial cost, at no risk to U.S. forces, and with fewer civilian casualties than many alternative methods would have caused. Critics, however, remain skeptical. They claim that drones kill thousands of innocent civilians, alienate allied governments, anger foreign publics, illegally target Americans, and set a dangerous precedent that irresponsible governments will abuse. Some of these criticisms are valid; others, less so. In the end, drone strikes remain a necessary instrument of counterterrorism. The United States simply cannot tolerate terrorist safe havens in remote parts of Pakistan and elsewhere, and drones offer a comparatively low-risk way of targeting these areas while minimizing collateral damage. So drone warfare is here to stay, and it is likely to expand in the years to come as other countries’ capabilities catch up with those of the United States. But Washington must continue to improve its drone policy, spelling out clearer rules for extrajudicial and extraterritorial killings so that tyrannical regimes will have a harder time pointing to the U.S. drone program to justify attacks against political opponents. At the same time, even as it solidifies the drone program, Washington must remain mindful of the built-in limits of low-cost, unmanned interventions, since the very convenience of drone warfare risks dragging the United States into conflicts it could otherwise avoid. NOBODY DOES IT BETTER The Obama administration relies on drones for one simple reason: they work. According to data compiled by the New America Foundation, since Obama has been in the White House, U.S. drones have killed an estimated 3,300 al Qaeda, Taliban, and other jihadist operatives in Pakistan and Yemen. That number includes over 50 senior leaders of al Qaeda and the Taliban—top figures who are not easily replaced. In 2010, Osama bin Laden warned his chief aide, Atiyah Abd al-Rahman, who was later killed by a drone strike in the Waziristan region of Pakistan in 2011, that when experienced leaders are eliminated, the result is “the rise of lower leaders who are not as experienced as the former leaders” and who are prone to errors and miscalculations. And drones also hurt terrorist organizations when they eliminate operatives who are lower down on the food chain but who boast special skills: passport forgers, bomb makers, recruiters, and fundraisers. Drones have also undercut terrorists’ ability to communicate and to train new recruits. In order to avoid attracting drones, al Qaeda and Taliban operatives try to avoid using electronic devices or gathering in large numbers. A tip sheet found among jihadists in Mali advised militants to “maintain complete silence of all wireless contacts” and “avoid gathering in open areas.” Leaders, however, cannot give orders when they are incommunicado, and training on a large scale is nearly impossible when a drone strike could wipe out an entire group of new recruits. Drones have turned al Qaeda’s command and training structures into a liability, forcing the group to choose between having no leaders and risking dead leaders. Critics of drone strikes often fail to take into account the fact that the alternatives are either too risky or unrealistic. To be sure, in an ideal world, militants would be captured alive, allowing authorities to question them and search their compounds for useful information. Raids, arrests, and interrogations can produce vital intelligence and can be less controversial than lethal operations. That is why they should be, and indeed already are, used in stable countries where the United States enjoys the support of the host government. But in war zones or unstable countries, such as Pakistan, Yemen, and Somalia, arresting militants is highly dangerous and, even if successful, often inefficient. In those three countries, the government exerts little or no control over remote areas, which means that it is highly dangerous to go after militants hiding out there. Worse yet, in Pakistan and Yemen, the governments have at times cooperated with militants. If the United States regularly sent in special operations forces to hunt down terrorists there, sympathetic officials could easily tip off the jihadists, likely leading to firefights, U.S. casualties, and possibly the deaths of the suspects and innocent civilians. Of course, it was a Navy SEAL team and not a drone strike that finally got bin Laden, but in many cases in which the United States needs to capture or eliminate an enemy, raids are too risky and costly. And even if a raid results in a successful capture, it begets another problem: what to do with the detainee. Prosecuting detainees in a federal or military court is difficult because often the intelligence against terrorists is inadmissible or using it risks jeopardizing sources and methods. And given the fact that the United States is trying to close, rather than expand, the detention facility at Guantánamo Bay, Cuba, it has become much harder to justify holding suspects indefinitely. It has become more politically palatable for the United States to kill rather than detain suspected terrorists. Furthermore, although a drone strike may violate the local state’s sovereignty, it does so to a lesser degree than would putting U.S. boots on the ground or conducting a large-scale air campaign. And compared with a 500-pound bomb dropped from an F-16, the grenade like warheads carried by most drones create smaller, more precise blast zones that decrease the risk of unexpected structural damage and casualties. Even more important, drones, unlike traditional airplanes, can loiter above a target for hours, waiting for the ideal moment to strike and thus reducing the odds that civilians will be caught in the kill zone. Finally, using drones is also far less bloody than asking allies to hunt down terrorists on the United States’ behalf. The Pakistani and Yemeni militaries, for example, are known to regularly torture and execute detainees, and they often indiscriminately bomb civilian areas or use scorched-earth tactics against militant groups. 

Drone-based decapitation strategy key

Johnston 12 (Patrick B. Johnston is an associate political scientist at the RAND Corporation, a nonprofit, nonpartisan research institution. He is the author of "Does Decapitation Work? Assessing the Effectiveness of Leadership Targeting in Counterinsurgency Campaigns," published in International Security (Spring 2012)., 8/22/2012, "Drone Strikes Keep Pressure on al-Qaida", www.rand.org/blog/2012/08/drone-strikes-keep-pressure-on-al-qaida.html)

Should the U.S. continue to strike at al-Qaida's leadership with drone attacks? A recent poll shows that while most Americans approve of drone strikes, in 17 out of 20 countries, more than half of those surveyed disapprove of them.

My study of leadership decapitation in 90 counter-insurgencies since the 1970s shows that when militant leaders are captured or killed militant attacks decrease, terrorist campaigns end sooner, and their outcomes tend to favor the government or third-party country, not the militants.

Those opposed to drone strikes often cite the June 2009 one that targeted Pakistani Taliban leader Baitullah Mehsud at a funeral in the Tribal Areas. That strike reportedly killed 60 civilians attending the funeral, but not Mehsud. He was killed later by another drone strike in August 2009. His successor, Hakimullah Mehsud, developed a relationship with the foiled Times Square bomber Faisal Shahzad, who cited drone strikes as a key motivation for his May 2010 attempted attack.

Compared to manned aircraft, drones have some advantages as counter-insurgency tools, such as lower costs, longer endurance and the lack of a pilot to place in harm's way and risk of capture. These characteristics can enable a more deliberative targeting process that serves to minimize unintentional casualties. But the weapons employed by drones are usually identical to those used via manned aircraft and can still kill civilians—creating enmity that breeds more terrorists.

Yet many insurgents and terrorists have been taken off the battlefield by U.S. drones and special-operations forces. Besides Mehsud, the list includes Anwar al-Awlaki of al-Qaida in the Arabian Peninsula; al-Qaida deputy leader Abu Yahya al-Li-bi; and, of course, al-Qaida leader Osama bin Laden. Given that list, it is possible that the drone program has prevented numerous attacks by their potential followers, like Shazad.

What does the removal of al-Qaida leadership mean for U.S. national security? Though many in al-Qaida's senior leadership cadre remain, the historical record suggests that "decapitation" will likely weaken the organization and could cripple its ability to conduct major attacks on the U.S. homeland.

Killing terrorist leaders is not necessarily a knockout blow, but can make it harder for terrorists to attack the U.S. Members of al-Qaida's central leadership, once safely amassed in northwestern Pakistan while America shifted its focus to Iraq, have been killed, captured, forced underground or scattered to various locations with little ability to communicate or move securely.

Recently declassified correspondence seized in the bin Laden raid shows that the relentless pressure from the drone campaign on al-Qaida in Pakistan led bin Laden to advise al-Qaida operatives to leave Pakistan's Tribal Areas as no longer safe. Bin Laden's letters show that U.S. counterterrorism actions, which had forced him into self-imposed exile, had made running the organization not only more risky, but also more difficult.

As al-Qaida members trickle out of Pakistan and seek sanctuary elsewhere, the U.S. military is ramping up its counterterrorism operations in Somalia and Yemen, while continuing its drone campaign in Pakistan. Despite its controversial nature, the U.S. counter-terrorism strategy has demonstrated a degree of effectiveness.

The Obama administration is committed to reducing the size of the U.S. military's footprint overseas by relying on drones, special operations forces, and other intelligence capabilities. These methods have made it more difficult for al-Qaida remnants to reconstitute a new safe haven, as Osama bin Laden did in Afghanistan in 1996, after his ouster from Sudan.

Extinction
Owen B. Toon 07, chair of the Department of Atmospheric and Oceanic Sciences at CU-Boulder, et al., April 19, 2007, “Atmospheric effects and societal consequences of regional scale nuclear conflicts and acts of individual nuclear terrorism,” online: http://climate.envsci.rutgers.edu/pdf/acp-7-1973-2007.pdf
To an increasing extent, people are congregating in the world’s great urban centers, creating megacities with populations exceeding 10 million individuals. At the same time, advanced technology has designed nuclear explosives of such small size they can be easily transported in a car, small plane or boat to the heart of a city. We demonstrate here that a single detonation in the 15 kiloton range can produce urban fatalities approaching one million in some cases, and casualties exceeding one million. Thousands of small weapons still exist in the arsenals of the U.S. and Russia, and there are at least six other countries with substantial nuclear weapons inventories. In all, thirty-three countries control sufficient amounts of highly enriched uranium or plutonium to assemble nuclear explosives. A conflict between any of these countries involving 50-100 weapons with yields of 15 kt has the potential to create fatalities rivaling those of the Second World War. Moreover, even a single surface nuclear explosion, or an air burst in rainy conditions, in a city center is likely to cause the entire metropolitan area to be abandoned at least for decades owing to infrastructure damage and radioactive contamination. As the aftermath of hurricane Katrina in Louisiana suggests, the economic consequences of even a localized nuclear catastrophe would most likely have severe national and international economic consequences. Striking effects result even from relatively small nuclear attacks because low yield detonations are most effective against city centers where business and social activity as well as population are concentrated. Rogue nations and terrorists would be most likely to strike there. Accordingly, an organized attack on the U.S. by a small nuclear state, or terrorists supported by such a state, could generate casualties comparable to those once predicted for a full-scale nuclear “counterforce” exchange in a superpower conflict. Remarkably, the estimated quantities of smoke generated by attacks totaling about one megaton of nuclear explosives could lead to significant global climate perturbations (Robock et al., 2007). While we did not extend our casualty and damage predictions to include potential medical, social or economic impacts following the initial explosions, such analyses have been performed in the past for large-scale nuclear war scenarios (Harwell and Hutchinson, 1985). Such a study should be carried out as well for the present scenarios and physical outcomes.
Also causes US-Russia miscalc - extinction

Barrett et al. 13—PhD in Engineering and Public Policy from Carnegie Mellon University, Fellow in the RAND Stanton Nuclear Security Fellows Program, and Director of Research at Global Catastrophic Risk Institute—AND Seth Baum, PhD in Geography from Pennsylvania State University, Research Scientist at the Blue Marble Space Institute of Science, and Executive Director of Global Catastrophic Risk Institute—AND Kelly Hostetler, BS in Political Science from Columbia and Research Assistant at Global Catastrophic Risk Institute (Anthony, 24 June 2013, “Analyzing and Reducing the Risks of Inadvertent Nuclear War Between the United States and Russia,” Science & Global Security: The Technical Basis for Arms Control, Disarmament, and Nonproliferation Initiatives, Volume 21, Issue 2, Taylor & Francis)

War involving significant fractions of the U.S. and Russian nuclear arsenals, which are by far the largest of any nations, could have globally catastrophic effects such as severely reducing food production for years, 1 potentially leading to collapse of modern civilization worldwide, and even the extinction of humanity. 2 Nuclear war between the United States and Russia could occur by various routes, including accidental or unauthorized launch; deliberate first attack by one nation; and inadvertent attack. In an accidental or unauthorized launch or detonation, system safeguards or procedures to maintain control over nuclear weapons fail in such a way that a nuclear weapon or missile launches or explodes without direction from leaders. In a deliberate first attack, the attacking nation decides to attack based on accurate information about the state of affairs. In an inadvertent attack, the attacking nation mistakenly concludes that it is under attack and launches nuclear weapons in what it believes is a counterattack. 3 (Brinkmanship strategies incorporate elements of all of the above, in that they involve intentional manipulation of risks from otherwise accidental or inadvertent launches. 4 ) Over the years, nuclear strategy was aimed primarily at minimizing risks of intentional attack through development of deterrence capabilities, and numerous measures also were taken to reduce probabilities of accidents, unauthorized attack, and inadvertent war. For purposes of deterrence, both U.S. and Soviet/Russian forces have maintained significant capabilities to have some forces survive a first attack by the other side and to launch a subsequent counter-attack. However, concerns about the extreme disruptions that a first attack would cause in the other side's forces and command-and-control capabilities led to both sides’ development of capabilities to detect a first attack and launch a counter-attack before suffering damage from the first attack. 5 Many people believe that with the end of the Cold War and with improved relations between the United States and Russia, the risk of East-West nuclear war was significantly reduced. 6 However, it also has been argued that inadvertent nuclear war between the United States and Russia has continued to present a substantial risk. 7 While the United States and Russia are not actively threatening each other with war, they have remained ready to launch nuclear missiles in response to indications of attack. 8 False indicators of nuclear attack could be caused in several ways. First, a wide range of events have already been mistakenly interpreted as indicators of attack, including weather phenomena, a faulty computer chip, wild animal activity, and control-room training tapes loaded at the wrong time. 9 Second, terrorist groups or other actors might cause attacks on either the United States or Russia that resemble some kind of nuclear attack by the other nation by actions such as exploding a stolen or improvised nuclear bomb, 10 especially if such an event occurs during a crisis between the United States and Russia. 11 A variety of nuclear terrorism scenarios are possible. 12 Al Qaeda has sought to obtain or construct nuclear weapons and to use them against the United States. 13 Other methods could involve attempts to circumvent nuclear weapon launch control safeguards or exploit holes in their security. 14 It has long been argued that the probability of inadvertent nuclear war is significantly higher during U.S.–Russian crisis conditions, 15 with the Cuban Missile Crisis being a prime historical example. It is possible that U.S.–Russian relations will significantly deteriorate in the future, increasing nuclear tensions. There are a variety of ways for a third party to raise tensions between the United States and Russia, making one or both nations more likely to misinterpret events as attacks. 16
Plan

Plan: The United States federal government should establish a quantum of information framework requiring a clear and convincing standard for targeted killing outside zones of active hostilities.

Solvency

Establishing a clear and convincing requirement for out of combat zone targeting resolves the legal controversy

Geoffrey S. Corn, Associate Professor of Law at South Texas College of Law in Houston, Texas. Previously Lieutenant Colonel, U.S. Army and Special Assistant to the U.S. Army Judge Advocate General for Law of War Matters, 2012, Targeting, Command Judgment, and a Proposed Quantum of Information Component, http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1762894
Many legal experts have criticized the invocation of LOAC authority as a justification for using predator drones to attack individuals significantly removed from the area of active combat operations in Afghanistan or Iraq.224 This criticism has focused on both the inherent invalidity of characterizing the struggle against terrorism as an armed conflict225 and the invalidity of treating civilian terrorists as lawful military objectives.226 Addressing these criticisms is well beyond the scope of this article, which assumes arguendo that these characterizations are justified and that the United States will continue to invoke the LOAC to justify attack on such individuals. 227 Instead, what is critical for this analysis is the requisite quantum of information necessary to justify the military objective determination and render the attack on such individuals reasonable. While this may have been close to conclusive in the case of Osama bin Laden, it is far more complex for a deliberate attack of “day-to-day” terrorist operatives.228

One of the most complex legal issues resulting from the U.S. decision to characterize the struggle against transnational terrorism as an armed conflict is the legality of targeting nonstate belligerent actors outside of the area of active combat operations. This challenge is exemplified by the debate over the use of predator drones to attack suspected Al Qaeda operatives in places like Pakistan, Somalia, and Yemen.230 One aspect of these attacks that is straightforward is identifying the legal basis relied on by the United States: a determination that the individual subjects of attack qualify as lawful military objectives.231

The quantum related to the determination of target legality becomes critical in this decision-making process. In essence, targeting of such terrorist operatives adds new levels of complexity to this complicated issue of targeting civilians who take a direct part in hostilities. Initially, it is not even clear that if al Qaeda operatives fall within the LOAC targeting authority they should be considered presumptive civilians.232 Although the emerging concept of continuing combat function seems to accommodate the perceived need to attack such operatives, the position of the United States appears to indicate that they are instead considered enemy belligerents for targeting purposes, not civilians taking direct part in hostilities (a position which ironically finds some support in the Direct Participation Interpretive Guidance).233 Irrespective of whether the legality of targeting these individuals is analyzed by application of the direct part in hostilities rule or by application of the principle of military objective (by treating these individuals as enemy belligerents), the threat identification issue remains extremely complex. Under either category, the basis upon which the target legality judgment will be made will invariably focus on the continuing and habitual conduct of the individual.

Relying on conduct as a basis to determine target legality is unfailingly more difficult than relying on a traditional objective indication of military status such as a uniform. However, this has always been the criterion used to determine whether a civilian directly participates in hostilities.234 This conduct-based targeting determination is already complex in the context of ongoing ground combat operations. It becomes increasingly more difficult as the individual object of attack becomes further removed from the area of direct hostilities. Under the traditional restrictive definition of direct participation in hostilities, the weight of the presumption of civilian status arguably increases with attenuation from an area of active ground combat operations. This is the simple consequence of the reality that individuals can only take a direct part in hostilities in the vicinity of combat operations. But the nature of transnational terrorist operations has called into question the correlation between proximity to an area of active combat operations and the weight of the presumption of civilian status.235

This complexity is at the heart of the debate surrounding the ICRC Interpretive Guidance.236 The continuous combat function concept endorsed by that study is an implicit recognition of the effect of the asymmetrical tactics relied upon by contemporary nonstate actors engaged in armed hostilities.237 These tactics may result in the legitimate determination that individuals who are not proximate to an area of active combat operations may nonetheless directly participate in hostilities. The controversy associated with this proposition is ostensibly based in part on the risk of error associated with the determination of target legality rather than the conclusion that direct participation in hostilities does not always require proximity to actual combat operations.238 Recognizing this concern justifies a demanding quantum of information to warrant the determination that an individual is taking a direct part in hostilities (and therefore may be attacked) when attenuated from active military operations. In short, the controversy associated with engaging in these attacks when coupled with the inherent risk of error in the determination of target legality warrants a quantum requirement that will contribute to accuracy and legitimacy.

Commanders cannot be expected to achieve absolute accuracy in their judgments. Still, it does seem legitimate to require that the information available be sufficient to clearly support the target legality conclusion that such individuals are in fact lawful objects of attack.239 At least one scholar has proposed imposing a proof beyond a reasonable doubt standard,240 which would certainly be the most demanding quantum standard. However, the inherent judicial nature of this standard and the vagaries of its meaning call into question the utility of this proposal. A clear and convincing requirement seems more logically suited to this decision- making context. Commanders would be required to assess available information and conclude not merely that it is more likely than not that the individual nominated for attack is an enemy belligerent, but that the information establishes this status so convincingly that the conclusion is clear. This quantum standard would require the commander to be convinced that the available information excludes any alternate hypothesis inconsistent with the conclusion that the individual nominated for attack is in fact an enemy belligerent.242 Unless available information provides that level of certitude, the commander would be required to forego attack. This demanding standard of proof would facilitate attack on enemies operating outside a conflict area while limiting such attacks to only those cases involving a high degree of certitude. In so doing, it would mitigate the risk associated with what many believe is an overbroad assertion of the LOAC-based targeting authority, protect the government from allegations that targeting decisions are arbitrary in nature, and preserve the ability to attack when the government is able to amass this type of compelling intelligence.

That resolves TK legitimacy and geography drone norms

Geoffrey Corn, South Texas College of Law, Professor of Law and Presidential Research Professor, J.D., 2013, Geography of Armed Conflict: Why it is a Mistake to Fish for the Red Herring http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2179720
This does not mean that the uncertainties created by the intersection of threat-based scope and TAC are insignificant. To the contrary, extending the concept of armed conflict to a transnational non-State opponent has resulted in significant discomfort related to the assertion of State military power. But attempting to decouple the permissible geography of armed conflict from threat driven strategy by imposing some arbitrary legal limit on the geographic scope of TAC is an unrealistic and ultimately futile endeavor. Other solutions to these uncertainties must be pursued—solutions that mitigate the perceived over-breadth of authority associated with TAC. As explained below, these solutions should focus on four considerations:

(1) managing application of the inherent right of self-defense when it results in action within the sovereign territory of a non-consenting State;

(2) adjusting the traditional targeting methodology to account for the increased uncertainties associated with TAC threat identification;

 (3) considering the feasibility of a “functional hors de combat” test to account for incapacitating enemy belligerents incapable of offering hostile resistance; and

(4) continuing to enhance the process for ensuring that preventive detention of captured belligerent operatives does not become unjustifiably protracted in duration.

This essay does not seek to develop each of these mitigation measures in depth. Instead, it proposes that focusing on these (and perhaps other innovations in existing legal norms) is a more rational approach to mitigating the impact of TAC than imposing an arbitrary geographic scope limitation. Other scholars have already begun to examine some of these concepts, a process that will undoubtedly continue in the future. Whether these innovations take the form of law or policy is another complex question, which should be the focus of exploration and debate. In short, rejecting the search for geographic limits on the scope of TAC should not be equated with ignorance of the risks attendant with this broad conception of armed conflict. Instead, it must be based on the premise that even if such a limit were proposed, it would ultimately prove ineffective in preventing the conduct of operations against transnational non-State threats where the State concludes such operations will produce a decisive effect. Instead, focusing on the underlying issues themselves and considering how the law might be adjusted to account for actual or perceived authority over-breadth is a more pragmatic response to these concerns.

A. Jus ad Bellum and the Authority to Take the Fight to the Enemy

One example of proposals to mitigate the risk of over-breadth associated with TAC is the “unable or unwilling” test highlighted by the scholarship of Professor Ashley Deeks.53 Deeks proposes a methodology for balancing a State’s inherent right to defend itself against transnational non-State threats and the sovereignty of other States where threat operatives are located. Because the law of neutrality cannot provide the framework for balancing these interests (as it does in the context of international armed conflicts), Deeks acknowledges that some other framework is necessary to limit resort to military force outside “hot zones,” even when justified as a measure of national self-defense. The test she proposes seeks to limit selfhelp uses of military force to situations of absolute necessity by imposing a set of conditions that must be satisfied to provide some objective assurance that the intrusion into another State’s territory is a genuine measure of last resort.54 This is pure lex lata,55 so is Deeks, to an extent. However, Deeks, having served in the Department of State Legal Advisor’s Office, recognizes that if TAC is a reality (which it is for the United States), these innovations are necessary to ensure it does not result in unjustifiably overbroad U.S. military action.

B. Target Identification and Engagement

This is precisely the approach that should be considered in the jus in bello branch of conflict regulation to achieve an analogous balance between necessity and risk during the execution of combat operations. Even assuming the “unable or unwilling” test effectively limits the exercise of national selfdefense in response to transnational terrorism, it in no way mitigates the risks associated with the application of combat power once an operation is authorized.

The in bello targeting framework is an obvious starting point for this type of exploration of the concept and its potential adjustment.56 Indeed, it seems increasingly apparent that while TAC suggests a broad scope of authority to employ combat power in a LOAC framework with no geographic constraint, the consternation generated by this effect is a result of the uncertainty produced by the complexity of threat recognition. This consternation is most acute in relation to three aspects of action to incapacitate terrorist belligerent operatives: the relationship between threat recognition and the authority to kill as a measure of first resort (the difficulty of applying the principle of distinction when confronting irregular enemy belligerent forces); the pragmatic illogic of asserting the right to kill as a measure of first resort to an individual subject to capture with virtually no risk to U.S. forces; and the ability to apply this targeting authority against unconventional enemy operatives located outside of “hot zones”.57

These concerns flow from the intersection of a battlespace that is functionally unrestricted by geography and the unconventional nature of the terrorist belligerent operative. The combined effect of these factors is a target identification paradigm that defies traditional threat recognition methodologies: no uniform, no established doctrine, no consistent locus of operations, and dispersed capabilities.58 It is certainly true that threat identification challenges are in no way unique to TAC; threat identification has always been difficult, especially in the context of “traditional” noninternational armed conflicts involving unconventional belligerent opponents. Yet, when this threat recognition uncertainty was confined to the geography of one State, it was never perceived to be as problematic as it is in the context of TAC. This is perplexing. In both contexts, the unconventional nature of the enemy increases the risk of mistake in the target selection and engagement process.59 Thus, employing the same approach is completely logical.

Two factors appear to provide an explanation for the increased concern over the threat identification uncertainty in the context of TAC. One of these is beyond the scope of “mitigation solutions,” while the other is not. The first is the increased public awareness and interest in both the legal authority to use military force and the legality of the conduct of hostilities, a factor that inevitably increases the scrutiny on military power under the rubric of TAC. This pervasive and intense interest in and legal critique of military operations associated with what is euphemistically called the war on terror is truly unprecedented. In this “lawfare” environment, it is unsurprising that government action that deprives individuals of life as a measure of first resort or subjects them to preventive detention that may last a lifetime—often impacting individuals located far beyond a “hot zone” of armed hostilities—generates intense legal scrutiny.60 This factor, whether a net positive or negative, is a reality that is unlikely to abate in the foreseeable future.
In an article published in the Brooklyn Law Review, I proposed a sliding quantum of information related to the assessment of targeting legality based on relative proximity to a “hot zone.”62 In essence, I proposed that when conducting operations against unconventional non-State operatives, the reasonableness of a target legality judgment requires increased informational certainty the more attenuated the nominated target becomes to a zone of traditional combat operations. The concept was proposed as a measure to mitigate the increased risk of targeting error when engaging an unconventional belligerent operative in an area that itself does not indicate belligerent activity. Jennifer Daskal offers a similar proposal in her article, The Geography of the Battlefield.63 Daskal presents a more comprehensive approach to adjusting the traditional targeting framework when applied to the TAC context. Both of these articles seek to mitigate the consequence of applying broad LOAC authority against a dispersed and unconventional enemy; both methods that should continue to be explored.
[Note: This clarifies Corn is talking about proposals that seek to legally limit TAC authority (transnational armed conflict) – that is referring to the “armed conflict” legal apparatus that regulates the US armed conflict against AQ, which allows for the use of force and what not. If the US did legally confine the armed conflict, then law enforcement and human rights law would apply outside of the battlefield. Clearly, that is not the plan, as we only add a mitigation measure to a single armed conflict operation.]

Congressional restriction key to credibility and signal
Kenneth Anderson, Professor of Law, Washington College of Law, American University, and Research Fellow, The Hoover Institution, Stanford University and Member of its Task Force on National Security and the Law, 5/11/2009, Targeted Killing in U.S. Counterterrorism Strategy and Law, http://www.brookings.edu/~/media/research/files/papers/2009/5/11%20counterterrorism%20anderson/0511_counterterrorism_anderson.pdf

What Should Congress Do?

Does this analysis offer any practical policy prescriptions for Congress and the administration? The problem is not so much a need for new legislation to create new structures or new policies. The legislative category in which many instances of targeted killing might take place in the future already exists. The task for Congress and the administration, rather, is instead to preserve a category that is likely to be put under pressure in the future and, indeed, is already seen by many as a legal non-starter under international law.

Before addressing what Congress should do in this regard, we might ask from a strictly strategic political standpoint whether, given that the Obama Administration is committed to this policy anyway, whether it is politically prudent to draw public attention to the issue at all. Israeli officials might be threatened with legal action in Spain; but so far no important actor has shown an appetite for taking on the Obama Administration. Perhaps it is better to let sleeping political dogs lie.

These questions require difficult political calculations. However, the sources cited above suggest that even if no one is quite prepared at this moment to take on the Obama Administration on targeted killing, the intellectual and legal pieces of the challenge are already set up and on the table. Having asserted certain positions concerning human rights law and its application and the United States having unthinkingly abandoned its self-defense rationale for its policy, the play can be made at any time—at some later time in the Obama Administration or in the next Republican administration, prying apart the “American” position to create a de facto alliance among Democrats and Europeans and thereby undermining the ability of the United States to craft a unified American security strategy.101 The United States would be best served if the Obama Administration did that exceedingly rare thing in international law and diplomacy: Getting the United States out in front of the issue by making plain the American position, rather than merely reacting in surprise when its sovereign prerogatives are challenged by the international soft-law community.

The deeper issue here is not merely a strategic and political one about targeted killing and drones but goes to the very grave policy question of whether it is time to move beyond the careful ambiguity of the CIA’s authorizing statute in referring to covert uses of force under the doctrines of vital national interest and self-defense. Is it time to abandon strategic ambiguity with regards to the Fifth Function and assert the right to use force in self-defense and yet in “peacetime”—that is, outside of the specific context of an armed conflict within the meaning of international humanitarian law? Quite possibly, the strategic ambiguity, in a world in which secrecy is more and more difficult, and in the general fragmentation of voice and ownership of international law, has lost its raison d’etre. This is a larger question than the one undertaken here, but on a range of issues including covert action, interrogation techniques, detention policy, and others, a general approach of overt legislation that removes ambiguity is to be preferred.

The single most important role for Congress to play in addressing targeted killings, therefore, is the open, unapologetic, plain insistence that the American understanding of international law on this issue of self-defense is legitimate. The assertion, that is, that the United States sees its conduct as permissible for itself and for others. And it is the putting of congressional strength behind the official statements of the executive branch as the opinio juris of the United States, its authoritative view of what international law is on this subject. If this statement seems peculiar, that is because the task—as fundamental as it is—remains unfortunately poorly understood.

Yet if it is really a matter of political consensus between Left and Right that targeted killing is a tool of choice for the United States in confronting its non-state enemies, then this is an essential task for Congress to play in support of the Obama Administration as it seeks to speak with a single voice for the United States to the rest of the world. The Congress needs to backstop the administration in asserting to the rest of the world— including to its own judiciary—how the United States understands international law regarding targeted killing. And it needs to make an unapologetic assertion that its views, while not dispositive or binding on others, carry international authority to an extent that relatively few others do—even in our emerging multi-polar world. International law traditionally, after all, accepts that states with particular interests, power, and impact in the world, carry more weight in particular matters than other states. The American view of maritime law matters more than does landlocked Bolivia’s. American views on international security law, as the core global provider of security, matter more than do those of Argentina, Germany or, for that matter, NGOs or academic commentators. But it has to speak—and speak loudly—if it wishes to be heard. It is an enormously important instance of the need for the United States to re-take “ownership” of international law— not as its arbiter, nor as the superpower alone, but as a very powerful, very important, and very legitimate sovereign state.

Intellectually, continuing to squeeze all forms and instances of targeted killing by standoff platform under the law of IHL armed conflict is probably not the most analytically compelling way to proceed. It is certainly not a practical long-term approach. Not everyone who is an intuitively legitimate target from the standpoint of self-defense or vital national security, after all, will be already part of an armed conflict or combatant in the strict IHL sense. Requiring that we use such IHL concepts for a quite different category is likely to have the deleterious effect of deforming the laws of war, over the long term—starting, for example, with the idea of a “global war,” which is itself a certain deformation of the IHL concept of hostilities and armed conflict.

2AC

Norms

The plan standard restricts targeted killing operations—that logically includes signature strikes

Alston, U.N. Special Rapporteur on Extrajudicial, Summary, or Arbitrary Executions, 5/28/2010
(Philip, “Study on Targeted Killings,” U.N. General Assembly, Human Rights Council, Fourteenth Session, http://www2.ohchr.org/english/bodies/hrcouncil/docs/14session/A.HRC.14.24.Add6.pdf)

A. Definition of “targeted killing” 

7. Despite the frequency with which it is invoked, “targeted killing” is not a term defined under international law. Nor does it fit neatly into any particular legal framework. It came into common usage in 2000, after Israel made public a policy of “targeted killings” of alleged terrorists in the Occupied Palestinian Territories.1 The term has also been used in other situations, such as: 

• The April 2002 killing, allegedly by Russian armed forces, of “rebel warlord” Omar Ibn al Khattab in Chechnya.2

• The November 2002 killing of alleged al Qaeda leader Ali Qaed Senyan al-Harithi and five other men in Yemen, reportedly by a CIA-operated Predator drone using a Hellfire missile.3

• Killings in 2005 – 2008 by both Sri Lankan government forces and the opposition LTTE group of individuals identified by each side as collaborating with the other.4

• The January 2010 killing, in an operation allegedly carried out by 18 Israeli Mossad intelligence agents, of Mahmoud al-Mahbouh, a Hamas leader, at a Dubai hotel.5 According to Dubai officials, al-Mahbouh was suffocated with a pillow; officials released videotapes of those responsible, whom they alleged to be Mossad agents.6

8. Targeted killings thus take place in a variety of contexts and may be committed by governments and their agents in times of peace as well as armed conflict, or by organized armed groups in armed conflict.7 The means and methods of killing vary, and include sniper fire, shooting at close range, missiles from helicopters, gunships, drones, the use of car bombs, and poison.8

9. The common element in all these contexts is that lethal force is intentionally and deliberately used, with a degree of pre-meditation, against an individual or individuals specifically identified in advance by the perpetrator.9 In a targeted killing, the specific goal of the operation is to use lethal force. This distinguishes targeted killings from unintentional, accidental, or reckless killings, or killings made without conscious choice. It also distinguishes them from law enforcement operations, e.g., against a suspected suicide bomber. Under such circumstances, it may be legal for law enforcement personnel to shoot to kill based on the imminence of the threat, but the goal of the operation, from its inception, should not be to kill.

10. Although in most circumstances targeted killings violate the right to life, in the exceptional circumstance of armed conflict, they may be legal.10 This is in contrast to other terms with which “targeted killing” has sometimes been interchangeably used, such as “extrajudicial execution”, “summary execution”, and “assassination”, all of which are, by definition, illegal.11

Their distinction that sig strikes are not “targeted” is factually incorrect—disproves their T arg and the impact

Anderson 13 (Kenneth Anderson is a professor of international law at American University and a member of the Task Force on National Security and Law at the Hoover Institution, June 2013, "The Case for Drones", https://www.commentarymagazine.com/articles/the-case-for-drones/)

It can be used for a different kind of targeting altogether: against groups of fighters with their weapons on trucks headed toward the Afghan border. But these so-called signature strikes are not, as sometimes represented, a relaxed form of targeted killing in which groups are crudely blown up because nothing is known about individual members. Intelligence assessments are made, including behavioral signatures such as organized groups of men carrying weapons, suggesting strongly that they are “hostile forces” (in the legal meaning of that term in the U.S. military’s Standing Rules of Engagement). That is the norm in conventional war. Targeted killing of high-value terrorist targets, by contrast, is the end result of a long, independent intelligence process. What the drone adds to that intelligence might be considerable, through its surveillance capabilities—but much of the drone’s contribution will be tactical, providing intelligence that assists in the planning and execution of the strike itself, in order to pick the moment when there might be the fewest civilian casualties. Nonetheless, in conjunction with high-quality intelligence, drone warfare offers an unparalleled means to strike directly at terrorist organizations without needing a conventional or counterinsurgency approach to reach terrorist groups in their safe havens. It offers an offensive capability, rather than simply defensive measures, such as homeland security alone. Drone warfare offers a raiding strategy directly against the terrorists and their leadership.
That means he complies—won’t shift to self-defense

Beau Barnes, J.D., Boston University School of Law, Spring 2012, REAUTHORIZING THE “WAR ON TERROR”: THE LEGAL AND POLICY IMPLICATIONS OF THE AUMF’S COMING OBSOLESCENCE, https://www.jagcnet.army.mil/DOCLIBS/MILITARYLAWREVIEW.NSF/20a66345129fe3d885256e5b00571830/b7396120928e9d5e85257a700042abb5/$FILE/By%20Beau%20D.%20Barnes.pdf

Unsurprisingly, this article embraces an interpretation of the Constitution that is at odds with the Vesting Clause thesis, and instead hews closer to the view expressed in Justice Robert Jackson’s concurrence in the 1952 Steel Seizure case.13 The Constitution explicitly empowers Congress in the area of foreign affairs to, among other actions, approve treaties,14 declare war,15 and regulate the armed forces.16 These textual grants of authority would be vitiated if Congress were unable, in the exercise of these powers, to “wage a limited war; limited in place, in objects, and in time.”17 A full exposition of this oft-addressed topic is beyond the scope of this article, however, and it suffices for present purposes to merely align it with the overwhelming majority of scholars who conceive of a Constitution where Congress may authorize limited military force in a manner which is binding on the Executive Branch.18

Furthermore, the Vesting Clause thesis and all-powerful views of the Commander in Chief Clause have been rejected in large part by the judiciary and the current administration.20 Indeed, one significant reason for considering the AUMF to be an actual limit on Presidential power, and a relevant subject for legal analysis, is because that is how the Obama Administration understands the statute.

 State Department Legal Adviser Harold Koh, in his March 25, 2010, speech to the American Society of International Law, clarified that “as a matter of domestic law” the Obama Administration relies on the AUMF for its authority to detain and use force against terrorist organizations.21 Furthermore, Koh specifically disclaimed the previous administration’s reliance on an expansive reading of the Constitution’s Commander in Chief Clause.22 Roughly stated, the AUMF matters, at least in part, because the Obama Administration says it matters.

The scope of the AUMF is also important for any future judicial opinion that might rely in part on Justice Jackson’s Steel Seizure concurrence.23 Support from Congress places the President’s actions in Jackson’s first zone, where executive power is at its zenith, because it “includes all that he possesses in his own right plus all that Congress can delegate.”24 Express or implied congressional disapproval, discernible by identifying the outer limits of the AUMF’s authorization, would place the President’s “power . . . at its lowest ebb.”25 In this third zone, executive claims “must be scrutinized with caution, for what is at stake is the equilibrium established by our constitutional system.”26 Indeed, Jackson specifically rejected an overly powerful executive, observing that the Framers did not intend to fashion the President into an American monarch.27

Jackson’s concurrence has become the most significant guidepost in debates over the constitutionality of executive action in the realm of national security and foreign relations.28 Indeed, some have argued that it was given “the status of law”29 by then-Associate Justice William Rehnquist in Dames & Moore v. Regan.30 Speaking for the Court, Rehnquist applied Jackson’s tripartite framework to an executive order settling pending U.S. claims against Iran, noting that “[t]he parties and the lower courts . . . have all agreed that much relevant analysis is contained in [Youngstown].”31 More recently, Chief Justice John Roberts declared that “Justice Jackson’s familiar tripartite scheme provides the accepted framework for evaluating executive action in [the area of foreign relations law].”32 Should a future court adjudicate the nature or extent of the President’s authority to engage in military actions against terrorists, an applicable statute would confer upon such executive action “the strongest of presumptions and the widest latitude of judicial interpretation.”33 The AUMF therefore exercises a profound legal influence on the future of the United States’ struggle against terrorism, and its precise scope, authorization, and continuing vitality matter a great deal.

Terrorism

Chesney goes aff - the program HAS been sustainable but that the future is worse

Robert Chesney, University of Texas School of Law Professor, 8/29/12, Beyond the Battlefield, Beyond Al Qaeda: The Destabilizing Legal Architecture of Counterterrorism, http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2138623

The drawdown in Afghanistan, combined with the expansion of the shadow war model, ensures that the legal architecture of counterterrorism will be far more contested—and hence unstable—going forward than it was during the first post-9/11 decade. When U.S. involvement in overt armed conflict in Afghanistan comes to an end, so too will the other key stabilizing factor identified in Part II: the existence of at least one location as to which LOAC indisputably applies, and as to which many cases could be linked.189 The fact patterns that will matter most in the future—i.e., the instances in which the U.S. government will be most likely to wish to use lethal force or military detention—will instead increasingly be rooted in other locations, such as Yemen and Somalia.

It does not follow that LOAC accordingly will be irrelevant to future instances of detention or lethal force. To the extent that the government continues to invoke LOAC, its arguments will be more or less persuasive from case to case. In some contexts, for example, the government can make relatively-conventional arguments to the effect that the level of violence in a given state has risen to a level constituting a non-international armed conflict, quite apart from whether there also exists a borderless armed conflict with al Qaeda or its successors. Where that is the case, and where the level of U.S. participation in those hostilities warrants the conclusion that it is a party to such a conflict, LOAC arguments may prove persuasive after all. Yemen currently provides a good example of an area ripe for such an analysis.190

But even in those cases, the very nature of the shadow war approach is such that there can be no guarantees that such arguments will be accepted, certainly not as was the case during the first post-9/11 decade vis-à-vis Afghanistan. And since not all shadow war contexts will match Yemen in terms of supporting such a conventional analysis, attempts to invoke LOAC in some cases will have to stand or fall instead on the far-broader argument that the United States is engaged in a borderless armed conflict governed by LOAC wherever the parties may be found.

The borderless-conflict position at first blush appears nicely entrenched in the status quo legal architecture. It is supported, after all, by a substantial degree of cross-party consensus (it was endorsed most recently in a series of speeches by Obama administration officials).191 But it has always been fiercely disputed, including by the ICRC and many of America’s allies. That dispute was not so much resolved over the past decade as persistently avoided; the caselaw of that era almost always involved persons who could be linked in some way back to the undisputed combat zone of Afghanistan. Thanks to the U.S. government’s shift toward shadow war, however, this will not be the situation going forward when new cases arise, as they are sure to do.192

Making matters worse, the U.S. government’s position on the relevance of LOAC to its use of detention and lethal force may become harder to maintain going forward even without a drawdown in Afghanistan. The reason why has to do with the decline and fragmentation of al Qaeda. The borderless-conflict position does require, after all, identifiable parties on both sides. Even if one accepts that the United States and al Qaeda are engaged in a borderless armed conflict, in other words, organizational ambiguity of the sort described above will increasingly call into question whether specific cases are sufficiently linked to that conflict (or to any other that might be said to exist with respect to specific al Qaeda-linked groups, such as AQAP). Again Warsame’s situation provides a useful illustration, or perhaps more accurately, a cautionary tale.

** *

Though widely perceived at the time as a period of great legal controversy and uncertainty, the first post-9/11 decade will in retrospect be perceived as a comparatively simple state of affairs during which it was largely undisputed that LOAC applied somewhere and that the central objects of the U.S. government’s use of detention and lethal force were entities one could coherently describe as al Qaeda and the Afghan Taliban. But that period is ending, and it may be that the second post-9/11 decade will witness far more serious legal disputes as a result.

Nuke terror likely
Dahl 13 (Fredrik, Reuters, covers mainly nuclear-related issues, including Iran's dispute with the West over its atomic plans. I previously worked in Tehran, Iran, between 2007-2010, and have also been posted to Belgrade, Sarajevo, London, Brussels, Helsinki and Stockholm during two decades with Reuters, 7/1/2013, "Governments warn about nuclear terrorism threat", www.reuters.com/article/2013/07/01/us-nuclear-security-idUSBRE96010E20130701)
More action is needed to prevent militants acquiring plutonium or highly-enriched uranium that could be used in bombs, governments agreed at a meeting on nuclear security in Vienna on Monday, without deciding on any concrete steps.

A declaration adopted by more than 120 states at the meeting said "substantial progress" had been made in recent years to improve nuclear security globally, but it was not enough.

Analysts say radical groups could theoretically build a crude but deadly nuclear bomb if they had the money, technical knowledge and materials needed.

Ministers remained "concerned about the threat of nuclear and radiological terrorism ... More needs to be done to further strengthen nuclear security worldwide", the statement said.

The document "encouraged" states to take various measures such as minimizing the use of highly-enriched uranium, but some diplomats said they would have preferred firmer commitments.

Many countries regard nuclear security as a sensitive political issue that should be handled primarily by national authorities. This was reflected in the statement's language.

Still, Yukiya Amano, director general of the International Atomic Energy Agency (IAEA), which hosted the conference, said the agreement was "very robust" and represented a major step forward.

RADICAL GROUPS' "NUCLEAR AMBITIONS"

Amano earlier warned the IAEA-hosted conference against a "false sense of security" over the danger of nuclear terrorism.

Holding up a small lead container that was used to try to traffic highly enriched uranium in Moldova two years ago, the U.N. nuclear chief said it showed a "worrying level of knowledge on the part of the smugglers".

"This case ended well," he said, referring to the fact that the material was seized and arrests were made. But he added: "We cannot be sure if such cases are just the tip of the iceberg."

Obtaining weapons-grade fissile material - highly enriched uranium or plutonium - poses the biggest challenge for militant groups, so it must be kept secure both at civilian and military facilities, experts say.

An apple-sized amount of plutonium in a nuclear device and detonated in a highly populated area could instantly kill or wound hundreds of thousands of people, according to the Nuclear Security Governance Experts Group (NSGEG) lobby group.

But experts say a so-called "dirty bomb" is a more likely threat than a nuclear bomb. In a dirty bomb, conventional explosives are used to disperse radiation from a radioactive source, which can be found in hospitals or other places that are generally not very well protected.

More than a hundred incidents of thefts and other unauthorized activities involving nuclear and radioactive material are reported to the IAEA every year, Amano said.

"Some material goes missing and is never found," he said.

U.S. Energy Secretary Ernest Moniz said al Qaeda was still likely to be trying to obtain nuclear material for a weapon.

"Despite the strides we have made in dismantling core al Qaeda we should expect its adherents ... to continue trying to achieve their nuclear ambitions," he said.

2ac must prohibit t

“Restrictions” are on time, place, and manner – this includes geography

Lobel, professor of law at the University of Pittsburgh, 2008
(Jules, “Conflicts Between the Commander in Chief and Congress: Concurrent Power over the Conduct of War,” Ohio State Law Journal, http://moritzlaw.osu.edu/students/groups/oslj/files/2012/04/69.3.lobel_.pdf)

Throughout American history, Congress has placed restrictions on the President’s power as Commander in Chief to conduct warfare. On numerous occasions, Congress has authorized the President to conduct warfare but placed significant restrictions on the time, place and manner of warfare. Congress has regulated the tactics the President could employ, the armed forces he could deploy, the geographical area in which those forces could be utilized, and the time period and specific purposes for which the President was authorized to use force. Its regulations have both swept broadly and set forth detailed instructions and procedures for the President to follow. This historical practice is consistent with the Constitution’s text and Framers’ intent, which made clear that the President was not to have the broad powers of the British King, but was subject to the control and oversight of Congress in the conduct of warfare.

“On” means there’s no limits disad

Dictionary.com, http://dictionary.reference.com/browse/on

On
preposition

1.so as to be or remain supported by or suspended from: Put your package down on the table; Hang your coat on the hook.

2.so as to be attached to or unified with: Hang the picture on the wall. Paste the label on the package.

2ac xo cp

Lack of geographical limits means the CP does nothing

Rosa Brooks, Associate Professor of Law, University of Virginia School of Law, December 2004, ARTICLE: WAR EVERYWHERE: RIGHTS, NATIONAL SECURITY LAW, AND THE LAW OF ARMED CONFLICT IN THE AGE OF TERROR, 153 U. Pa. L. Rev. 675

If the war knows no geographical or temporal boundaries, if no one deemed an enemy enjoys any of the protections envisioned by the law of armed conflict, and if the line between terrorist combatants and terrorist civilians makes no sense, then there are very few legal constraints on U.S. behavior abroad. U.S. forces can attack, capture, detain, and kill with impunity, subject, of course, to political and diplomatic constraints, but virtually unfettered by legal constraints. To be sure, it is true that even in earlier periods, there has been no effective international legal enforcement mechanism able to restrain U.S. behavior abroad in matters relating to national security. Nonetheless, the U.S. has to a significant degree internalized the law of armed conflict, and willingly accepted the constraints that flow from this body of law. n247 Now, however, the law of armed conflict appears to dictate very few constraints, either internal or external, and this has had a spillover effect on other areas of the law that do contain clear guidelines, such as prohibitions on torture.

Congress key to legal clarity

Mark David Maxwell, Colonel, Judge Advocate with the U.S. Army, Winter 2012, TARGETED KILLING, THE LAW, AND TERRORISTS, Joint Force Quarterly, http://www.ndu.edu/press/targeted-killing.html

The weakness of this theory is that it is not codified in U.S. law; it is merely the extrapolation of international theorists and organizations. The only entity under the Constitution that can frame and settle Presidential power regarding the enforcement of international norms is Congress. As the check on executive power, Congress must amend the AUMF to give the executive a statutory roadmap that articulates when force is appropriate and under what circumstances the President can use targeted killing. This would be the needed endorsement from Congress, the other political branch of government, to clarify the U.S. position on its use of force regarding targeted killing. For example, it would spell out the limits of American lethality once an individual takes the status of being a member of an organized group. Additionally, statutory clarification will give other states a roadmap for the contours of what constitutes anticipatory self-defense and the proper conduct of the military under the law of war.

Congress should also require that the President brief it on the decision matrix of articulated guidelines before a targeted killing mission is ordered. As Kenneth Anderson notes, “[t]he point about briefings to Congress is partly to allow it to exercise its democratic role as the people’s representative.”74

The desire to feel safe is understandable. The consumers who buy SUVs are not buying them to be less safe. Likewise, the champions of targeted killings want the feeling of safety achieved by the elimination of those who would do the United States harm. But allowing the President to order targeted killing without congressional limits means the President can manipulate force in the name of national security without tethering it to the law advanced by international norms. The potential consequence of such unilateral executive action is that it gives other states, such as North Korea and Iran, the customary precedent to do the same. Targeted killing might be required in certain circumstances, but if the guidelines are debated and understood, the decision can be executed with the full faith of the people’s representative, Congress. When the decision is made without Congress, the result might make the United States feel safer, but the process eschews what gives a state its greatest safety: the rule of law.

Zero chance of Congressional follow-on AND CP links to politics

Kevin Drum, Mother Jones, 4/22/13, Maureen Dowd and Presidential Leverage, www.motherjones.com/kevin-drum/2013/04/maureen-dowd-and-presidential-leverage

Finally, there's the most obvious change of all: the decision by Republicans to stonewall every single Obama initiative from day one. By now, I assume that even conservative apologists have given up pretending that this isn't true. The evidence is overwhelming, and it's applied to practically every single thing Obama has done in the domestic sphere. The only question, ever, is whether Obama will get two or three Republican votes vs. three or four. If the latter, he has a chance to win. But those two or three extra votes don't depend on leverage. In fact, Obama's leverage is negative. The last thing any Republican can afford these days is to be viewed as caving in to Obama. That's a kiss of death with the party's base.

2ac safe havens da

It's administration policy

Jennifer Daskal, Fellow and Adjunct Professor, Georgetown Center on National Security and the Law, Georgetown University Law Center, April 2013, ARTICLE: THE GEOGRAPHY OF THE BATTLEFIELD: A FRAMEWORK FOR DETENTION AND TARGETING OUTSIDE THE "HOT" CONFLICT ZONE, 161 U. Pa. L. Rev. 1165

One might be skeptical that a nation like the United States would ever accept such constraints on the exercise of its authority. There are, however, several reasons why doing so would be in the United States' best interest.

First, as described in Section II.B, the general framework is largely consistent with current U.S. practice since 2006. The United States has, as a matter of policy, adopted important limits on its use of out-of-battlefield targeting and law-of-war detention suggesting an implicit recognition of the value and benefits of restraint.

This standard resolves target standard clarity, and legitimizes targeting decisions

Geoffrey S. Corn, Associate Professor of Law at South Texas College of Law in Houston, Texas. Previously Lieutenant Colonel, U.S. Army and Special Assistant to the U.S. Army Judge Advocate General for Law of War Matters, 2012, Targeting, Command Judgment, and a Proposed Quantum of Information Component, http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1762894
No quantum of information can ever universally guarantee that objects of attack are lawful targets. However, the law has never required that commanders must always be correct in their assessments of target legality. Instead, the requirement that targeting judgments be reasonable accepts the inevitable reality that sometimes those judgments are, however innocently, incorrect. Reasonableness, though, is an objective standard. Accordingly, a more defined and predictable quantum of information framework will both improve the assessment of target selection and guide potential post hoc critiques of such judgments. This framework will also enhance the value of operational legal advice by facilitating the legal critique of nominated targets. This table summarizes the variable continuum this article proposes: 

The battlefield is not an environment where all potential targets are of equal character. Instead, targets range over a broad spectrum of certainty. As such, the reasonableness of a target legality judgment must be responsive to this spectrum of (un)certainty, must accommodate the realities of armed conflict, and must ensure a proper balance between mitigation of risk of error and the necessity of prompt and decisive military action. Furthermore, any quantum of information component for assessing the reasonableness of target decision-making will ultimately require implementation at both the operational level and during post hoc critiques. Indeed, this requirement is already inherent in both of these aspects of assessing target legality.

The notion of providing a more predictable reasonableness assessment framework is not radical. Commanders, and the military staff officers (including military legal advisors) who advise them, instinctively focus on the facts and circumstances available at the time these decisions are made to frame their judgments as to the legality of engaging proposed targets. When these decisions are subject to post hoc critique, the investigators or tribunals assessing the decision-making process must also inevitably focus on the facts and circumstances prevailing at the time as the foundation for their determinations. The inevitability that facts and circumstances will be considered in the assessment of reasonableness absent a defined quantum of information framework undermines the legitimacy of both target decision making and subsequent critiques.

Establishing quantum framework, however, will not necessarily ensure credibility and legitimacy of the target decision-making process. That credibility and legitimacy stems first from a good faith commitment to gather as much information related to potential targets as possible and to assess that information as thoroughly as possible given the conditions of combat. The credibility and legitimacy of any subsequent critique of the target decision-making process must also begin with a good faith commitment to assess the judgment through the subjective lens of the operational decision maker. Any legitimate critique must rely on the situation that was confronted by the commander at the time of the decision, and to refuse to consider facts and circumstances that were unavailable or unknown to the commander at the time. Establishing a quantum of information framework for the target decision-making process will strengthen the effectiveness of the process at both levels. At the operational level, it will arm legal advisers with a more concrete standard of review in support of their advisory role. Even when commanders do not have the benefit of legal advice, predeployment training that incorporates these quantum requirements will facilitate quality decision making by solidifying and clarifying the standards for target decision making.

Using a quantum framework will make an even more significant contribution to the legitimacy of post hoc critiques of targeting decisions. Legitimacy of such critiques is critically important for ensuring effective accountability for battlefield misconduct, but it is also important to ensure that commanders are able to act decisively in the intensely chaotic environment of armed conflict. This importance has recently been highlighted by the critical response to the Goldstone Report assessing the legality of military operations conducted during Operation Cast Lead, the 2008 Israeli incursion into Gaza.243 Much of the criticism of the findings of the Goldstone Report focused on an improper methodology utilized to assess the reasonableness of Israeli target selection and engagement.244 Establishing a quantum framework will contribute to future assessments of reasonableness and potentially mitigate the temptation to critique battlefield decisions retrospectively. Instead, under the quantum of information framework, such critiques would become more properly focused on the facts and circumstances available to an operational decision maker at the time of target selection to see whether the requisite quantum was met.

Providing a framework that will enhance the probability of such focus is consistent with the proper standard of review for any military operational decision. Because targeting decisions are subject to a test of reasonableness, those decisions must be assessed through the subjective lens of the decision maker. While reasonableness does require an objective assessment of the ultimate decision, the facts and circumstances upon which that objective assessment should be made are the facts and circumstances as viewed by the commander at the time of action. In this regard, the proper application of the reasonableness assessment involves a combined subjective/objective critique. The ultimate question is whether, based on the subjective perception of the commander at the time of the decision, the decision was objectively reasonable. A quantum framework will facilitate the legitimacy of the target decision, allow the commander to more effectively articulate her thought process during subsequent review, and ultimately allow the individual or tribunal conducting this critique to focus on the facts and circumstances that were available and consider those facts and circumstances through the commander’s perspective.
2ac immigration

Zero chance of passage—House opposition, window too narrow, Obama not credible

Russell Berman, The Hill, 10/25/13,  GOP comfortable ignoring Obama pleas for vote on immigration bill, thehill.com/homenews/house/330527-gop-comfortable-ignoring-obama-pleas-to-move-to-immigration-reform

For President Obama and advocates hoping for a House vote on immigration reform this year, the reality is simple: Fat chance.
Obama repeatedly since the shutdown has sought to turn the nation’s focus to immigration reform and pressure Republicans to take up the Senate’s bill, or something similar.

But there are no signs that Republicans are feeling any pressure.

Speaker John Boehner (R-Ohio) has repeatedly ruled out taking up the comprehensive Senate bill, and senior Republicans say it is unlikely that the party, bruised from its internal battle over the government shutdown, will pivot quickly to an issue that has long rankled conservatives.

Rep. Tom Cole (R-Okla.), a leadership ally, told reporters Wednesday there is virtually no chance the party would take up immigration reform before the next round of budget and debt ceiling fights are settled. While that could happen by December if a budget conference committee strikes an agreement, that fight is more likely to drag well in 2014: the next deadline for lifting the debt ceiling, for example, is not until Feb. 7.

“I don’t even think we’ll get to that point until we get these other problems solved,” Cole said.

He said it was unrealistic to expect the House to be able to tackle what he called the “divisive and difficult issue” of immigration when it can barely handle the most basic task of keeping the government’s lights on.

“We’re not sure we can chew gum, let alone walk and chew gum, so let’s just chew gum for a while,” Cole said.

In a colloquy on the House floor, Minority Whip Steny Hoyer (D-Md.) asked Majority Leader Eric Cantor (R-Va.) to outline the GOP's agenda between now and the end of 2013.

Cantor rattled off a handful of issues – finishing a farm bill, energy legislation, more efforts to go after ObamaCare – but immigration reform was notably absent.

When Hoyer asked Cantor directly on the House floor for an update on immigration efforts, the majority leader was similarly vague.

“There are plenty of bipartisan efforts underway and in discussion between members on both sides of the aisle to try and address what is broken about our immigration system,” Cantor said. “The committees are still working on this issue, and I expect us to move forward this year in trying to address reform and what is broken about our system.”

Immigration reform advocates in both parties have long set the end of the year as a soft deadline for enacting an overhaul because of the assumption that it would be impossible to pass such contentious legislation in an election year.

Aides say party leaders have not ruled out bringing up immigration reform in the next two months, but there is no current plan to do so.

The legislative calendar is also quite limited; because of holidays and recesses, the House is scheduled to be in session for just five weeks the remainder of the year. 

In recent weeks, however, some advocates have held out hope that the issue would remain viable for the first few months of 2014, before the midterm congressional campaigns heat up.

Democrats and immigration reform activists have long vowed to punish Republicans in 2014 if they stymie reform efforts, and the issue is expected play prominently in districts with a significant percentage of Hispanic voters next year.

With the shutdown having sent the GOP’s approval rating plummeting, Democrats have appealed to Republicans to use immigration reform as a chance to demonstrate to voters that the two parties can work together and that Congress can do more than simply careen from crisis to crisis.

“Rather than create problems, let’s prove to the American people that Washington can actually solve some problems,” Obama said Thursday in his latest effort to spur the issue on.

But Republicans largely dismiss that line of thinking and say the two-week shutdown damaged what little trust between the GOP and Obama there was at the outset.

“There is a sincere desire to get it done, but there is also very little goodwill after the president spent the last two months refusing to work with us,” a House GOP leadership aide said. “In that way, his approach in the fiscal fights was very short-sighted: it made his achieving his real priorities much more difficult.”

No agenda—executive action solves

Jeff Mason, Reuters, 10/19/13,  Analysis: Despite budget win, Obama has weak hand with Congress , health.yahoo.net/news/s/nm/analysis-despite-budget-win-obama-has-weak-hand-with-congress

Despite his win last week in a debt ceiling standoff with Republicans, President Barack Obama has limited ability to achieve his policy goals through legislation, which could result in increased use of executive powers, administration officials and Democratic strategists said.

The 16-day partial government shutdown highlighted Obama's challenges in basic governing. Although he refused to concede to Republicans in exchange for reopening the government and raising the U.S. borrowing limit, he could not block the emergence of what he called a "manufactured" crisis.

The president would now like to seize momentum to push forward three legislative priorities: the farm bill, immigration reform and a more lasting budget deal.

But his chances of progress on those issues, particularly immigration reform, depend on convincing embittered Republicans to work with a White House many of them detest. That leaves Obama more or less at the same strategic juncture he encountered before the shutdown began.

"His only play is to just keep being consistent about trying to find ways for bipartisan cooperation on the things that need congressional action and then try to continue what he's been doing for years now ... and that's looking for ways to move the ball through executive action," a senior White House official told Reuters.

"In that sense, nothing has changed in our approach except that we and the whole town had to burn however many weeks on this detour - which is a shame."

Already this year, Obama has relied on executive actions to enact climate change and gun control policies that had weak congressional support. He could use the same authority to bypass lawmakers on other regulatory questions.
And its empirically proven he’ll avoid the fight

William Howell and Jon Pevehouse, Associate Professors at the Harris School of Public Policy at the University of Chicago, 2007, When Congress Stops Wars, Foreign Affairs, EBSCO

After all, when presidents anticipate congressional resistance they will not be able to overcome, they often abandon the sword as their primary tool of diplomacy. More generally, when the White House knows that Congress will strike down key provisions of a policy initiative, it usually backs off. President Bush himself has relented, to varying degrees, during the struggle to create the Department of Homeland Security and during conflicts over the design of military tribunals and the prosecution of U.S. citizens as enemy combatants. Indeed, by most accounts, the administration recently forced the resignation of the chairman of the Joint Chiefs of Staff, General Peter Pace, so as to avoid a clash with Congress over his reappointment.

No econ impact

Jervis 11, Robert Professor in the Department of Political Science and School of International and Public Affairs at Columbia University, December 2011, “Force in Our Times,” Survival, Vol. 25, No. 4, p. 403-425

Even if war is still seen as evil, the security community could be dissolved if severe conflicts of interest were to arise. Could the more peaceful world generate new interests that would bring the members of the community into sharp disputes? 45 A zero-sum sense of status would be one example, perhaps linked to a steep rise in nationalism. More likely would be a worsening of the current economic difficulties, which could itself produce greater nationalism, undermine democracy and bring back old-fashioned beggar-my-neighbor economic policies. While these dangers are real, it is hard to believe that the conflicts could be great enough to lead the members of the community to contemplate fighting each other. It is not so much that economic interdependence has proceeded to the point where it could not be reversed – states that were more internally interdependent than anything seen internationally have fought bloody civil wars. Rather it is that even if the more extreme versions of free trade and economic liberalism become discredited, it is hard to see how without building on a preexisting high level of political conflict leaders and mass opinion would come to believe that their countries could prosper by impoverishing or even attacking others. Is it possible that problems will not only become severe, but that people will entertain the thought that they have to be solved by war? While a pessimist could note that this argument does not appear as outlandish as it did before the financial crisis, an optimist could reply (correctly, in my view) that the very fact that we have seen such a sharp economic down-turn without anyone suggesting that force of arms is the solution shows that even if bad times bring about greater economic conflict, it will not make war thinkable.
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Norms are key for China

Erickson 13 (Andrew Erickson is an associate professor at the Naval War College and an Associate in Research at Harvard University's Fairbank Centre. Follow him on Twitter @andrewserickson. Austin Strange is a researcher at the Naval War College's China Maritime Studies Institute and a graduate student at Zhejiang University., 5/23/2013, "China Has Drones. Now What?", www.foreignaffairs.com/articles/136600/andrew-erickson-and-austin-strange/china-has-drones-now-what)

Drones, able to dispatch death remotely, without human eyes on their targets or a pilot's life at stake, make people uncomfortable - even when they belong to democratic governments that presumably have some limits on using them for ill. (On May 23, in a major speech, US President Barack Obama laid out what some of those limits are.) An even more alarming prospect is that unmanned aircraft will be acquired and deployed by authoritarian regimes, with fewer checks on their use of lethal force.

Those worried about exactly that tend to point their fingers at China. In March, after details emerged that China had considered taking out a drug trafficker in Myanmar with a drone strike, a CNN blog post warned, "Today, it's Myanmar. Tomorrow, it could very well be some other place in Asia or beyond." Around the same time, a National Journal article entitled "When the Whole World Has Drones" teased out some of the consequences of Beijing's drone programme, asking, "What happens if China arms one of its remote-piloted planes and strikes Philippine or Indian trawlers in the South China Sea?"

Indeed, the time to fret about when China and other authoritarian countries will acquire drones is over: they have them. The question now is when and how they will use them. But as with its other, less exotic military capabilities, Beijing has cleared only a technological hurdle - and its behaviour will continue to be constrained by politics.

China has been developing a drone capacity for over half a century, starting with its reverse engineering of Soviet Lavochkin La-17C target drones that it had received from Moscow in the late 1950s. Today, Beijing's opacity makes it difficult to gauge the exact scale of the programme, but according to Ian Easton, an analyst at the Project 2049 Institute, an American think-tank devoted to Asia-Pacific security matters, by 2011 China's air force alone had over 280 combat drones. In other words, its fleet of unmanned aerial vehicles is already bigger and more sophisticated than all but the United States'; in this relatively new field Beijing is less of a newcomer and more of a fast follower. And the force will only become more effective: the Lijian ("sharp sword" in Chinese), a combat drone in the final stages of development, will make China one of the very few states that have or are building a stealth drone capacity.

This impressive arsenal may tempt China to pull the trigger. The fact that a Chinese official acknowledged that Beijing had considered using drones to eliminate the Myanmar drug trafficker, Naw Kham, makes clear that it would not be out of the question for China to launch a drone strike in a security operation against a non-state actor. Meanwhile, as China's territorial disputes with its neighbours have escalated, there is a chance that Beijing would introduce unmanned aircraft, especially since India, the Philippines and Vietnam distantly trail China in drone funding and capacity, and would find it difficult to compete. Beijing is already using drones to photograph the Senkaku/Diaoyu islands it disputes with Japan, as the retired Chinese major-general Peng Guangqian revealed earlier this year, and to keep an eye on movements near the North Korean border.

Program

Motivation’s strong

Us Russia Joint Threat Assessment May 11

http://belfercenter.ksg.harvard.edu/files/Joint-Threat-Assessment%20ENG%2027%20May%202011.pdf

 ABOUT THE U.S.-RUSSIA JOINT THREAT ASSESSMENT ON NUCLEAR TERRORISM The U.S.-Russia Joint Threat Assessment on Nuclear Terrorism is a collaborative project of Harvard University’s Belfer Center for Science and International Affairs and the U.S.A. and Canada Studies Institute of the Russian Academy of Sciences led by Rolf Mowatt-Larssen and Pavel Zolotarev. Authors: • Matthew Bunn. Associate Professor of Public Policy at Harvard Kennedy School and Co-Principal Investigator of Project on Managing the Atom at Harvard University’s Belfer Center for Science and International Affairs. • Colonel Yuri Morozov (retired Russian Armed Forces). Professor of the Russian Academy of Military Sciences and senior fellow at the U.S.A and Canada Studies Institute of the Russian Academy of Sciences, chief of department at the General Staff of the Russian Armed Forces, 1995–2000. • Rolf Mowatt-Larssen. Senior fellow at Harvard University’s Belfer Center for Science and International Affairs, director of Intelligence and Counterintelligence at the U.S. Department of Energy, 2005–2008. • Simon Saradzhyan. Fellow at Harvard University’s Belfer Center for Science and International Affairs, Moscow-based defense and security expert and writer, 1993–2008. • William Tobey. Senior fellow at Harvard University’s Belfer Center for Science and International Affairs and director of the U.S.-Russia Initiative to Prevent Nuclear Terrorism, deputy administrator for Defense Nuclear Nonproliferation at the U.S. National Nuclear Security Administration, 2006–2009. • Colonel General Viktor I. Yesin (retired Russian Armed Forces). Senior fellow at the U.S.A and Canada Studies Institute of the Russian Academy of Sciences and advisor to commander of the Strategic Missile Forces of Russia, chief of staff of the Strategic Missile Forces, 1994–1996. • Major General Pavel S. Zolotarev (retired Russian Armed Forces). Deputy director of the U.S.A and Canada Studies Institute of the Russian Academy of Sciences and head of the Information and Analysis Center of the Russian Ministry of Defense, 1993–1997, deputy chief of staff of the Defense Council of Russia, 1997–1998. Contributor: • Vladimir Lukov, director general of autonomous non-profit organization “Counter-Terrorism Center.” 

 Al-Qaeda has sought nuclear weapons for almost two decades. The group has repeatedly attempted to purchase stolen nuclear material or nuclear weapons, and has repeatedly attempted to recruit nuclear expertise. Al-Qaeda reportedly conducted tests of conventional explosives for its nuclear program in the desert in Afghanistan. The group’s nuclear ambitions continued after its dispersal following the fall of the Taliban regime in Afghanistan. Recent writings from top al-Qaeda leadership are focused on justifying the mass slaughter of civilians, including the use of weapons of mass destruction, and are in all likelihood intended to provide a formal religious justification for nuclear use. Belfer Center for Science and International Affairs | Institute for US and Canadian Studies 11 • While there are significant gaps in coverage of the group’s activities, al-Qaeda appears to have been frustrated thus far in acquiring a nuclear capability; it is unclear whether the group has acquired weapons-usable nuclear material or the expertise needed to make such material into a bomb. Furthermore, pressure from a broad range of counter-terrorist actions probably has reduced the group’s ability to manage large, complex projects, but has not eliminated the danger. However, there is no sign the group has abandoned its nuclear ambitions. On the contrary, leadership statements as recently as 2008 indicate that the intention to acquire and use nuclear weapons is as strong as ever. 

Threat is real - most qualified

Us Russia Joint Threat Assessment May 11
http://belfercenter.ksg.harvard.edu/files/Joint-Threat-Assessment%20ENG%2027%20May%202011.pdf

 ABOUT THE U.S.-RUSSIA JOINT THREAT ASSESSMENT ON NUCLEAR TERRORISM The U.S.-Russia Joint Threat Assessment on Nuclear Terrorism is a collaborative project of Harvard University’s Belfer Center for Science and International Affairs and the U.S.A. and Canada Studies Institute of the Russian Academy of Sciences led by Rolf Mowatt-Larssen and Pavel Zolotarev. Authors: • Matthew Bunn. Associate Professor of Public Policy at Harvard Kennedy School and Co-Principal Investigator of Project on Managing the Atom at Harvard University’s Belfer Center for Science and International Affairs. • Colonel Yuri Morozov (retired Russian Armed Forces). Professor of the Russian Academy of Military Sciences and senior fellow at the U.S.A and Canada Studies Institute of the Russian Academy of Sciences, chief of department at the General Staff of the Russian Armed Forces, 1995–2000. • Rolf Mowatt-Larssen. Senior fellow at Harvard University’s Belfer Center for Science and International Affairs, director of Intelligence and Counterintelligence at the U.S. Department of Energy, 2005–2008. • Simon Saradzhyan. Fellow at Harvard University’s Belfer Center for Science and International Affairs, Moscow-based defense and security expert and writer, 1993–2008. • William Tobey. Senior fellow at Harvard University’s Belfer Center for Science and International Affairs and director of the U.S.-Russia Initiative to Prevent Nuclear Terrorism, deputy administrator for Defense Nuclear Nonproliferation at the U.S. National Nuclear Security Administration, 2006–2009. • Colonel General Viktor I. Yesin (retired Russian Armed Forces). Senior fellow at the U.S.A and Canada Studies Institute of the Russian Academy of Sciences and advisor to commander of the Strategic Missile Forces of Russia, chief of staff of the Strategic Missile Forces, 1994–1996. • Major General Pavel S. Zolotarev (retired Russian Armed Forces). Deputy director of the U.S.A and Canada Studies Institute of the Russian Academy of Sciences and head of the Information and Analysis Center of the Russian Ministry of Defense, 1993–1997, deputy chief of staff of the Defense Council of Russia, 1997–1998. Contributor: • Vladimir Lukov, director general of autonomous non-profit organization “Counter-Terrorism Center.” 

The expert community distinguishes pathways terrorists might take to the bomb (discussed in detail in the next section of the report). One is the use of a nuclear weapon that has been either stolen or bought on the black market. The probability of such a development is very low, given the high levels of physical security (guards, barriers, and the like) and technical security (electronic locks and related measures) of modern nuclear warheads. But we cannot entirely rule out such a scenario, especially if we recall the political instability in Pakistan, where the situation could conceivably develop in a way that would increase the chance that terrorist groups might gain access to a Pakistani nuclear weapon A second pathway is the use of an improvised nuclear device built either by terrorists or by nuclear specialists that the terrorists have secretly recruited, with use of weapons-usable fissile material either stolen or bought on the black market.1 The probability of such an attack is higher than using stolen nuclear warheads, because the acceleration of technological progress and globalization of information space make nuclear weapons technologies more accessible while the existence of the nuclear black market eases access of terrorists to weapons-usable fissile materials. A third pathway is the use of an explosive nuclear device built by terrorists or their accomplices with fissile material that they produced themselves—either highly enriched uranium (HEU) they managed to enrich, or plutonium they managed to produce and reprocess. Al-Qaeda and associated groups appear to have decided that enriching uranium lies well beyond the capabilities that they would realistically be able to develop. A fourth pathway is that terrorists might receive a nuclear bomb or the materials needed to make one from a state. North Korea, for example, has been willing to sell its missile technology to many countries, and transferred its plutonium production reactor technology to Syria, suffering few consequences as a result. Transferring the means to make a nuclear bomb to a terrorist group, however, would be a dramatically different act, for the terrorists might use that capability in a way that could provoke retaliation that would result in the destruction of the regime. A far more worrisome transfer of capability from state to group could occur without the witting cooperation of the regime. A future A.Q. Khan-type rogue nuclear supplier network operating out of North Korea or out of a future nuclear-armed Iran could potentially transfer such a capability to a surrogate group and/or sell it for profit to the highest bidder. Global trends make nuclear terrorism a real threat. Although the international community has recognized the dangers of nuclear terrorism, it has yet to develop a comprehensive strategy to lower the risks of nuclear terrorism. Major barriers include complacency about the threat and the adequacy of existing nuclear security measures; secrecy that makes it difficult for states to share information and to cooperate; political disputes; competing priorities; lack of funds and technical expertise in some countries; bureaucratic obstacles; and the sheer difficulty of preventing a potentially small, hard-to-detect team of terrorists from acquiring a small, hard-to-detect chunk of nuclear material with which to manufacture a crude bomb. These barriers must not be allowed to stand in the way of the panhuman universal priority of preventing this grave threat from materializing. If current approaches toward eliminating the threat are not replaced with a sense of urgency and resolve, the question will become not if, but when, where, and on what scale the first act of nuclear terrorism occurs. 

Politics

Recent empirics go neg

Barnett, senior managing director of Enterra Solutions LLC, contributing editor/online columnist for Esquire, 8/25/’9
(Thomas P.M, “The New Rules: Security Remains Stable Amid Financial Crisis,” Aprodex, Asset Protection Index, http://www.aprodex.com/the-new-rules--security-remains-stable-amid-financial-crisis-398-bl.aspx)

When the global financial crisis struck roughly a year ago, the blogosphere was ablaze with all sorts of scary predictions of, and commentary regarding, ensuing conflict and wars -- a rerun of the Great Depression leading to world war, as it were. Now, as global economic news brightens and recovery -- surprisingly led by China and emerging markets -- is the talk of the day, it's interesting to look back over the past year and realize how globalization's first truly worldwide recession has had virtually no impact whatsoever on the international security landscape.

None of the more than three-dozen ongoing conflicts listed by GlobalSecurity.org can be clearly attributed to the global recession. Indeed, the last new entry (civil conflict between Hamas and Fatah in the Palestine) predates the economic crisis by a year, and three quarters of the chronic struggles began in the last century. Ditto for the 15 low-intensity conflicts listed by Wikipedia (where the latest entry is the Mexican "drug war" begun in 2006). Certainly, the Russia-Georgia conflict last August was specifically timed, but by most accounts the opening ceremony of the Beijing Olympics was the most important external trigger (followed by the U.S. presidential campaign) for that sudden spike in an almost two-decade long struggle between Georgia and its two breakaway regions.

Looking over the various databases, then, we see a most familiar picture: the usual mix of civil conflicts, insurgencies, and liberation-themed terrorist movements. Besides the recent Russia-Georgia dust-up, the only two potential state-on-state wars (North v. South Korea, Israel v. Iran) are both tied to one side acquiring a nuclear weapon capacity -- a process wholly unrelated to global economic trends.

And with the United States effectively tied down by its two ongoing major interventions (Iraq and Afghanistan-bleeding-into-Pakistan), our involvement elsewhere around the planet has been quite modest, both leading up to and following the onset of the economic crisis: e.g., the usual counter-drug efforts in Latin America, the usual military exercises with allies across Asia, mixing it up with pirates off Somalia's coast). Everywhere else we find serious instability we pretty much let it burn, occasionally pressing the Chinese -- unsuccessfully -- to do something. Our new Africa Command, for example, hasn't led us to anything beyond advising and training local forces.

China war turns economy

Blankenhorn 6 [Dana, business journalist,  June 23, http://www.danablankenhorn.com/2006/06/this_weeks_clue_3.html]  

Stability.  This is China's card.  Stability made China an economic power during the 1990s. Stability is the "gift" China now seeks to give the world.  At a time when the U.S. is contributing mightily to global instability, other nations have been grabbing Chinese stability as a lifeline. Most Americans have not noticed because stability is quiet. It doesn't make headlines. And, we thought, it didn't impact us.  In The Chinese Century I posited an unstable way in which Chinese stability might be imposed on us. I saw things happening in an American way, dramatically, with big sudden events arising from simple misunderstandings.  In fact it's happening far more subtly, in a Chinese way. Recently, for instance, U.S. markets tanked. So did European markets. So did commodity prices. Analysts on CNBC were saying things like "nothing is working."  Well, something was working. The Chinese Central Bank was working.  Zhouxiaochuan What was happening was a subtle shift of Chinese investment out of the dollar. Slower purchases of U.S. assets mean both lower values and higher interest rates.  The message we weren't getting from our media, was that we had lost control of our economy. But the markets heard loud and clear.  This was followed in China by an attempt to cut lending and slow the Chinese economy.  It is being called a "subtle shift" of economic policy, an attempt to create a "soft landing" by a pilot, Zhou Xiaochuan, who has never flown the economic plane before.  They have a cold, we catch the flu. China wants to cool off its growth, we slide into recession. The policies which control our economy are being made in Beijing, not in Washington. That's how other economies have had to deal with America's changes for decades. That's what we have to get accustomed to now. 

Cyber war infeasible

Clark, MA candidate – Intelligence Studies @ American Military University, senior analyst – Chenega Federal Systems, 4/28/’12
(Paul, “The Risk of Disruption or Destruction of Critical U.S. Infrastructure by an Offensive Cyber Attack,” American Military University)

The Department of Homeland Security worries that our critical infrastructure and key resources (CIKR) may be exposed, both directly and indirectly, to multiple threats because of CIKR reliance on the global cyber infrastructure, an infrastructure that is under routine cyberattack by a “spectrum of malicious actors” (National Infrastructure Protection Plan 2009). CIKR in the extremely large and complex U.S. economy spans multiple sectors including agricultural, finance and banking, dams and water resources, public health and emergency services, military and defense, transportation and shipping, and energy (National Infrastructure Protection Plan 2009). The disruption and destruction of public and private infrastructure is part of warfare, without this infrastructure conflict cannot be sustained (Geers 2011). Cyber-attacks are desirable because they are considered to be a relatively “low cost and long range” weapon (Lewis 2010), but prior to the creation of Stuxnet, the first cyber-weapon, the ability to disrupt and destroy critical infrastructure through cyber-attack was theoretical. The movement of an offensive cyber-weapon from conceptual to actual has forced the United States to question whether offensive cyber-attacks are a significant threat that are able to disrupt or destroy CIKR to the level that national security is seriously degraded. It is important to understand the risk posed to national security by cyber-attacks to ensure that government responses are appropriate to the threat and balance security with privacy and civil liberty concerns. The risk posed to CIKR from cyber-attack can be evaluated by measuring the threat from cyber-attack against the vulnerability of a CIKR target and the consequences of CIKR disruption. As the only known cyber-weapon, Stuxnet has been thoroughly analyzed and used as a model for predicting future cyber-weapons. The U.S. electrical grid, a key component in the CIKR energy sector, is a target that has been analyzed for vulnerabilities and the consequences of disruption predicted – the electrical grid has been used in multiple attack scenarios including a classified scenario provided to the U.S. Congress in 2012 (Rohde 2012). Stuxnet will serve as the weapon and the U.S. electrical grid will serve as the target in this risk analysis that concludes that there is a low risk of disruption or destruction of critical infrastructure from a an offensive cyber-weapon because of the complexity of the attack path, the limited capability of non-state adversaries to develop cyber-weapons, and the existence of multiple methods of mitigating the cyber-attacks. To evaluate the threat posed by a Stuxnet-like cyber-weapon, the complexity of the weapon, the available attack vectors for the weapon, and the resilience of the weapon must be understood. The complexity – how difficult and expensive it was to create the weapon – identifies the relative cost and availability of the weapon; inexpensive and simple to build will be more prevalent than expensive and difficult to build. Attack vectors are the available methods of attack; the larger the number, the more severe the threat. For example, attack vectors for a cyberweapon may be email attachments, peer-to-peer applications, websites, and infected USB devices or compact discs. Finally, the resilience of the weapon determines its availability and affects its usefulness. A useful weapon is one that is resistant to disruption (resilient) and is therefore available and reliable. These concepts are seen in the AK-47 assault rifle – a simple, inexpensive, reliable and effective weapon – and carry over to information technology structures (Weitz 2012). The evaluation of Stuxnet identified malware that is “unusually complex and large” and required code written in multiple languages (Chen 2010) in order to complete a variety of specific functions contained in a “vast array” of components – it is one of the most complex threats ever analyzed by Symantec (Falliere, Murchu and Chien 2011). To be successful, Stuxnet required a high level of technical knowledge across multiple disciplines, a laboratory with the target equipment configured for testing, and a foreign intelligence capability to collect information on the target network and attack vectors (Kerr, Rollins and Theohary 2010). The malware also needed careful monitoring and maintenance because it could be easily disrupted; as a result Stuxnet was developed with a high degree of configurability and was upgraded multiple times in less than one year (Falliere, Murchu and Chien 2011). Once introduced into the network, the cyber-weapon then had to utilize four known vulnerabilities and four unknown vulnerabilities, known as zero-day exploits, in order to install itself and propagate across the target network (Falliere, Murchu and Chien 2011). Zero-day exploits are incredibly difficult to find and fewer than twelve out of the 12,000,000 pieces of malware discovered each year utilize zero-day exploits 

and this rarity makes them valuable, zero-days can fetch $50,000 to $500,000 each on the black market (Zetter 2011). The use of four rare exploits in a single piece of malware is “unprecedented” (Chen 2010). Along with the use of four unpublished exploits, Stuxnet also used the “first ever” programmable logic controller rootkit, a Windows rootkit, antivirus evasion techniques, intricate process injection routines, and other complex interfaces (Falliere, Murchu and Chien 2011) all wrapped up in “layers of encryption like Russian nesting dolls” (Zetter 2011) – including custom encryption algorithms (Karnouskos 2011). As the malware spread across the now-infected network it had to utilize additional vulnerabilities in proprietary Siemens industrial control software (ICS) and hardware used to control the equipment it was designed to sabotage. Some of these ICS vulnerabilities were published but some were unknown and required such a high degree of inside knowledge that there was speculation that a Siemens employee had been involved in the malware design (Kerr, Rollins and Theohary 2010). The unprecedented technical complexity of the Stuxnet cyber-weapon, along with the extensive technical and financial resources and foreign intelligence capabilities required for its development and deployment, indicates that the malware was likely developed by a nation-state (Kerr, Rollins and Theohary 2010). Stuxnet had very limited attack vectors. When a computer system is connected to the public Internet a host of attack vectors are available to the cyber-attacker (Institute for Security Technology Studies 2002). Web browser and browser plug-in vulnerabilities, cross-site scripting attacks, compromised email attachments, peer-to-peer applications, operating system and other application vulnerabilities are all vectors for the introduction of malware into an Internetconnected computer system. Networks that are not connected to the public internet are “air gapped,” a technical colloquialism to identify a physical separation between networks. Physical separation from the public Internet is a common safeguard for sensitive networks including classified U.S. government networks. If the target network is air gapped, infection can only occur through physical means – an infected disk or USB device that must be physically introduced into a possibly access controlled environment and connected to the air gapped network. The first step of the Stuxnet cyber-attack was to initially infect the target networks, a difficult task given the probable disconnected and well secured nature of the Iranian nuclear facilities. Stuxnet was introduced via a USB device to the target network, a method that suggests that the attackers were familiar with the configuration of the network and knew it was not connected to the public Internet (Chen 2010). This assessment is supported by two rare features in Stuxnet – having all necessary functionality for industrial sabotage fully embedded in the malware executable along with the ability to self-propagate and upgrade through a peer-to-peer method (Falliere, Murchu and Chien 2011). Developing an understanding of the target network configuration was a significant and daunting task based on Symantec’s assessment that Stuxnet repeatedly targeted a total of five different organizations over nearly one year (Falliere, Murchu and Chien 2011) with physical introduction via USB drive being the only available attack vector. The final factor in assessing the threat of a cyber-weapon is the resilience of the weapon. There are two primary factors that make Stuxnet non-resilient: the complexity of the weapon and the complexity of the target. Stuxnet was highly customized for sabotaging specific industrial systems (Karnouskos 2011) and needed a large number of very complex components and routines in order to increase its chance of success (Falliere, Murchu and Chien 2011). The malware required eight vulnerabilities in the Windows operating system to succeed and therefore would have failed if those vulnerabilities had been properly patched; four of the eight vulnerabilities were known to Microsoft and subject to elimination (Falliere, Murchu and Chien 2011). Stuxnet also required that two drivers be installed and required two stolen security certificates for installation (Falliere, Murchu and Chien 2011); driver installation would have failed if the stolen certificates had been revoked and marked as invalid. Finally, the configuration of systems is ever-changing as components are upgraded or replaced. There is no guarantee that the network that was mapped for vulnerabilities had not changed in the months, or years, it took to craft Stuxnet and successfully infect the target network. Had specific components of the target hardware changed – the targeted Siemens software or programmable logic controller – the attack would have failed. Threats are less of a threat when identified; this is why zero-day exploits are so valuable. Stuxnet went to great lengths to hide its existence from the target and utilized multiple rootkits, data manipulation routines, and virus avoidance techniques to stay undetected. The malware’s actions occurred only in memory to avoid leaving traces on disk, it masked its activities by running under legal programs, employed layers of encryption and code obfuscation, and uninstalled itself after a set period of time, all efforts to avoid detection because its authors knew that detection meant failure. As a result of the complexity of the malware, the changeable nature of the target network, and the chance of discovery, Stuxnet is not a resilient system. It is a fragile weapon that required an investment of time and money to constantly monitor, reconfigure, test and deploy over the course of a year. There is concern, with Stuxnet developed and available publicly, that the world is on the brink of a storm of highly sophisticated Stuxnet-derived cyber-weapons which can be used by hackers, organized criminals and terrorists (Chen 2010). As former counterterrorism advisor Richard Clarke describes it, there is concern that the technical brilliance of the United States “has created millions of potential monsters all over the world” (Rosenbaum 2012). Hyperbole aside, technical knowledge spreads. The techniques behind cyber-attacks are “constantly evolving and making use of lessons learned over time” (Institute for Security Technology Studies 2002) and the publication of the Stuxnet code may make it easier to copy the weapon (Kerr, Rollins and Theohary 2010). However, this is something of a zero-sum game because knowledge works both ways and cyber-security techniques are also evolving, and “understanding attack techniques more clearly is the first step toward increasing security” (Institute for Security Technology Studies 2002). Vulnerabilities are discovered and patched, intrusion detection and malware signatures are expanded and updated, and monitoring and analysis processes and methodologies are expanded and honed. Once the element of surprise is lost, weapons and tactics are less useful, this is the core of the argument that “uniquely surprising” stratagems like Stuxnet are single-use, like Pearl Harbor and the Trojan Horse, the “very success [of these attacks] precludes their repetition” (Mueller 2012). This paradigm has already been seen in the “son of Stuxnet” malware – named Duqu by its discoverers – that is based on the same modular code platform that created Stuxnet (Ragan 2011). With the techniques used by Stuxnet now known, other variants such as Duqu are being discovered and countered by security researchers (Laboratory of Cryptography and System Security 2011). It is obvious that the effort required to create, deploy, and maintain Stuxnet and its variants is massive and it is not clear that the rewards are worth the risk and effort. Given the location of initial infection and the number of infected systems in Iran (Falliere, Murchu and Chien 2011) it is believed that Iranian nuclear facilities were the target of the Stuxnet weapon. A significant amount of money and effort was invested in creating Stuxnet but yet the expected result – assuming that this was an attack that expected to damage production – was minimal at best. Iran claimed that Stuxnet caused only minor damage, probably at the Natanz enrichment facility, the Russian contractor Atomstroyeksport reported that no damage had occurred at the Bushehr facility, and an unidentified “senior diplomat” suggested that Iran was forced to shut down its centrifuge facility “for a few days” (Kerr, Rollins and Theohary 2010). Even the most optimistic estimates believe that Iran’s nuclear enrichment program was only delayed by months, or perhaps years (Rosenbaum 2012). The actual damage done by Stuxnet is not clear (Kerr, Rollins and Theohary 2010) and the primary damage appears to be to a higher number than average replacement of centrifuges at the Iran enrichment facility (Zetter 2011). Different targets may produce different results. The Iranian nuclear facility was a difficult target with limited attack vectors because of its isolation from the public Internet and restricted access to its facilities. What is the probability of a successful attack against the U.S. electrical grid and what are the potential consequences should this critical infrastructure be disrupted or destroyed? An attack against the electrical grid is a reasonable threat scenario since power systems are “a high priority target for military and insurgents” and there has been a trend towards utilizing commercial software and integrating utilities into the public Internet that has “increased vulnerability across the board” (Lewis 2010). Yet the increased vulnerabilities are mitigated by an increased detection and deterrent capability that has been “honed over many years of practical application” now that power systems are using standard, rather than proprietary and specialized, applications and components (Leita and Dacier 2012). The security of the electrical grid is also enhanced by increased awareness after a smart-grid hacking demonstration in 2009 and the identification of the Stuxnet malware in 2010; as a result the public and private sector are working together in an “unprecedented effort” to establish robust security guidelines and cyber security measures (Gohn and Wheelock 2010).

Won’t pass—no momentum to stop piecemeal bush

Doug Mataconis, Outside the Beltway, 10/19/13, Obama, Democrats To Push Immigration Reform Next?, www.outsidethebeltway.com/obama-democrats-to-push-immigration-reform-next/

The reality, of course, is that immigration reform pretty much died after that Senate vote. The House hasn’t taken the bill up at all, and the proposals that are being tossed around at the Committee level don’t match the Senate bill in any significant respect, not the least because they don’t take the comprehensive approach that the Senate bill does but instead approach the issue in a piecemeal fashion. Even before the Senate vote, though, it was clear that any kind of immigration reform that was going to make it through the House would be far less than what the Senate wanted, and likely wouldn’t include much of anything to address the status of the 11 million or so people who are in the country illegally. Instead, House Republicans appear to be looking at things like “border security” and measures that deal with the issue of the children of people who are in the country illegally, which falls far short of what President Obama and those Senate Republicans who did support the Senate bill are aiming for.

Evidently, Democrats and the White House are counting on the momentum of their recent “victory” in the shutdown showdown to give them some kind of momentum on the immigration front. It’s far from self-evident, though, that such momentum actually exists, or that it would be at all easy to force Republicans in the House to bend on an issue where, at least in some respects, polling shows the public almost equally divided. Republicans, who are already saying that the Obama Administration would be foolish to believe that they can push anything resembling the Senate bill through the House, seem unlikely to bend on an issue like this unless there’s something in it for them. Additionally, while Speaker Boehner has made it clear that he would like to pass an immigration bill this year, it strikes me as unlikely that he would be willing to put his weight behind something that is strongly opposed by his caucus, especially after the manner in which the shutdown showdown ended. It’s one thing to push a bill that even the people who opposed it agreed was necessary to prevent financial panic and electoral disaster. It’s quite another to try to push through a bill that many Republicans see as little more than a Democratic wish list.
Dem and GOP opposition block, shutdown triggered their spillover 

Lisa Lerer, Bloomberg, 10/24/13, Republicans After Shutdown Seen Losing Again Defying Immigration, www.businessweek.com/printer/articles/617264?type=bloomberg

Shortly after the U.S. government shutdown ended, President Barack Obama declared that he wanted immigration legislation back on Congress’s agenda, with the goal of passage by year’s end. Some fellow Democrats are in no hurry.

Their concern: a compromise with Republicans might take the edge off an issue that tops the agenda for Hispanics, a group that gave Obama 71 percent of its votes in the 2012 presidential election. Democrats want to hold onto that decisive margin in their bid to keep control of the U.S. Senate and win a House majority in next year’s congressional races.

“There are some Democrats who would rather get it done -- and others who would rather have the issue” linger, said Tamar Jacoby, president of ImmigrationWorks USA, a network of business groups that promotes legal immigration. “Either way, they win,” said Jacoby, who has spoken with many Democratic lawmakers. “I hope Obama wants a bill.”

The reluctance of some Democrats to press the issue now is only one of the hurdles facing legislation this year. A majority of House Republicans oppose providing a pathway to citizenship for undocumented workers. And a White House-backed push by pro-immigration groups -- including high-technology companies eager to obtain visas for workers -- was derailed by the 16-day government shutdown and fight over the debt limit.

That confrontation, some Republicans say, further poisoned the president’s relations with the party.
“There’s no discussion about immigration” by either party, said Texas Republican John Carter, who last month left a bipartisan House group that was working on a bill. “I have a heart for fixing immigration, but not sure the will is there.”

Obama’s push backfires

Lisa Lerer, Bloomberg, 10/24/13, Republicans After Shutdown Seen Losing Again Defying Immigration, www.businessweek.com/printer/articles/617264?type=bloomberg

He then scolded the same Republican lawmakers whose votes he’ll need for the House to approve Senate-passed legislation.

“There are folks on the other side who think that my policies are misguided,” he said. “We shouldn’t fail to act on areas that we do agree or could agree just because we don’t think it’s good politics, just because the extremes in our party don’t like the word ‘compromise.’”

The fate of the legislation rests largely in the hands of House Speaker John Boehner, who must decide whether to bring legislation to the full House, the officials said.

The Senate in June passed an immigration bill on a bipartisan vote that included a path to citizenship for the country’s estimated 11 million undocumented workers.

Supporters of immigration legislation say if Obama pushes hard, it might make it tougher for Republicans to support a priority of the Democratic administration.
“If he leans into it too aggressively, it makes it harder for Republicans to get to ‘yes,’” said Frank Sharry, executive director of Washington-based America’s Voice. “He wants a result so badly that he’s willing to step back so Republicans can step forward.”

Obama push kills the bill

Sandra Hernandez, LA Times, 10/24/13, Is Obama's call for immigration reform really helpful?, www.latimes.com/opinion/opinion-la/la-ol-obama-immigration-reform-house-20131024,0,2437443.story#axzz2ijWnCnMw

But is Obama’s speech likely to help or hurt such efforts in the House? According to some GOP conservatives and tea party members, the more the president talks about the need to overhaul the immigration system, the dimmer the chances a compromise bill will be passed in the House.

Why? The logic goes something like this: Anything that Obama says about immigration reform only deepens partisan divisions in the House. Moreover, his speech was little more than an effort to steal the spotlight from moderate Republicans who are working hard to find a way forward.

Args that Obama is “walking a fine line” are wrong—he’s overtly pressuring House Republicans

Reid Epstein, 10/24/13, President Obama on immigration: ‘Let’s do it now’, dyn.politico.com/printstory.cfm?uuid=80B15408-02E3-4041-9FAE-DCD143BAC7D2

And as the Senate debated immigration reform for months earlier this year, Obama kept a public distance as White House and Senate aides maintained that the legislation had a better chance to proceed without an appearance of the president being directly involved.
Now with the House GOP leadership calling for a “step-by-step approach” instead of the comprehensive solution Obama seeks, the president is shifting from the inside approach that won votes in the Senate to an outside push to pressure House Republicans.
