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The United States federal government should statutorily prohibit the authority of the President of the United States to authorize the preemptive use of offensive cyber-attacks.

Adv- CyberWar

The Squo offensive cyber posture attacks risk retaliatory cycles and arms races 
Moss 13
Columnist at The Diplomat Trefor Moss is an independent journalist based in Hong Kong. He covers Asian politics, defence and security, and was Asia-Pacific Editor at Jane’s Defence Weekly until 2009, Is Cyber War the New Cold War?, 4/19/13, http://thediplomat.com/2013/04/19/is-cyber-war-the-new-cold-war/2/

Although setting up a cybersecurity working group with China, Washington has also signaled it intends to escalate. U.S. Cyber Command and NSA chief General Keith Alexander signaled this shift of policy gears earlier this month when he told Congress that of 40 new CYBERCOM teams currently being assembled, 13 would be focused on offensive operations. Gen Alexander also gave new insight into CYBERCOM’s operational structure. The command will consist of three groups, he said: one to protect critical infrastructure; a second to support the military’s regional commands; and a third to conduct national offensive operations. As cyber competition intensifies between the U.S. and China in particular, the international community approaches a crossroads. States might begin to rein in their cyber operations before things get further out of hand, adopt a rules-based system governing cyberspace, and start respecting one another’s virtual sovereignty much as they do one another’s physical sovereignty. Or, if attacks and counter-attacks are left unchecked, cyberspace may become the venue for a new Cold War for the Internet generation. Much as the old Cold War was characterized by indirect conflict involving proxy forces in third-party states, its 21stcentury reboot might become a story of virtual conflict prosecuted by shadowy actors in the digital realm. And as this undeclared conflict poisons bilateral relations over time, the risk of it spilling over into kinetic hostilities will only grow.



New rules change the restrained conduct of cyberwar up to this point – grant Obama unfettered power do define the threat – makes a cyber aggression inevitable
RT 13 < Hacker in chief: Obama given right to launch 'preemptive' cyberattacks, Published time: February 04, 2013 18:39, http://rt.com/usa/obama-us-administration-cyber-435/>#SPS

¶ A secret review has concluded that US President Obama has the authority to launch a preemptive cyber attack on any country on the basis that they are considered a ‘cyber threat’ – even if there is no concrete evidence of this threat.¶ It may not be long before the US conducts crippling attacks on foreign soil with little more than a mouse click, thereby sparing itself the effort of sending its military oversees or declaring war.¶ The Obama administration is currently drawing up a set of rules about how the US military can defend against or conduct cyberattacks, the New York Times reports. The Obama administration is also allowing intelligence agencies to declare potential threats. But even if these threats are nothing more than a suspicion without evidence, the military now has the authority to attack foreign nations, regardless of whether or not the US is involved in a conflict with them.¶ This would not only spare the US from sending its own troops overseas, but it would also allow the administration to make decisions without the deliberation that usually occurs before sending Americans into a conflict zone. And if the administration conducts an attack based on false premises, it would be saved the embarrassment that occurred when President George W. Bush sent thousands of US troops into a war with Iraq that lasted nearly 9 years, based on the false premise that Iraq possessed weapons of mass destruction and was a security threat.¶ With no overseas deployments necessary to conduct a cyberattack, the administration would have nothing to lose by anonymously targeting and destroying infrastructure based on its own suspicions of a threat. The administration’s new rules would also allow the military to operate domestically, the thought of which has always made many people uncomfortable.  The White House in October signed a presidential policy directive that aims to “finalize new rules of engagement that would guide commanders when and how the military can go outside government networks to prevent a cyberattack that could cause significant destruction or casualties.”¶  A senior administration official told the Times that the US has so far kept its cyber capabilities restrained and that the new rules could allow the administration to exercise its full potential.¶ “There are levels of cyberwarfare that are far more aggressive than anything that has been used or recommended to be done,” the official said.¶ The administration has already used computer worms to cripple other countries’ infrastructure, including a series of attacks against Iran’s nuclear power plants, one of which took out nearly 1,000 of the 5,000 centrifuges of the Natanz plant. The attack was controlled from inside the Pentagon, which now has a new Cyber Command and a growing budget that would allow it to conduct more extensive cyberattacks. ¶ The Pentagon’s foundation of such an office demonstrates the administration’s preparation for cyberwarfare, in which both the US and terrorists can strike each other by taking down power grids, financial systems and communications networks. The Cyber Command office is experiencing a growing budget, while the Department of Defense is preparing for spending cuts and is slashing budgets for other Pentagon departments, indicating the importance of its work to the administration.¶ The rules have been in development for nearly two years, but they were leaked to the Times at a convenient moment for the administration: The New York Times, Bloomberg L.P., the Wall Street Journal and the Washington Post all claim that their computers have been penetrated by Chinese hackers and had been targeted for years. The computer security company Mandiant also alleged that Chinese hackers had stolen contacts, information and files from more than 30 US newspaper journalists and executives, many of which had written about Chinese leaders and political and legal issues in China.¶ But the Chinese Ministry of National Defense has denied that its people had anything to do with the suspected attacks, stating that “Chinese laws prohibit any action including hacking that damages Internet security.” The ministry also expressed anger about the accusations, stating that “to accuse the Chinese military of launching cyberattacks without solid proof is unprofessional and baseless.”¶ “We have seen over the last years an increase in not only the hacking attempts on government institutions but also nongovernmental ones,” US Secretary of State Hillary Clinton told reporters on Thursday, emphasizing that the Chinese “are not the only people who are hacking us.”¶ The administration has also recently announced that an unnamed American power station was crippled for weeks by cyberattacks, without releasing details about the location of the plant. With little proof about the alleged cyberattacks and the suspected threats, the White House now reserves the right to make major cyberwarfare decisions, despite Congress’ long-standing disapproval.¶ “The [National Security Administration’s] cyber security operations have been kept very, very secret, and because of that it has been impossible for the public to react to them,” said Electronic Privacy Information Center attorney Arnie Stepanovich in November. “[That makes it] very difficult, we believe, for Congress to legislate in this area.”¶ The Obama administration has long pushed for Congress to pass the Cyber Intelligence Sharing and Protection Act, which would grant the government greater access to the Internet and cybersecurity information from the private sector. US Homeland Security Secretary Janet Napolitano, claims it is necessary to prevent a “cyber 9/11” attack that would knock out water, electricity and gas, causing destruction similar to that left behind by Hurricane Sandy.¶ But privacy advocates have long expressed concern that this measure would give the government access to Americans’ personal e-mails, online chat conversations, and other personal information that only private companies and servers might have access too, prompting Congress to reject the measure.¶ Alongside privacy concerns, the Obama administration’s increasing access to cybersecurity information and cyberwarfare capabilities provides the president with an unknown amount of power to conduct anonymous attacks on foreign infrastructure.¶ While using this technology to attack military objects, such as anti-aircraft or missile defense radars in war zones, would not surprise anyone, the US now also reserves the right to attack other countries with which it has not declared war.¶ With the US ranking first in  a 2012 study that drew up a “Cyber Power Index”, other nations whose conduct conflicts with US wishes could become more vulnerable than ever – especially since International Law allows countries to defend themselves against foreign threats, and these “threats” can now be concluded based on vague intelligence analysis of a 'potential' cyber attack.


It goes nuclear 
[we don’t even have to win escalation -- command and control hacking, crisis instability, and fracturing nuclear agreements all ensure independent nuclear response- congressional restrictions are key to solve]
Austin, 8/6 
Director of Policy Innovation at the EastWest Institute, Costs of American Cyber Superiority, http://www.chinausfocus.com/peace-security/costs-of-american-cyber-superiority/

The United States is racing for the technological frontier in military and intelligence uses of cyber space. It is ahead of all others, and has mobilized massive non-military assets and private contractors in that effort. This constellation of private sector opportunity and deliberate government policy has been aptly labeled in recent months and years by so many credible observers (in The Economist, The Financial Times and the MIT Technology Review) as the cyber industrial complex. The United States is now in the unusual situation where the head of a spy agency (NSA) also runs a major military unified command (Cyber Command). This is probably an unprecedented alignment of Praetorian political power in any major democracy in modern political history. This allocation of such political weight to one military commander is of course for the United States to decide and is a legitimate course of action. But it has consequences. The Snowden case hints at some of the blow-back effects now visible in public. But there are others, less visible. The NSA Prism program exists because it is technologically possible and there have been no effective restraints on its international targeting. This lack of restraint is especially important because the command and control of strategic nuclear weapons is a potential target both of cyber espionage and offensive cyber operations. The argument here is not to suggest a similarity between the weapons themselves, but to identify correctly the very close relationship between cyber operations and nuclear weapons planning. Thus the lack of restraint in cyber weapons might arguably affect (destabilize) pre-existing agreements that constrain nuclear weapons deployment and possible use. The cyber superiority of the United States, while legal and understandable, is now a cause of strategic instability between nuclear armed powers. This is similar to the situation that persisted with nuclear weapons themselves until 1969 when the USSR first proposed an end of the race for the technological frontier of potential planetary devastation. After achieving initial capability, the U.S. nuclear missile build up was not a rational military response to each step increase in Soviet military capability. It was a race for the technological frontier – by both sides – with insufficient recognition of the consequences. This conclusion was borne out by a remarkable Top Secret study commissioned in 1974 by the U.S. Secretary of Defense, Dr James Schlesinger. By the time it was completed and submitted in 1981, it assessed that the nuclear arms build-up by both sides was driven – not by a supposed tit for tat escalation in capability of deployed military systems – but rather by an unconstrained race for the technological limits of each side’s military potential and by its own military doctrinal preferences. The decisions of each side were not for the most part, according to this now declassified study, a direct response to particular systems that the other side was building. In 1969, the USSR acted first to propose an end to the race for the technological frontier of nuclear weapons because it knew it was losing the contest and because it knew there was political sentiment in the United States and in its Allied countries that supported limitations on the unbridled nuclear fetish. As we ponder the American cyber industrial complex of today, we see a similar constellation of opposition to its power emerging. This constellation includes not just the political rivals who see they are losing in cyber space (China and Russia), but nervous allies who see themselves as the likely biggest victims of the American race for cyber superiority, and loyal American military commanders who can see the risks and dangers of that quest. It is time for the United States to take stock of the collateral damage that its quest for cyber military power, including its understandable quest for intelligence superiority over the terrorist enemy, has caused amongst its allies. The loss has not yet been seen at the high political level among allies, in spite of several pro forma requests for information from countries such as Germany. The loss of U.S. credibility has happened more at the popular level. Around the world, once loyal supporters of the United States in its war on terrorism had a reasonable expectation to be treated as faithful allies. They had the expectation, perhaps naïve, that privacy was a value the Americans shared with them. They did not expect to be subject to such a crude distinction (“you are all non-Americans now”). They did not want to know that their entire personal lives in cyber space are now recoverable – should someone so decide – by the running of a bit of software in the NSA. After the Prism revelations, so many of these foreign citizens with an internationalist persuasion and solidarity for the United States now feel a little betrayed. Yet, in the long run, the most influential voice to end the American quest for cyber military superiority may come from its own armed forces. There are military figures in the United States who have had responsibility for nuclear weapons command and control systems and who, in private, counsel caution. They advocate the need to abandon the quest for cyber dominance and pursue a strategy of “mutual security” in cyber space – though that has yet to be defined. They cite military exercises where the Blue team gets little or no warning of Red team disruptive cyber attack on systems that might affect critical nuclear command and control or wider war mobilization functions. Strategic nuclear stability may be at risk because of uncertainty about innovations in cyber attack capability. This question is worth much more attention. U.S. national security strategy in cyber space needs to be brought under stronger civilian oversight and subject to more rigorous public scrutiny. The focus on Chinese cyber espionage has totally preempted proper debate about American cyber military power. Most in the United States Congress have lined up to condemn Snowden. That is understandable. But where are the critical voices looking at the bigger picture of strategic instability in cyberspace that existed before Snowden and has now been aggravated because of him? The Russian and Chinese rejections of reasonable U.S. demands for Snowden’s extradition may be every bit as reasonable given their anxiety about unconstrained American cyber superiority.
Cyber preemption escalates to a shooting war
Clarke 2009 
(Richard Clarke, special adviser to the president for cybersecurity in the George W. Bush administration and chairman of Good Harbor Consulting, November/December 2009, “War from Cyberspace,” The National Interest, http://web.clas.ufl.edu/users/zselden/coursereading2011/Clarkecyber.pdf)

As in the 1960s, the speed of war is rapidly accelerating. Then, long-range ¶ ¶ missiles could launch from the prairie of ¶ ¶ Wyoming and hit Moscow in only thirtyfive minutes. Strikes in cyber war move at ¶ ¶ a rate approaching the speed of light. And ¶ ¶ this speed favors a strategy of preemption, which means the chances that people can become trigger-happy are high. This, in ¶ ¶ turn, makes cyber war all the more likely. ¶ ¶ If a cyber-war commander does not attack quickly, his network may be destroyed first. If a commander does not preempt an enemy, he may find that the target nation has suddenly raised new defenses or even disconnected from the worldwide Internet. ¶ ¶ There seems to be a premium in cyber war ¶ ¶ to making the first move.¶ ¶ And much as in the nuclear era, there is a real risk of escalation with cyber war. ¶ ¶ Nuclear war was generally believed to be ¶ ¶ something that might quickly grow out of ¶ ¶ conventional combat, perhaps initiated with ¶ ¶ tanks firing at each other in a divided Berlin. The speed of new technologies created ¶ ¶ enormous risks for crisis instability and miscalculation. Today, the risks of miscalculation are even higher, enhancing the chances that what begins as a battle of computer programs ends in a shooting war. Cyber ¶ ¶ war, with its low risks to the cyber warriors, ¶ ¶ may be seen by a decision maker as a way ¶ ¶ of sending a signal, making a point without ¶ ¶ actually shooting. An attacker would likely ¶ ¶ think of a cyber offensive that knocked out ¶ ¶ an electric-power grid and even destroyed ¶ ¶ some of the grid’s key components (keeping ¶ ¶ the system down for weeks), as a somewhat ¶ ¶ antiseptic move; a way to keep tensions ¶ ¶ as low as possible. But for the millions of people thrown into the dark and perhaps ¶ ¶ the cold, unable to get food, without access ¶ ¶ to cash and dealing with social disorder, ¶ ¶ it would be in many ways the same as if bombs had been dropped on their cities. Thus, the nation attacked might well respond with “kinetic activity.”

That also causes miscalculation of nuclear forces
Clark and Andreasen 13
(Richard A. Clarke, the chairman of Good Harbor Security Risk Management, was special adviser to the president for cybersecurity in the George W. Bush administration. Steve Andreasen, a consultant to the Nuclear Threat Initiative, was the National Security Council’s staff director for defense policy and arms control from 1993 to 2001, “Cyberwar’s threat does not justify a new policy of nuclear deterrence” June 14, 2013, http://articles.washingtonpost.com/2013-06-14/opinions/39977598_1_nuclear-weapons-cyber-attack-cyberattacks, KB)

President Obama is expected to unveil a new nuclear policy initiative this week in Berlin. Whether he can make good on his first-term commitments to end outdated Cold War nuclear policies may depend on a firm presidential directive to the Pentagon rejecting any new missions for nuclear weapons — in particular, their use in response to cyberattacks.¶ The Pentagon’s Defense Science Board concluded this year that China and Russia could develop capabilities to launch an “existential cyber attack” against the United States — that is, an attack causing sufficient damage that our government would lose control of the country. “While the manifestation of a nuclear and cyber attack are very different,” the board concluded, “in the end, the existential impact to the United States is the same.”¶ Because it will be impossible to fully defend our systems against existential cyberthreats, the board argued, the United States must be prepared to threaten the use of nuclear weapons to deter cyberattacks. In other words: I’ll see your cyberwar and raise you a nuclear response.¶ Some would argue that Obama made clear in his 2010 Nuclear Posture Reviewthat the United States has adopted the objective of making deterrence of nuclear attacks the “sole purpose” of our nuclear weapons. Well, the board effectively reviewed the fine print and concluded that the Nuclear Posture Review was “essentially silent” on the relationship between U.S. nuclear weapons and cyberthreats, so connecting the two “is not precluded in the stated policy.”¶ As the board noted, cyberattacks can occur very quickly and without warning, requiring rapid decision-making by those responsible for protecting our country. Integrating the nuclear threat into the equation means making clear to any potential adversary that the United States is prepared to use nuclear weapons very early in response to a major cyberattack — and is maintaining nuclear forces on “prompt launch” status to do so.¶ Russia and China would certainly take note — and presumably follow suit. Moreover, if the United States, Russia and China adopted policies threatening an early nuclear response to cyber­attacks, more countries would surely take the same approach.¶ It’s hard to see how this cyber-nuclear action-reaction dynamic would improve U.S. or global security. It’s more likely to lead to a new focus by Pentagon planners on generating an expanding list of cyber-related targets and the operational deployment of nuclear forces to strike those targets in minutes.¶ Against that backdrop, maintaining momentum toward reducing the role of nuclear weapons in the United States’ national security strategy (and that of other nations) — a general policy course pursued by the past five presidents — would become far more difficult. Further reductions in nuclear forces and changes in “hair-trigger” postures, designed to lessen the risk of an accidental or unauthorized nuclear launch, would also probably stall.¶ Fortunately, Obama has both the authority and the opportunity to make clear that he meant what he said when he laid out his nuclear policy in Prague in 2009. For decades, presidential decision directives have made clear the purpose of nuclear weapons in U.S. national security strategy and provided broad guidance for military planners who prepare the operations and targeting plans for our nuclear forces. An update to existing presidential guidance is one of the homework items tasked by the 2010 Nuclear Posture Review.¶ Cyberthreats are very real, and there is much we need to do to defend our military and critical civilian infrastructure against what former defense secretary Leon E. Panetta referred to as a “cyber Pearl Harbor” — including enhancing the ability to take action, when directed by the president, against those who would attack us. We also need more diplomacy such as that practiced by Obama with his Chinese counterpart, Xi Jinping, at their recent summit. Multinational cooperation centers could ultimately lead to shared approaches to cybersecurity, including agreements related to limiting cyberwar.

Criticizing the probability of our impacts is meaningless – all wars are low probability, what matters is that cyberwar is more likely to escalate than other conflicts, which uniquely warrants academic attention
Junio ‘13
[Timothy J. Junio (Tim)is a doctoral candidate of political science at the¶ University of Pennsylvania and a predoctoral fellow at the Center for¶ International Security and Cooperation (CISAC) at Stanford University.¶ He also develops new cyber capabilities at the Defense Advanced¶ Research Projects Agency (DARPA). How Probable is Cyber War? Bringing¶ IR Theory Back In to the Cyber Conflict Debate, Journal of Strategic Studies, 36:1,¶ 125-133. ETB]

Two recent articles in the pages of this journal contribute to an¶ important debate about how information technology (IT) inﬂuences¶ international politics.1¶ Thomas Rid and Adam Liff argue that cyber¶ ‘war’ has never happened and probably will not happen. A fundamental¶ problem with these articles is that Rid and Liff do not commit to a¶ theoretical framework regarding the causes of war. Doing so yields an¶ opposite conclusion: international relations theory identiﬁes many¶ mechanisms that may cause violent escalation with cyber weapons.¶ This brief response article explains why cyber war is sufﬁciently¶ probable to merit serious attention from scholars and practitioners,¶ and proposes a theoretical research agenda. First, domestic political¶ factors – such as states’ command and control over cyber operations –¶ must be problematized. The principal-agent approach demonstrates¶ how variation in incentives and preferences may make militaries more¶ likely to favor cyber attack than other kinds of bureaucracies. This¶ matters in societies with poor civilian control over the military. Second,¶ the unique material qualities of IT must be evaluated alongside¶ traditional mechanisms that cause war. For instance, the attribution¶ problem and computational complexity in modeling cyber operations¶ may increase the odds of inadvertent cyber war by causing states to¶ retaliate against the wrong targets or miscalculate the potential costs¶ and gains of attacking.¶ What is Cyber War? (Again. . .)¶ Rid and Liff do not deﬁne cyber war the same way, and there is no¶ disciplinary consensus. Rid, Liff, and this author at least agree on the¶ following: cyber war is a coercive act involving computer network¶ attack. Network attack means information is disrupted, degraded, or¶ destroyed. ‘Coercive’ means using force to change or preserve a political¶ status quo. A point of contention is lethality, which Rid believes is¶ necessary for cyber ‘war’.2¶ This is an extreme and undesirable¶ requirement, particularly because (as Rid himself points out) non-lethal¶ cyber attacks may be more costly than conventional warfare.3¶ It is¶ important to note that Rid focuses on network attack, whereas Liff¶ considers a broader conﬂict process. This response addresses both.¶ The central point of Rid’s article is that it is difﬁcult to cause lethal¶ effects with cyber weapons, and that politically motivated, instrumental cyber attack has never killed anyone.4¶ While the empirics of his¶ article are sound – he describes recent cyber attacks accurately – Rid¶ never explains what causes war or makes war more or less likely. The¶ arguments in his article are exclusively deﬁnitional, and do not directly¶ support his title’s assertion that ‘Cyber War Will Not Take Place.’¶ Liff does better from a theoretical point of view; he links his article to¶ the bargaining approach to war.5¶ He does an excellent job of offering¶ counterpoints to four arguments about why cyber attack may increase¶ the probability of war. However, Liff never establishes why his¶ reasonable views are more plausible than their alternatives. This is¶ because he is not explicit about assumptions that are necessary for his¶ arguments to hold, nor about the circumstances under which those¶ assumptions break down. For example, Liff argues that private¶ information may make war less likely because states poorly estimate he gains from cyber attack.6¶ Although Liff is right to point out that¶ ambiguity in cyber operations is important, he is wrong to assume the¶ causal arrow points in one direction. Ambiguity can make war more or¶ less likely, because it may lead states to overestimate their potential¶ gains, overestimate their stealth, and/or underestimate their adversary’s¶ skill.¶ Finally, it must be recognized that any future war is a low probability event. Crafting claims that particular conﬂict scenarios are improbable is rather unimpressive; what is important to understand is the potential cost and probability of cyber war relative to other kinds of conﬂict.¶ Causes of Cyber War¶ The noted problems in the Rid and Liff articles could have been¶ avoided by drawing on structured theoretical approaches that are¶ common to the study of the causes of all kinds of warfare. What would¶ such an approach look like? This response lacks the space to fully¶ develop one, but recommends a way forward. Literally dozens of¶ arguments have been advanced in the political science discipline¶ regarding the causes of war, and very many of these offer reasons to¶ believe cyber war is plausible or even probable.7¶ An approach,¶ advanced in James Fearon’s modern classic ‘Rationalist Explanations¶ for War,’ is to list assumptions that create an ideal condition in which¶ war should never happen.8¶ One way to structure scientiﬁc inquiry¶ regarding the probability of cyber war is to examine how the unique¶ material qualities of IT affect each of the assumptions. Table 1 offers a¶ cursory version of such an analysis to identify priority areas for further¶ study. Among a large number of revealed paths to cyber war, one –¶ principal-agent problems involving the bureaucracies that conduct¶ cyber operations – is detailed here to demonstrate the plausibility of¶ speciﬁc mechanisms and what follow-on empirical work should look¶ like.¶ Principal-Agent Problems¶ Rid and Liff appear to assume that states are unitary rational actors¶ (URAs), and do not explain the domestic political processes whereby¶ states make foreign policy choices. Empirically and theoretically, it is important to relax the URA assumption and problematize who has¶ formal and actual release authority over cyber weapons. The principal agent approach, for instance, works from the premise that individuals and organizations often vary in their incentives and preferences, which could make war beneﬁcial for some at the cost of others.9¶ This and¶ related thinking inform how scholars study other military technologies,¶ such as nuclear weapons. Scott Sagan points out that although unauthorized nuclear war is improbable, it is sufﬁciently probable that people should worry a great deal about command and control (C2) issues.10 Many anecdotes echo Sagan’s work. For example, a Russian¶ general was asked during the Cold War about his backup plan in the¶ event he could not open the safe containing his nuclear launch codes.¶ His answer was that he would bash the safe open with a sledgehammer¶ he kept nearby!11¶ Consideration of how bureaucracies do what they do – like keeping¶ emergency nuclear war sledgehammers – is of critical importance to the¶ cyber C2 question. Although controlling large organizations is a core¶ function of militaries, the conduct of cyber operations is different from¶ other kinds of activity in a way that greatly magniﬁes the ‘strategic corporal’ problem. This is because constant cyber operations other than¶ war decrease the bureaucratic friction that normally alerts superiors to¶ aberrant behavior. In the case of nuclear weapons, a long chain of¶ events is required before unauthorized activities occur. Someone¶ probably would notice a crazed general using his sledgehammer on¶ the launch codes safe, turning keys, fueling missiles, and so on. In¶ contrast, it is a core function of cyber bureaucrats to access adversary¶ networks constantly, and to develop push-button solutions to minimize¶ lags during war. Furthermore, if the perception that cyber weapons are¶ non-lethal comes to be widely perceived (as Rid would prefer), it is¶ reasonable to conclude that the threshold for their use will be lower¶ than other kinds of weapons – even if the cost of cyber attacks is¶ greater.¶ While weak C2 is a necessary condition for a war caused by¶ principal-agent problems, it is not sufﬁcient, because bureaucracies¶ (agents) must also have different incentives or preferences from their¶ populations or leaders (the ‘principals’). A deep political science literature argues that militaries are more prone to favor offensive operations than other kinds of bureaucracies.12 Early evidence suggests that¶ this ‘cult of the offensive’ operates regarding cyber warfare. James¶ Cartwright, the former Vice Chairman of the US Joint Chiefs of Staff,¶ calls for the United States to engage in more offensive cyber operations,¶ and reportedly created a bureaucracy to that end.13 This perspective exists in other countries; ofﬁcials with South Korea’s Cyber Command¶ believe that ‘the best defense is a good offense’, and that they should¶ preemptively disable menacing foreign servers.14 Chinese military¶ textbooks recommend ‘information offensive through computer network attack’ in advance of conventional warfare.15 In contrast, nearly¶ all other bureaucracies – such as those responsible for diplomacy, law¶ enforcement, and homeland security – appear oriented toward cyber¶ defense.¶ If this offensive mindset is observed in countries where civilians have¶ ﬁrm control over military organizations, then what is the risk from¶ countries with different civil-military relations?16 The thought of weak¶ or military-dominated states possessing advanced cyber capabilities is¶ troubling, to say the least, and offers highly plausible paths to cyber¶ war. An example, North Korea, already has demonstrated offensive¶ tendencies, as that government appears to have conducted disruptive¶ and destructive cyber attacks.17¶ Many potential paths to war result from a combination of ‘cult of the¶ offensive’ reasoning and weak C2. One is for militaries to justify cyber¶ attack as acts of self-defense or preemption. Another is for militaries to¶ conduct offensive cyber operations without informing their superiors.¶ Yet another is the potential for offensive biases to make them more¶ easily fall bait to ‘false ﬂag’ operations. These are merely derivatives of¶ principal-agent problems that arise among politically motivated actors;¶ the outlook worsens when considering other incentives, such as proﬁt,¶ that may lead corrupt bureaucrats to sell lethal skills or software to the¶ highest bidder.¶ So, how much should scholars and practitioners care about cyber war?¶ A belief that cyber war is hyped appears to have motivated Rid and Liff¶ to pen their pieces. A satisfying answer must explain at least two things:¶ the destructive potential of cyber war, and the probability that it will¶ happen. It appears uncontroversial that, if cyber war happens, it will be ¶ highly costly even if not lethal. Few contest the idea that a successful¶ and sustained degradation of military capabilities, deprivation of¶ civilian services, destruction of ﬁnancial records, or other such ‘digital¶ Pearl Harbor’ scenarios, would be pretty bad.¶ On the other hand, there is little agreement in academic or policy¶ circles regarding whether or not cyber war will happen. This response¶ offers an important corrective to narratives that cyber war is¶ improbable. A small number of premises lead to a conclusion that¶ cyber war is, at a minimum, plausible enough to merit serious¶ attention. Further research would do well to commit to theoretical¶ paradigms, such as the approach recommended in Table 1. This kind of¶ rigorous scholarship is a prerequisite to reducing the incidence of cyber¶ conﬂict and avoiding cyber war.

Understanding the risks of current US posture reduces the chances of cyber war escalation- worst case assessments are the best preparation 

Clarke and Knake ‘10
[Richard Alan Clarke is the former National Coordinator for Security, Infrastructure Protection, and Counter-terrorism for the United States. Robert K. Knake, Former international affairs fellow in residence @ CFR. Cyber War. ETB]

In the seminal 1983 movie about computers and war, War Games, ¶ starring a young Matthew Broderick, the tinny computer voice ¶ asked haltingly, “Do you want to play a game of thermonuclear war?” ¶ Why don’t we play a game of cyber war in order to elucidate some of ¶ the policy choices that shape a strategy. DoD runs such exercises, ¶ called Cyber Storm, annually. The CIA’s annual cyber war exercise, ¶ Silent Horizon, has been happening since 2007. For the purposes of ¶ this analysis, I’ll make the same request of you that I made of students ¶ at Harvard’s Kennedy School and national security bureaucrats sitting ¶ around the White House Situation Room conference table: “Don’t ¶ fight the scenario.” By that I mean, do not spend a lot of time rejecting ¶ the premise that circumstances could happen someday that would ¶ result in the U.S. being on the edge of conflict with Russia or China. When U.S. cyber warriors talk about the “big one,” they usually ¶ have in mind a conflict in cyberspace with Russia or China, the two ¶ nations with the most sophisticated offensive capability other than ¶ the U.S. No one wants hostilities with those countries to happen. ¶ Thinking about it, for the purposes of understanding what cyber ¶ war would look like, does not make it more likely. In fact, by understanding the risks of our current cyber war posture, we might reduce ¶ the chances of a real cyber war. And if, despite our intentions, a ¶ cyber war does happen, it would be best to have thought in advance ¶ about how it could unravel.¶ Certainly, I did not want to see the attack of 9/11 happen, but I ¶ had chaired countless “tabletop exercises,” or war game scenarios, to ¶ get myself and the bureaucracy ready in case something like it did ¶ happen. When it came, we had already thought through how to re­¶ spond on the day of an attack and the few days thereafter. We spent ¶ enormous effort to try to prevent attacks, but we also devoted some ¶ time to thinking about what we would do if one succeeded. Had we ¶ not done so, that awful day would have been even worse. So, in that ¶ spirit of learning by visualizing, let’s think about a period of rising ¶ tensions between the U.S. and China.


Arguing against the practices of the USFG in the context of war powers allows for an engaged public that can expose the hypocrisy of the federal government – only focus on specific policy questions can actualize change by making it relevant to policy-makers – 
Mellor 13 
The Australian National University, ANU College of Asia and the Pacific, Department Of International Relations, 
“Why policy relevance is a moral necessity: Just war theory, impact, and UAVs,” European University Institute, Paper Prepared for BISA Conference 2013, DOA: 8-14-13

This section of the paper considers more generally the need for just war theorists to engage with policy debate about the use of force, as well as to engage with the more fundamental moral and philosophical principles of the just war tradition. It draws on John Kelsay’s conception of just war thinking as being a social practice,35 as well as on Michael Walzer’s understanding of the role of the social critic in society.36 It argues that the just war tradition is a form of “practical discourse” which is concerned with questions of “how we should act.”37 Kelsay argues that: [T]he criteria of jus ad bellum and jus in bello provide a framework for structured participation in a public conversation about the use of military force . . . citizens who choose to speak in just war terms express commitments . . . [i]n the process of giving and asking for reasons for going to war, those who argue in just war terms seek to influence policy by persuading others that their analysis provides a way to express and fulfil the desire that military actions be both wise and just.38 He also argues that “good just war thinking involves continuous and complete deliberation, in the sense that one attends to all the standard criteria at war’s inception, at its end, and throughout the course of the conflict.”39 This is important as it highlights the need for just war scholars to engage with the ongoing operations in war and the specific policies that are involved. The question of whether a particular war is just or unjust, and the question of whether a particular weapon (like drones) can be used in accordance with the jus in bello criteria, only cover a part of the overall justice of the war. Without an engagement with the reality of war, in terms of the policies used in waging it, it is impossible to engage with the “moral reality of war,”40 in terms of being able to discuss it and judge it in moral terms Kelsay’s description of just war thinking as a social practice is similar to Walzer’s more general description of social criticism. The just war theorist, as a social critic, must be involved with his or her own society and its practices. In the same way that the social critic’s distance from his or her society is measured in inches and not miles,41 the just war theorist must be close to and must understand the language through which war is constituted, interpreted and reinterpreted.42 It is only by understanding the values and language that their own society purports to live by that the social critic can hold up a mirror to that society to demonstrate its hypocrisy and to show the gap that exists between its practice and its values.43 The tradition itself provides a set of values and principles and, as argued by Cian O’Driscoll, constitutes a “language of engagement” to spur participation in public and political debate.44 This language is part of “our common heritage, the product of many centuries of arguing about war.”45 These principles and this language provide the terms through which people understand and come to interpret war, not in a deterministic way but by providing the categories necessary for moral understanding and moral argument about the legitimate and illegitimate uses of force.46 By spurring and providing the basis for political engagement the just war tradition ensures that the acts that occur within war are considered according to just war criteria and allows policy-makers to be held to account on this basis. Engaging with the reality of war requires recognising that war is, as Clausewitz stated, a continuation of policy. War, according to Clausewitz, is subordinate to politics and to political choices and these political choices can, and must, be judged and critiqued.47 Engagement and political debate are morally necessary as the alternative is disengagement and moral quietude, which is a sacrifice of the obligations of citizenship.48 This engagement must bring just war theorists into contact with the policy makers and will require work that is accessible and relevant to policy makers, however this does not mean a sacrifice of critical distance or an abdication of truth in the face of power. By engaging in detail with the policies being pursued and their concordance or otherwise with the principles of the just war tradition the policy-makers will be forced to account for their decisions and justify them in just war language. In contrast to the view, suggested by Kenneth Anderson, that “the public cannot be made part of the debate” and that “[w]e are necessarily committed into the hands of our political leadership”,49 it is incumbent upon just war theorists to ensure that the public are informed and are capable of holding their political leaders to account. To accept the idea that the political leadership are stewards and that accountability will not benefit the public, on whose behalf action is undertaken, but will only benefit al Qaeda,50 is a grotesque act of intellectual irresponsibility. As Walzer has argued, it is precisely because it is “our country” that we are “especially obligated to criticise its policies.”51 This paper has discussed the empirics of the policies of drone strikes in the ongoing conflict with those associate with al Qaeda. It has demonstrated that there are significant moral questions raised by the just war tradition regarding some aspects of these policies and it has argued that, thus far, just war scholars have not paid sufficient attention or engaged in sufficient detail with the policy implications of drone use. As such it has been argued that it is necessary for just war theorists to engage more directly with these issues and to ensure that their work is policy relevant, not in a utilitarian sense of abdicating from speaking the truth in the face of power, but by forcing policy makers to justify their actions according to the principles of the just war tradition, principles which they invoke themselves in formulating policy. By highlighting hypocrisy and providing the tools and language for the interpretation of action, the just war tradition provides the basis for the public engagement and political activism that are necessary for democratic politics.52

Debate about the repercussions of cyber preemption is good- it generates a broader literature base that encourages restraint
Magnuson ‘9
[Stew, National Defense Magazine. http://www.nationaldefensemagazine.org/archive/2009/June/Pages/USPlanstoDestroyEnemyComputerNetworksQuestioned.aspx ETB]

¶ Retired Adm. William Owen, former vice chairman of the Joint Chiefs of Staff, said he sees little evidence that there is a government-wide understanding of the repercussions of launching an attack on enemy computers. And that goes for the military as well.¶ ¶ “My guess is that most of the generals and admirals don’t really understand what the hell we’re playing with here and we need to find a way to get some focused attention” on this topic, he told National Defense.¶ ¶ Owen is the co-author of a National Research Council report, “Technology, Policy, Law and Ethics Regarding U.S. Acquisition and Use of Cyber-Attack Capabilities.”¶ ¶ The study — two-and-a-half years in the making — concludes that policies and regulations for carrying out computer attacks are  “ill-formed, undeveloped and highly uncertain,” said Kenneth Dam, a former deputy secretary of state who also contributed to the report.¶ ¶ The authors could not identify any single authority in the government responsible for coordinating  cyber-attacks or promulgating policy — if there is any policy at all.  Further, there are no congressional committees designated to oversee the government’s efforts. ¶ ¶ In short, if the United States government goes on the offense in cyberspace, there may be a lack of accountability, the report concluded.¶ ¶ Secrecy has impeded widespread debate about the nature and implications of cyber-attack, the authors asserted. Much of the defense community’s efforts in this realm are top secret.¶ ¶ “It’s not so much secrecy, it’s actual silence. It just isn’t discussed,” Dam said at a press briefing. There needs to be a public debate about the repercussions of launching cyber-attacks, the report said. In the early days of nuclear weapons, there was a great deal of literature coming out of think tanks, universities and other institutions about when and how to use atomic bombs. That just isn’t happening in this new kind of warfare, Dam added.

War fuels structural violence
Goldstein 2001
IR professor at American University (Joshua, War and Gender, p. 412, Google Books)

First, peace activists face a dilemma in thinking about causes of war and working for peace. Many peace scholars and activists support the approach, “if you want peace, work for justice.” Then, if one believes that sexism contributes to war, one can work for gender justice specifically (perhaps. among others) in order to pursue peace. This approach brings strategic allies to the peace movement (women, labor, minorities), but rests on the assumption that injustices cause war. The evidence in this book suggests that causality runs at least as strongly the other way. War is not a product of capitalism, imperialism, gender, innate aggression, or any other single cause, although all of these influence wars’ outbreaks and outcomes. Rather, war has in part fueled and sustained these and other injustices.9  So, “if you want peace, work for peace.” Indeed, if you want justice (gender and others), work for peace. Causality does not run just upward through the levels of analysis, from types of individuals, societies, and governments up to war. It runs downward too. Enloe suggests that changes in attitudes towards war and the military may be the most important way to “reverse women’s oppression.”  The dilemma is that peace work focused on justice brings to the peace movement energy, allies, and moral grounding, yet, in light of this book’s evidence, the emphasis on injustice as the main cause of war seems to be empirically inadequate.

Squo makes Obama judge, jury, and executioner when it comes to cyberwarfare
Gosztola ‘13
[Kevin Gosztola is a trusted author who publishes his writing regularly to OpEdNews and Open Salon and he is a 2009 Young People For Fellow. http://dissenter.firedoglake.com/2013/02/04/legal-review-of-presidential-power-to-engage-in-preemptive-cyber-strikes-to-remain-secret/ ETB]

Finally, like with the drone program, President Barack Obama is presiding over the creation and development of a power that previous presidents never imagined having. The national security state is effectively appointing him and all future presidents the proverbial judge, jury and executioner when it comes to cyber warfare.¶ There is no indication that any group of members in Congress or judicial body will have to approve of a preemptive strike before it is carried out. As has become typical, the president wants to be able to conduct war without needing authorization.¶ The policy will expand the imperial presidency and the public and civil society organizations, which have a distinct interest in knowing what the government is doing, will be kept in the dark on what is legal and illegal in cyber operations. The Congress will barely make any effort to defend its right to provide oversight of this new power. And any future details on this power will mostly come from selective leaks provided by officials, who do not think they will face repercussions for talking to the press. The policy itself, the rules for cyber war, will remain concealed.


Our discussion raises awareness of cyber militarism and spills over to policy 
Owens et al. 09 (WILLIAM A. OWENS, AEA Holdings, Inc., Co-chair KENNETH W. DAM, University of Chicago, Co-chair THOMAS A. BERSON, Anagram Laboratories GERHARD CASPER, Stanford University DAVID D. CLARK, Massachusetts Institute of Technology RICHARD L. GARWIN, IBM Fellow Emeritus JACK L. GOLDSMITH III, Harvard Law School CARL G. O’BERRY, The Boeing Company JEROME H. SALTZER, Massachusetts Institute of Technology (retired) MARK SEIDEN, MSB Associates SARAH SEWALL, Harvard University WALTER B. SLOCOMBE, Caplin & Drysdale WILLIAM O. STUDEMAN, U.S. Navy (retired) MICHAEL A. VATIS, Steptoe & Johnson LLP, “Technology, Policy, Law, and Ethics Regarding U.S. Acquisition and Use of Cyberattack Capabilities”, pdf) 

A historical analogy might be drawn to the study of nuclear issues.  In many ways, today’s state of affairs regarding public discourse on cyberattack is analogous to the nuclear debate of 50 years ago. At that time, nuclear policy issues were veiled in secrecy, and there was little public debate about them. Herman Kahn’s books (On Thermonuclear War, Thinking the Unthinkable) were the first that addressed in the open literature what it might mean to fight a nuclear war. These seminal pieces did much to raise the public profile of these issues and stimulated an enormous amount of subsequent work outside government that has had a real impact on nuclear policy.  From our perspective as the co-chairs of this study, the topic of cyberattack is so important across a multitude of national interests—not just defense or even just national security—that it deserves robust and open discussion and debate, both among thoughtful professionals in the policy, military, intelligence, law enforcement, and legal fields and among security practitioners in the private sector. But for such discussion and debate to be productive, they must be based on some common foundation of information about the topic at hand. Thus, the report’s role in providing education and background is in our view its most important function.


War facilitates racism and xenophobia 
Rangelov and Kaldor 12
Iavor Rangelov and Mary Kaldor. 2012. Global Security Research Fellow at the Civil Society and Huamn Security Research Unit, Dept of Int’l Development at the Loncon School of Economics and Political Science; Professor of Global Governance and Director of the Civil Society and Human Security Research Unit. Persistent Conflict. Conflict, Security & Development 12:3. 

One problem with the literature is the preoccupation with the term ‘conﬂict’. The  Uppsala Conﬂict Data Program, which is the source of most statistics on conﬂict including  the World Development Report, the Human Security Report and the SIPRI Yearbook on  Armaments, Disarmament and International Security, deﬁnes conﬂict as a ‘contested  incompatibility’.  7  The implicit assumption is that two or more sides have (legitimate)  grievances that can be resolved either through violence or negotiation. Yet as Michel  Wieviorka points out, violence may be the opposite of conﬂict; it may close down conﬂict.  8  Conﬂict is the normal human condition and is indeed a source of creativity in society.  Democracy can be understood as a peaceful mechanism for managing conﬂict. In  conditions of violence, people live in fear and dare not express their grievances. They may  and probably do, of course, hate those who kill them or their neighbours and family and  they may kill in revenge, but this does not mean they also have some underlying grievance  that can be resolved. Their conﬂict is the consequence of violence rather than the other  way round.  Fine grained analyses of places where violence occurs, such as the ones included in this  special issue, suggest that a range of motivations are relevant in explaining violence. For  many, though not of course all, it is violence rather than the resolution of conﬂict that is  the main goal. Firstly, violence constructs a context in which it is possible to mobilise  around extremist ideologies. Xenophobic, fundamentalist, racist or ethnicist political  philosophies tend to be marginal in peacetime. In violent situations, people learn to hate  ‘the other’ and to seek the ‘protection’ of those who defend them against ‘the other’.  Amartya Sen describes the Hindu–Muslim riots in 1947, and how people were ‘trapped  into that vicious mode of thinking, and the more savage among them [. . .] were induced to kill “the enemies who kill us” (as they were respectively deﬁned)’.  9  Secondly, of course,  violence creates a context for criminal gain—loot, pillage, hostage-taking, various kinds of  smuggling. And ﬁnally, all kinds of personal motives, such as land disputes, family feuds,  honour killings, excitement, adventure and perversion, are given free rein in violent  contexts    

The state must be engaged---action can be reoriented away from past abuses, the alt goes too far
Williams and Krause 97 
Michael, assistant professor of political science at the University of Southern Maine and Keith, professor of political science at the Graduate Institute of International Studies, associate professor of political science at York University, Critical Security Studies: Concepts and Cases, edited by Krause and Williams, p. xvi

Many of the chapters in this volume thus retain a concern with the centrality of the state as a locus not only of obligation but of effective political action. In the realm of organized violence, states also remain the preeminent actors. The task of a critical approach is not to deny the centrality of the state in this realm but, rather, to understand more fully its structures, dynamics, and possibilities for reorientation. From a critical perspective, state action is flexible and capable of reorientation, and analyzing state policy need not therefore be tantamount to embracing the statist assumptions of orthodox conceptions. To exclude a focus on state action from a critical perspective on the grounds that it plays inevitably within the rules of existing conceptions simply reverses the error of essentializing the state. Moreover, it loses the possibility of influencing what remains the most structurally capable actor in contemporary world politics.
Simulated national security law debates preserve agency and enhance decision-making---avoids cooption  
Donohue 13
Laura K. Donohue 13, Associate Professor of Law, Georgetown Law, 4/11, “National Security Law Pedagogy and the Role of Simulations”, http://jnslp.com/wp-content/uploads/2013/04/National-Security-Law-Pedagogy-and-the-Role-of-Simulations.pdf

The concept of simulations as an aspect of higher education, or in the law school environment, is not new.164 Moot court, after all, is a form of simulation and one of the oldest teaching devices in the law. What is new, however, is the idea of designing a civilian national security course that takes advantage of the doctrinal and experiential components of law school education and integrates the experience through a multi-day simulation. In 2009, I taught the first module based on this design at Stanford Law, which I developed the following year into a full course at Georgetown Law. It has since gone through multiple iterations. The initial concept followed on the federal full-scale Top Official (“TopOff”) exercises, used to train government officials to respond to domestic crises.165 It adapted a Tabletop Exercise, designed with the help of exercise officials at DHS and FEMA, to the law school environment. The Tabletop used one storyline to push on specific legal questions, as students, assigned roles in the discussion, sat around a table and for six hours engaged with the material. The problem with the Tabletop Exercise was that it was too static, and the rigidity of the format left little room, or time, for student agency. Unlike the government’s TopOff exercises, which gave officials the opportunity to fully engage with the many different concerns that arise in the course of a national security crisis as well as the chance to deal with externalities, the Tabletop focused on specific legal issues, even as it controlled for external chaos. The opportunity to provide a more full experience for the students came with the creation of first a one-day, and then a multi-day simulation. The course design and simulation continues to evolve. It offers a model for achieving the pedagogical goals outlined above, in the process developing a rigorous training ground for the next generation of national security lawyers.166 A. Course Design The central idea in structuring the NSL Sim 2.0 course was to bridge the gap between theory and practice by conveying doctrinal material and creating an alternative reality in which students would be forced to act upon legal concerns.167 The exercise itself is a form of problem-based learning, wherein students are given both agency and responsibility for the results. Towards this end, the structure must be at once bounded (directed and focused on certain areas of the law and legal education) and flexible (responsive to student input and decisionmaking). Perhaps the most significant weakness in the use of any constructed universe is the problem of authenticity. Efforts to replicate reality will inevitably fall short. There is simply too much uncertainty, randomness, and complexity in the real world. One way to address this shortcoming, however, is through design and agency. The scenarios with which students grapple and the structural design of the simulation must reflect the national security realm, even as students themselves must make choices that carry consequences. Indeed, to some extent, student decisions themselves must drive the evolution of events within the simulation.168 Additionally, while authenticity matters, it is worth noting that at some level the fact that the incident does not take place in a real-world setting can be a great advantage. That is, the simulation creates an environment where students can make mistakes and learn from these mistakes – without what might otherwise be devastating consequences. It also allows instructors to develop multiple points of feedback to enrich student learning in a way that would be much more difficult to do in a regular practice setting. NSL Sim 2.0 takes as its starting point the national security pedagogical goals discussed above. It works backwards to then engineer a classroom, cyber, and physical/simulation experience to delve into each of these areas. As a substantive matter, the course focuses on the constitutional, statutory, and regulatory authorities in national security law, placing particular focus on the interstices between black letter law and areas where the field is either unsettled or in flux. A key aspect of the course design is that it retains both the doctrinal and experiential components of legal education. Divorcing simulations from the doctrinal environment risks falling short on the first and third national security pedagogical goals: (1) analytical skills and substantive knowledge, and (3) critical thought. A certain amount of both can be learned in the course of a simulation; however, the national security crisis environment is not well-suited to the more thoughtful and careful analytical discussion. What I am thus proposing is a course design in which doctrine is paired with the type of experiential learning more common in a clinical realm. The former precedes the latter, giving students the opportunity to develop depth and breadth prior to the exercise. In order to capture problems related to adaptation and evolution, addressing goal [1(d)], the simulation itself takes place over a multi-day period. Because of the intensity involved in national security matters (and conflicting demands on student time), the model makes use of a multi-user virtual environment. The use of such technology is critical to creating more powerful, immersive simulations.169 It also allows for continual interaction between the players. Multi-user virtual environments have the further advantage of helping to transform the traditional teaching culture, predominantly concerned with manipulating textual and symbolic knowledge, into a culture where students learn and can then be assessed on the basis of their participation in changing practices.170 I thus worked with the Information Technology group at Georgetown Law to build the cyber portal used for NSL Sim 2.0. The twin goals of adaptation and evolution require that students be given a significant amount of agency and responsibility for decisions taken in the course of the simulation. To further this aim, I constituted a Control Team, with six professors, four attorneys from practice, a media expert, six to eight former simulation students, and a number of technology experts. Four of the professors specialize in different areas of national security law and assume roles in the course of the exercise, with the aim of pushing students towards a deeper doctrinal understanding of shifting national security law authorities. One professor plays the role of President of the United States. The sixth professor focuses on questions of professional responsibility. The attorneys from practice help to build the simulation and then, along with all the professors, assume active roles during the simulation itself. Returning students assist in the execution of the play, further developing their understanding of national security law. Throughout the simulation, the Control Team is constantly reacting to student choices. When unexpected decisions are made, professors may choose to pursue the evolution of the story to accomplish the pedagogical aims, or they may choose to cut off play in that area (there are various devices for doing so, such as denying requests, sending materials to labs to be analyzed, drawing the players back into the main storylines, and leaking information to the media). A total immersion simulation involves a number of scenarios, as well as systemic noise, to give students experience in dealing with the second pedagogical goal: factual chaos and information overload. The driving aim here is to teach students how to manage information more effectively. Five to six storylines are thus developed, each with its own arc and evolution. To this are added multiple alterations of the situation, relating to background noise. Thus, unlike hypotheticals, doctrinal problems, single-experience exercises, or even Tabletop exercises, the goal is not to eliminate external conditions, but to embrace them as part of the challenge facing national security lawyers. The simulation itself is problem-based, giving players agency in driving the evolution of the experience – thus addressing goal [2(c)]. This requires a realtime response from the professor(s) overseeing the simulation, pairing bounded storylines with flexibility to emphasize different areas of the law and the students’ practical skills. Indeed, each storyline is based on a problem facing the government, to which players must then respond, generating in turn a set of new issues that must be addressed. The written and oral components of the simulation conform to the fourth pedagogical goal – the types of situations in which national security lawyers will find themselves. Particular emphasis is placed on nontraditional modes of communication, such as legal documents in advance of the crisis itself, meetings in the midst of breaking national security concerns, multiple informal interactions, media exchanges, telephone calls, Congressional testimony, and formal briefings to senior level officials in the course of the simulation as well as during the last class session. These oral components are paired with the preparation of formal legal instruments, such as applications to the Foreign Intelligence Surveillance Court, legal memos, applications for search warrants under Title III, and administrative subpoenas for NSLs. In addition, students are required to prepare a paper outlining their legal authorities prior to the simulation – and to deliver a 90 second oral briefing after the session. To replicate the high-stakes political environment at issue in goals (1) and (5), students are divided into political and legal roles and assigned to different (and competing) institutions: the White House, DoD, DHS, HHS, DOJ, DOS, Congress, state offices, nongovernmental organizations, and the media. This requires students to acknowledge and work within the broader Washington context, even as they are cognizant of the policy implications of their decisions. They must get used to working with policymakers and to representing one of many different considerations that decisionmakers take into account in the national security domain. Scenarios are selected with high consequence events in mind, to ensure that students recognize both the domestic and international dimensions of national security law. Further alterations to the simulation provide for the broader political context – for instance, whether it is an election year, which parties control different branches, and state and local issues in related but distinct areas. The media is given a particularly prominent role. One member of the Control Team runs an AP wire service, while two student players represent print and broadcast media, respectively. The Virtual News Network (“VNN”), which performs in the second capacity, runs continuously during the exercise, in the course of which players may at times be required to appear before the camera. This media component helps to emphasize the broader political context within which national security law is practiced. Both anticipated and unanticipated decisions give rise to ethical questions and matters related to the fifth goal: professional responsibility. The way in which such issues arise stems from simulation design as well as spontaneous interjections from both the Control Team and the participants in the simulation itself. As aforementioned, professors on the Control Team, and practicing attorneys who have previously gone through a simulation, focus on raising decision points that encourage students to consider ethical and professional considerations. Throughout the simulation good judgment and leadership play a key role, determining the players’ effectiveness, with the exercise itself hitting the aim of the integration of the various pedagogical goals. Finally, there are multiple layers of feedback that players receive prior to, during, and following the simulation to help them to gauge their effectiveness. The Socratic method in the course of doctrinal studies provides immediate assessment of the students’ grasp of the law. Written assignments focused on the contours of individual players’ authorities give professors an opportunity to assess students’ level of understanding prior to the simulation. And the simulation itself provides real-time feedback from both peers and professors. The Control Team provides data points for player reflection – for instance, the Control Team member playing President may make decisions based on player input, giving students an immediate impression of their level of persuasiveness, while another Control Team member may reject a FISC application as insufficient. The simulation goes beyond this, however, focusing on teaching students how to develop (6) opportunities for learning in the future. Student meetings with mentors in the field, which take place before the simulation, allow students to work out the institutional and political relationships and the manner in which law operates in practice, even as they learn how to develop mentoring relationships. (Prior to these meetings we have a class discussion about mentoring, professionalism, and feedback). Students, assigned to simulation teams about one quarter of the way through the course, receive peer feedback in the lead-up to the simulation and during the exercise itself. Following the simulation the Control Team and observers provide comments. Judges, who are senior members of the bar in the field of national security law, observe player interactions and provide additional debriefing. The simulation, moreover, is recorded through both the cyber portal and through VNN, allowing students to go back to assess their performance. Individual meetings with the professors teaching the course similarly follow the event. Finally, students end the course with a paper reflecting on their performance and the issues that arose in the course of the simulation, develop frameworks for analyzing uncertainty, tension with colleagues, mistakes, and successes in the future. B. Substantive Areas: Interstices and Threats As a substantive matter, NSL Sim 2.0 is designed to take account of areas of the law central to national security. It focuses on specific authorities that may be brought to bear in the course of a crisis. The decision of which areas to explore is made well in advance of the course. It is particularly helpful here to think about national security authorities on a continuum, as a way to impress upon students that there are shifting standards depending upon the type of threat faced. One course, for instance, might center on the interstices between crime, drugs, terrorism and war. Another might address the intersection of pandemic disease and biological weapons. A third could examine cybercrime and cyberterrorism. This is the most important determination, because the substance of the doctrinal portion of the course and the simulation follows from this decision. For a course focused on the interstices between pandemic disease and biological weapons, for instance, preliminary inquiry would lay out which authorities apply, where the courts have weighed in on the question, and what matters are unsettled. Relevant areas might include public health law, biological weapons provisions, federal quarantine and isolation authorities, habeas corpus and due process, military enforcement and posse comitatus, eminent domain and appropriation of land/property, takings, contact tracing, thermal imaging and surveillance, electronic tagging, vaccination, and intelligence-gathering. The critical areas can then be divided according to the dominant constitutional authority, statutory authorities, regulations, key cases, general rules, and constitutional questions. This, then, becomes a guide for the doctrinal part of the course, as well as the grounds on which the specific scenarios developed for the simulation are based. The authorities, simultaneously, are included in an electronic resource library and embedded in the cyber portal (the Digital Archives) to act as a closed universe of the legal authorities needed by the students in the course of the simulation. Professional responsibility in the national security realm and the institutional relationships of those tasked with responding to biological weapons and pandemic disease also come within the doctrinal part of the course. The simulation itself is based on five to six storylines reflecting the interstices between different areas of the law. The storylines are used to present a coherent, non-linear scenario that can adapt to student responses. Each scenario is mapped out in a three to seven page document, which is then checked with scientists, government officials, and area experts for consistency with how the scenario would likely unfold in real life. For the biological weapons and pandemic disease emphasis, for example, one narrative might relate to the presentation of a patient suspected of carrying yersinia pestis at a hospital in the United States. The document would map out a daily progression of the disease consistent with epidemiological patterns and the central actors in the story: perhaps a U.S. citizen, potential connections to an international terrorist organization, intelligence on the individual’s actions overseas, etc. The scenario would be designed specifically to stress the intersection of public health and counterterrorism/biological weapons threats, and the associated (shifting) authorities, thus requiring the disease initially to look like an innocent presentation (for example, by someone who has traveled from overseas), but then for the storyline to move into the second realm (awareness that this was in fact a concerted attack). A second storyline might relate to a different disease outbreak in another part of the country, with the aim of introducing the Stafford Act/Insurrection Act line and raising federalism concerns. The role of the military here and Title 10/Title 32 questions would similarly arise – with the storyline designed to raise these questions. A third storyline might simply be well developed noise in the system: reports of suspicious activity potentially linked to radioactive material, with the actors linked to nuclear material. A fourth storyline would focus perhaps on container security concerns overseas, progressing through newspaper reports, about containers showing up in local police precincts. State politics would constitute the fifth storyline, raising question of the political pressures on the state officials in the exercise. Here, ethnic concerns, student issues, economic conditions, and community policing concerns might become the focus. The sixth storyline could be further noise in the system – loosely based on current events at the time. In addition to the storylines, a certain amount of noise is injected into the system through press releases, weather updates, private communications, and the like. The five to six storylines, prepared by the Control Team in consultation with experts, become the basis for the preparation of scenario “injects:” i.e., newspaper articles, VNN broadcasts, reports from NGOs, private communications between officials, classified information, government leaks, etc., which, when put together, constitute a linear progression. These are all written and/or filmed prior to the exercise. The progression is then mapped in an hourly chart for the unfolding events over a multi-day period. All six scenarios are placed on the same chart, in six columns, giving the Control Team a birds-eye view of the progression. C. How It Works As for the nuts and bolts of the simulation itself, it traditionally begins outside of class, in the evening, on the grounds that national security crises often occur at inconvenient times and may well involve limited sleep and competing demands.171 Typically, a phone call from a Control Team member posing in a role integral to one of the main storylines, initiates play. Students at this point have been assigned dedicated simulation email addresses and provided access to the cyber portal. The portal itself gives each team the opportunity to converse in a “classified” domain with other team members, as well as access to a public AP wire and broadcast channel, carrying the latest news and on which press releases or (for the media roles) news stories can be posted. The complete universe of legal authorities required for the simulation is located on the cyber portal in the Digital Archives, as are forms required for some of the legal instruments (saving students the time of developing these from scratch in the course of play). Additional “classified” material – both general and SCI – has been provided to the relevant student teams. The Control Team has access to the complete site. For the next two (or three) days, outside of student initiatives (which, at their prompting, may include face-to-face meetings between the players), the entire simulation takes place through the cyber portal. The Control Team, immediately active, begins responding to player decisions as they become public (and occasionally, through monitoring the “classified” communications, before they are released). This time period provides a ramp-up to the third (or fourth) day of play, allowing for the adjustment of any substantive, student, or technology concerns, while setting the stage for the breaking crisis. The third (or fourth) day of play takes place entirely at Georgetown Law. A special room is constructed for meetings between the President and principals, in the form of either the National Security Council or the Homeland Security Council, with breakout rooms assigned to each of the agencies involved in the NSC process. Congress is provided with its own physical space, in which meetings, committee hearings and legislative drafting can take place. State government officials are allotted their own area, separate from the federal domain, with the Media placed between the three major interests. The Control Team is sequestered in a different area, to which students are not admitted. At each of the major areas, the cyber portal is publicly displayed on large flat panel screens, allowing for the streaming of video updates from the media, AP wire injects, articles from the students assigned to represent leading newspapers, and press releases. Students use their own laptop computers for team decisions and communication. As the storylines unfold, the Control Team takes on a variety of roles, such as that of the President, Vice President, President’s chief of staff, governor of a state, public health officials, and foreign dignitaries. Some of the roles are adopted on the fly, depending upon player responses and queries as the storylines progress. Judges, given full access to each player domain, determine how effectively the students accomplish the national security goals. The judges are themselves well-experienced in the practice of national security law, as well as in legal education. They thus can offer a unique perspective on the scenarios confronted by the students, the manner in which the simulation unfolded, and how the students performed in their various capacities. At the end of the day, the exercise terminates and an immediate hotwash is held, in which players are first debriefed on what occurred during the simulation. Because of the players’ divergent experiences and the different roles assigned to them, the students at this point are often unaware of the complete picture. The judges and formal observers then offer reflections on the simulation and determine which teams performed most effectively. Over the next few classes, more details about the simulation emerge, as students discuss it in more depth and consider limitations created by their knowledge or institutional position, questions that arose in regard to their grasp of the law, the types of decision-making processes that occurred, and the effectiveness of their – and other students’ – performances. Reflection papers, paired with oral briefings, focus on the substantive issues raised by the simulation and introduce the opportunity for students to reflect on how to create opportunities for learning in the future. The course then formally ends.172 Learning, however, continues beyond the temporal confines of the semester. Students who perform well and who would like to continue to participate in the simulations are invited back as members of the control team, giving them a chance to deepen their understanding of national security law. Following graduation, a few students who go in to the field are then invited to continue their affiliation as National Security Law fellows, becoming increasingly involved in the evolution of the exercise itself. This system of vertical integration helps to build a mentoring environment for the students while they are enrolled in law school and to create opportunities for learning and mentorship post-graduation. It helps to keep the exercise current and reflective of emerging national security concerns. And it builds a strong community of individuals with common interests. CONCLUSION The legal academy has, of late, been swept up in concern about the economic conditions that affect the placement of law school graduates. The image being conveyed, however, does not resonate in every legal field. It is particularly inapposite to the burgeoning opportunities presented to students in national security. That the conversation about legal education is taking place now should come as little surprise. Quite apart from economic concern is the traditional introspection that follows American military engagement. It makes sense: law overlaps substantially with political power, being at once both the expression of government authority and the effort to limit the same. The one-size fits all approach currently dominating the conversation in legal education, however, appears ill-suited to address the concerns raised in the current conversation. Instead of looking at law across the board, greater insight can be gleaned by looking at the specific demands of the different fields themselves. This does not mean that the goals identified will be exclusive to, for instance, national security law, but it does suggest there will be greater nuance in the discussion of the adequacy of the current pedagogical approach. With this approach in mind, I have here suggested six pedagogical goals for national security. For following graduation, students must be able to perform in each of the areas identified – (1) understanding the law as applied, (2) dealing with factual chaos and uncertainty, (3) obtaining critical distance, (4) developing nontraditional written and oral communication skills, (5) exhibiting leadership, integrity, and good judgment in a high-stakes, highly-charged environment, and (6) creating continued opportunities for self-learning. They also must learn how to integrate these different skills into one experience, to ensure that they will be most effective when they enter the field. The problem with the current structures in legal education is that they fall short, in important ways, from helping students to meet these goals. Doctrinal courses may incorporate a range of experiential learning components, such as hypotheticals, doctrinal problems, single exercises, extended or continuing exercises, and tabletop exercises. These are important classroom devices. The amount of time required for each varies, as does the object of the exercise itself. But where they fall short is in providing a more holistic approach to national security law which will allow for the maximum conveyance of required skills. Total immersion simulations, which have not yet been addressed in the secondary literature for civilian education in national security law, may provide an important way forward. Such simulations also cure shortcomings in other areas of experiential education, such as clinics and moot court. It is in an effort to address these concerns that I developed the simulation model above. NSL Sim 2.0 certainly is not the only solution, but it does provide a starting point for moving forward. The approach draws on the strengths of doctrinal courses and embeds a total immersion simulation within a course. It makes use of technology and physical space to engage students in a multi-day exercise, in which they are given agency and responsibility for their decision making, resulting in a steep learning curve. While further adaptation of this model is undoubtedly necessary, it suggests one potential direction for the years to come.

Thinking about worst-case cyber scenarios is good- key to preparedness and reduces chances of cyber war 

Clarke and Knake ‘10
[Richard Alan Clarke is the former National Coordinator for Security, Infrastructure Protection, and Counter-terrorism for the United States. Robert K. Knake, Former international affairs fellow in residence @ CFR. Cyber War. ETB]

In the seminal 1983 movie about computers and war, War Games, ¶ starring a young Matthew Broderick, the tinny computer voice ¶ asked haltingly, “Do you want to play a game of thermonuclear war?” ¶ Why don’t we play a game of cyber war in order to elucidate some of ¶ the policy choices that shape a strategy. DoD runs such exercises, ¶ called Cyber Storm, annually. The CIA’s annual cyber war exercise, ¶ Silent Horizon, has been happening since 2007. For the purposes of ¶ this analysis, I’ll make the same request of you that I made of students ¶ at Harvard’s Kennedy School and national security bureaucrats sitting ¶ around the White House Situation Room conference table: “Don’t ¶ fight the scenario.” By that I mean, do not spend a lot of time rejecting ¶ the premise that circumstances could happen someday that would ¶ result in the U.S. being on the edge of conflict with Russia or China. When U.S. cyber warriors talk about the “big one,” they usually ¶ have in mind a conflict in cyberspace with Russia or China, the two ¶ nations with the most sophisticated offensive capability other than ¶ the U.S. No one wants hostilities with those countries to happen. ¶ Thinking about it, for the purposes of understanding what cyber ¶ war would look like, does not make it more likely. In fact, by under­¶ standing the risks of our current cyber war posture, we might reduce ¶ the chances of a real cyber war. And if, despite our intentions, a ¶ cyber war does happen, it would be best to have thought in advance ¶ about how it could unravel.¶ Certainly, I did not want to see the attack of 9/11 happen, but I ¶ had chaired countless “tabletop exercises,” or war game scenarios, to ¶ get myself and the bureaucracy ready in case something like it did ¶ happen. When it came, we had already thought through how to re­¶ spond on the day of an attack and the few days thereafter. We spent ¶ enormous effort to try to prevent attacks, but we also devoted some ¶ time to thinking about what we would do if one succeeded. Had we ¶ not done so, that awful day would have been even worse. So, in that ¶ spirit of learning by visualizing, let’s think about a period of rising ¶ tensions between the U.S. and China.
Lack of empirical ground isn’t sufficient reason to reject the aff- the 1ac contributes to a better understanding of cyber war even without data 

Liff ‘12
[Adam P. Liff, Doctoral Candidate, Department of Politics,¶ Princeton University, USA. “Cyberwar: A New ‘Absolute Weapon’? The¶ Proliferation of Cyberwarfare Capabilities and Interstate War,” Journal of Strategic¶ Studies, 35:3, 401-428. ETB]

Theorizing about a kind of warfare that has not occurred necessitates¶ a major caveat: the chief contribution of this article is theoretical and its¶ conclusions should be treated as preliminary. It does not – and cannot –¶ provide empirical tests.5¶ It suggests and examines several hypotheses in¶ order to try to make what we know more intelligible and challenge¶ some of the more extreme claims about cyberwarfare. While the author¶ believes that the logic underpinning his analysis is sound, this article is¶ merely a ﬁrst cut at a complex and evolving issue. As manifest in the¶ major contributions to our understanding of nuclear weapons and¶ strategy by Brodie and his contemporaries a paucity of data is not a¶ sound rationale for neglecting a topic with possible major implications¶ for national security. The hope is that this article will serve as a¶ foundation for further scholarly work on the implications of the¶ proliferation of cyberwarfare capabilities for interactions between¶ states.
[continues in footnote]
5
The data that would be necessary for an empirical study either do not exist or are¶ highly classiﬁed. Governments, militaries, and private corporations have strong¶ incentives not to reveal information about attacks. Furthermore, as will become clear¶ in the ‘deﬁning cyberwarfare’ section below, there is no example of an event in the real¶ world that can indisputably be cited as an occurrence of cyberwarfare.

Solvency
Fear of political costs generates complicance

Bradley and Morrison ‘13
[Curtis A., William Van Alstyne Professor of Law, Duke Law School. Trevor W., Liviu Librescu Professor of Law, Columbia Law School. Columbia Law Review 113. http://www.columbialawreview.org/wp-content/uploads/2013/05/Bradley-Morrison.pdf ETB]

In addition to the constraining influence arising from the internalization of legal norms by executive branch lawyers and other officials, law ¶ could constrain the President if there are “external” sanctions for ¶ violating it. The core idea here is a familiar one, often associated with ¶ Holmes’s “bad man”139: One who obeys the law only because he ¶ concludes that the cost of noncompliance exceeds the benefits is still ¶ subject to legal constraint if the cost of noncompliance is affected by the ¶ legal status of the norm. This is true even though the law is likely to ¶ impose less of a constraint on such “bad men” than on those who have ¶ internalized legal norms, and even though it is likely to be difficult in ¶ practice to disentangle internal and external constraints. ¶ Importantly, external sanctions for noncompliance need not be ¶ formal. If the existence or intensity of an informal sanction is affected by ¶ the legal status of the norm in question, compliance with the norm in ¶ order to avoid the sanction should be understood as an instance of law ¶ having a constraining effect. In the context of presidential compliance ¶ with the law, one can plausibly posit a number of such informal ¶ sanctions. One operates on the level of professional reputation, and may ¶ be especially salient for lawyers in the executive branch. If a lawyer’s own ¶ internalization of the relevant set of legal norms is insufficient to prevent ¶ him from defending as lawful actions that he knows are obviously beyond ¶ the pale, he might respond differently if he believed his legal analysis ¶ would or could be disclosed to the broader legal community in a way that ¶ would threaten his reputation and professional prospects after he leaves ¶ government.140 (This concern might help further explain the OLC and other Justice Department officials’ resistance to the White House in the ¶ warrantless surveillance example discussed above.) ¶ Although fear of harm to their professional reputations may indeed ¶ help constrain government lawyers, if that were the only operative ¶ external sanction in this context it would be fair to ask whether it ¶ translated into a real constraint on the President in high-stakes contexts. ¶ But it is not the only potential sanction. A related and perhaps more ¶ significant sanction may operate directly on political leaders within the ¶ government, including the President himself: partisan politics. If being ¶ perceived to act lawlessly is politically costly, a President’s political rivals ¶ will have an incentive to invoke the law to oppose him. Put another way, ¶ legal argumentation might have a salience with the media, the public at ¶ large, and influential elites that could provide presidential opponents in ¶ Congress and elsewhere with an incentive to criticize executive actions in ¶ legal terms. If such criticism gains traction in a given context, it could ¶ enable the President’s congressional opponents to impose even greater ¶ costs on him through a variety of means, ranging from oversight hearings ¶ to, in the extreme case, threats of impeachment. Thus, so long as the ¶ threat of such sanctions is credible, law will impose an external ¶ constraint—whether or not the President himself or those responsible ¶ for carrying out his policies have internalized the law as a normative ¶ matter. The prospect of political sanctions might help explain, for ¶ example, why modern Presidents do not seem to seriously contemplate ¶ disregarding Supreme Court decisions.141 And if Presidents are constrained to follow the practice-based norm of judicial supremacy, they ¶ may be constrained to follow other normative practices that do not ¶ involve the courts. ¶ Work by political scientists concerning the use of military force is at ¶ least suggestive of how a connection between public sanctions and law ¶ compliance might work. As this work shows, the opposition party in ¶ Congress, especially during times of divided government, will have both ¶ an incentive and the means to use the media to criticize unsuccessful ¶ presidential uses of force. The additional political costs that the ¶ opposition party is able to impose in this way will in turn make it less ¶ likely that Presidents will engage in large-scale military operations.142 It is ¶ at least conceivable, as the legal theorist Fred Schauer has suggested, that ¶ the political cost of pursuing an ultimately unpopular policy initiative ¶ (such as engaging in a war) goes up with the perceived illegality of the initiative.143 If that is correct, then actors will require more assurance of ¶ policy success before potentially violating the law. This should count as a ¶ legal constraint on policymaking even if the relevant actors themselves ¶ do not see any normative significance in the legal rule in question.



2AC 

T: Restrict =/= Regulate
W/M- aff prohibits president’s authority to use preemptive OCO’s. 
Restrict and regulate are synonymous
Paust ’08 (Mike & Teresa Baker Law Center Professor, University of Houston)
Jordan 14 U.C. Davis J. Int'l L. & Pol'y 205
The primacy of customary international law is also evident in an opinion by Justice Chase in 1800. In Bas v. Tingy, Justice Chase recognized that "if a general war is declared [by Congress], its extent and operations are only restricted and regulated by the jus belli, forming a part of the law of nations ... ." n47 Therefore, the law of nations (and, in particular, the law of war) necessarily restricts and regulates congressional authorization of war's extent and operations. n48 In 1798, Albert Gallatin had recognized similarly: "By virtue of ... [the war power], Congress could ... [act], provided it be according to the laws of nations and to treaties." n49 And in 1804, counsel had argued before the Supreme Court that "as far as Congress have thought proper to legislate us into a state of war, the law of nations in war is to apply." n50 The restrictive role of the laws of war  [*221]  apparently formed the basis for Justice Story's statement in 1814 that conduct under a relevant act of Congress "was absorbed in the more general operation of the law of war" and was permissible "under the jus gentium" or law of nations. n51 Although there was no clash between the act and the laws of war, the laws of war recognizably had a higher, "more general" absorbing effect.
C/I --- Restriction is limitation, NOT prohibition
CAC 12,COURT OF APPEAL OF CALIFORNIA, SECOND APPELLATE DISTRICT, COUNTY OF LOS ANGELES, Plaintiff and Respondent, v. ALTERNATIVE MEDICINAL CANNABIS COLLECTIVE et al., Defendants and Appellants, DIVISION ONE, 207 Cal. App. 4th 601; 143 Cal. Rptr. 3d 716; 2012 Cal. App. LEXIS 772
We disagree with County that in using the phrases “further restrict the location or establishment” and “regulate the location or establishment” in [*615] section 11362.768, subdivisions (f) and (g), the Legislature intended to authorize local governments to ban all medical marijuana dispensaries that are otherwise “authorized by law to possess, cultivate, or distribute medical marijuana” (§ 11362.768, subd. (e) [stating scope of section's application]); the Legislature did not use the words “ban” or “prohibit.” Yet County cites dictionary definitions of “regulate” (to govern or direct according to rule or law); “regulation” (controlling by rule or restriction; a rule or order that has legal force); “restriction” (a limitation or qualification, including on the use of property); “establishment” (the act of establishing or state or condition of being established); “ban” (to prohibit); and “prohibit” (to forbid by law; to prevent or hinder) to attempt to support its interpretation. County then concludes that “the ordinary meaning [***23] of the terms, ‘restriction,’ ‘regulate,’ and ‘regulation’ are consistent with a ban or prohibition against the opening or starting up or continued operation of [a medical marijuana dispensary] storefront business.” We disagree.¶ CA(9)(9) The ordinary meanings of “restrict” and “regulate” suggest a degree of control or restriction falling short of “banning,” “prohibiting,” “forbidding,” or “preventing.” Had the Legislature intended to include an outright ban or prohibition among the local regulatory powers authorized in section 11362.768, subdivisions (f) and (g), it would have said so. Attributing the usual and ordinary meanings to the words used in section 11362.768, subdivisions (f) and (g), construing the words in context, attempting to harmonize subdivisions (f) and (g) with section 11362.775 and with the purpose of California's medical marijuana [**727] statutory program, and bearing in mind the intent of the electorate and the Legislature in enacting the CUA and the MMP, we conclude that HN21Go to this Headnote in the case.the phrases “further restrict the location or establishment” and “regulate the location or establishment” in section 11362.768, subdivisions (f) and (g) do not authorize a per se ban at the local level. The Legislature [***24] decided in section 11362.775 to insulate medical marijuana collectives and cooperatives from nuisance prosecution “solely on the basis” that they engage in a dispensary function. To interpret the phrases “further restrict the location or establishment” and “regulate the location or establishment” to mean that local governments may impose a blanket nuisance prohibition against dispensaries would frustrate both the Legislature's intent to “[e]nhance the access of patients and caregivers to medical marijuana through collective, cooperative cultivation projects” and “[p]romote uniform and consistent application of the [CUA] among the counties within the state” and the electorate's intent to “ensure that seriously ill Californians have the right to obtain and use marijuana for medical purposes” and “encourage the federal and state governments to implement a plan to provide for the safe and affordable distribution of marijuana to all patients in medical need of marijuana.”
In the area of refers to a certain scope
Elizabeth Miura 12, China Presentation, prezi.com/tccgenlw25so/chin165a-final-presentation/
"in the area of" refers to a certain scope
Prefer our interp:
1. Limits- it prevents affs that are merely oversight measures- and their interp limits out entire topic area because there isn’t a solvency advocate for banning indefinite detention or targeted killing
2. Topic Education- most literature discusses restriction as a limit on presidential authority- their interp corresponds to an unreasonably tiny portion of the lit base 

Neg interp impossible: Congress CANNOT prohibit
Colella ‘88
Frank SPRING, 1988 54 Brooklyn L. Rev. 131

Because the subsequent versions of the amendment sought to deny the executive any latitude in supporting the Contras, they seem to be examples of congressional overreaching. Congress may regulate aspects of "foreign covert action," but it cannot totally bar the president from carrying them out. n151 One commentator incisively observes, "[C]ongress cannot deny the President the capacity to function effectively in this area any more than it could deny the courts the capacity to carry out their independent constitutional duties." n152 The restrictions contained in later versions of the amendments n153 make it apparent that Congress prevented effective execution of the president's policy objectives.
Default to reasonability to prevent a race to the most limiting interp.

2AC Case

Spills over to private sector- research synergy
Ecorys 12 <research, consultancy and project management company, specialising in economic, social and spatial development, Study on Civil Military Synergies in the field of Security, Final Report, 2012 http://ec.europa.eu/enterprise/policies/security/files/doc/study_ecorys_cimisos_final_report_en.pdf>#SPS

In spite of practical difficulties, ultimately the increased ability to respond to market needs, the potential for more sales, market coverage and employment, and reduced overhead costs and risks that would stem from increased synergies, is seen as a positive outcome by all players and stakeholders (Chapter 5). In particular, there is substantial potential for market growth in the areas where overlap in missions or enabling technologies or both between the defence and civil security domains exists. Analysis of the identified spin-off cases show that most have occurred in the areas ¶ of sensor systems and command, control and communications (C3). Results from an expert assessment of the functional areas with the largest potential for synergies suggest that cyber security has probably the largest potential for synergies, followed by sensor systems (including ¶ information processing). Given that C3 and cyber security are closely related, we conclude that ¶ sensors and C3 systems (with the inclusion of information processing and IT security) are the two ¶ functional areas that best combine market size and expected growth with synergetic potential in ¶ terms of shared technologies, R&D and possibly products and services (see Chapter 4).

Zero risk of their Chow impact---instrumental knowledge production doesn’t cause violence and discursive criticism could never solve it anyway 
Ken Hirschkop 7, Professor of English and Rhetoric at the University of Waterloo, July 25, 2007, “On Being Difficult,” Electronic Book Review, online: http://www.electronicbookreview.com/thread/criticalecologies/transitive
This defect - not being art - is one that theory should prolong and celebrate, not remedy. For the most egregious error Chow makes is to imagine that obstructing instrumentalism is somehow a desirable and effective route for left-wing politics. The case against instrumentalism is made in depth in the opening chapter, which argues with reference to Hiroshima and Nagasaki that "[t]he dropping of the atomic bombs effected what Michel Foucault would call a major shift in epistemes, a fundamental change in the organization, production and circulation of knowledge" (33). It initiates the "age of the world target" in which war becomes virtualized and knowledge militarized, particularly under the aegis of so-called "area studies".¶ It's hard not to see this as a Pacific version of the notorious argument that the Gulag and/or the Holocaust reveal the exhaustion of modernity. And the first thing one has to say is that this interpretation of war as no longer "the physical, mechanical struggles between combative oppositional groups" (33), as now transformed into a matter technology and vision, puts Chow in some uncomfortable intellectual company: like that of Donald Rumsfeld, whose recent humiliation is a timely reminder that wars continue to depend on the deployment of young men and women in fairly traditional forms of battle. Pace Chow, war can indeed be fought, and fought successfully, "without the skills of playing video games" (35) and this is proved, with grim results, every day.¶ But it's the title of this new epoch - the title of the book as well - that truly gives the game away. Heidegger's "Age of the World Picture" claimed that the distinguishing phenomena of what we like to call modernity - science, machine technology, secularization, the autonomy of art and culture - depended, in the last instance, on a particular metaphysics, that of the "world conceived of and grasped as a picture", as something prepared, if you like, for the manipulations of the subject. Against this vision of "sweeping global instrumentalism" Heidegger set not Mallarmé, but Hölderlin, and not just Hölderlin, but also "reflection", i.e., Heidegger's own philosophy.¶ It's a philosophical reprise of what Francis Mulhern has dubbed "metaculture", the discourse in which culture is invoked as a principle of social organization superior to the degraded machinations of "politics", degraded machinations which, at the time he was composing this essay, had led Heidegger to lower his expectations of what National Socialism might achieve. In the fog of metaphysics, every actually existing nation - America, the Soviet Union, Germany - looks just as grey, as does every conceivable form of politics. For the antithesis of the "world picture" is not a more just democratic politics, but no politics at all, and it is hard to see how this stance can serve as the starting point for a political critique.¶ If Chow decides to pursue this unpromising path anyhow, it is probably because turning exploitation, military conquest and prejudice into so many epiphenomena of a metaphysical "instrumentalism" grants philosophy and poetry a force and a role in revolutionising the world that would otherwise seem extravagant. Or it would do, if "instrumentalism" was, as Chow claims a "demotion of language", if language was somehow more at home exulting in its own plenitude than merely referring to things.¶ Poor old language. Apparently ignored for centuries, it only receives its due when poststructuralists force us to acknowledge it. In their hands, "language flexes its muscles and breaks the chains of its hitherto subordination to thought" and, as a consequence, "those who pursue poststructuralist theory in the critical writings find themselves permanently at war with those who expect, and insist on, the transparency - that is, the invisibility - of language as a tool of communication" (48).¶ We have been down this road before and will no doubt go down it again. In fact, it's fair to say this particular journey has become more or less the daily commute of critical theory, though few have thought it ought to be described in such openly military terms. There is good reason, however, to think Chow's chosen route will lead not to the promised land of resistance and emancipation, but to more Sisyphean frustration. In fact, there are several good reasons.


2AC Nietzsche
1. FRAMEWORK—The aff is a normative statement.  Vote aff if plan is a good idea, neg if it isn’t.
A. Solves their offense –the impact of the K is a reason the aff is bad.
B. Aff choice – they arbitrarily steal 9 minutes of offense, destroys the aff’s only advantage.
c. Vague alts are a voting issue – skews 2AC offense and creates a form of sandbagging which unfairly privileges the time benefits of the block

Their refusal to engage in politics is the ultimate form of ressentiment.
Saul Newman (postdoctoral fellow at Macquarie University).  “Anarchism and the Politics of Ressentiment.”  Theory and Event 4:3.  2000.

Can this paradoxical relationship of reflection and opposition be seen as a form of ressentiment in the Nietzschean sense? I would argue here that, although there are differences, the Manichean relationship of opposition between the human subject and political power that is found in anarchism obeys the general logic of ressentiment described above. This is for two reasons. Firstly, as we have seen, ressentiment is based on the moral prejudice of the powerless against the powerful -- the revolt of the 'slave' against the 'master'. We can see this moral opposition to power clearly in anarchist discourse, which pits the essentially 'moral' and 'rational' human subject against the essentially 'immoral' and 'irrational' quality of political power. It is evident in the opposition of natural to artificial authority that is central to anarchism. Secondly, ressentiment is characterized by the fundamental need to identify oneself by looking outwards and in opposition towards an external enemy. Here, however, the comparison to anarchism is not so clear-cut. For instance, one could conceivably argue that anarchist subjectivity and ethics -- the notion of mutual aid and assistance -- is something that develops independently of political power, and that therefore it does not need an oppositional relationship with the State in order to define itself. However, I would suggest that although anarchist subjectivity does develop in a 'natural' system which is radically exterior to the 'artificial' system of political power, it is precisely through this assertion of radical exteriority that ressentiment emerges. Anarchism subscribes to a dialectical logic, according to which the human species emerges from an 'animal-like' state, and begins to develop innate moral and rational faculties in a natural system. However the subject finds this development impeded by the 'irrational', 'immoral' power of the State. Thus the subject cannot achieve his full human identity as long as he remains oppressed by the State. This is why, for Bakunin: "The State is the most flagrant negation...of humanity." The realization of the subject is always stultified, deferred, put off, by the State. This dialectic of Man and State suggests that the identity of the subject is characterized as essentially 'rational' and 'moral' only in so far as the unfolding of these innate faculties and qualities is prevented by the State. Paradoxically the State, which is seen by anarchists as an obstacle to the full identity of man, is, at the same time, essential to the formation of this incomplete identity. Without this stultifying oppression, the anarchist subject would be unable to see itself as 'moral' and 'rational'. His identity is thus complete in its incompleteness. The existence of political power is therefore a means of constructing this absent fullness. I would argue, then, that anarchism can only posit the subject as 'moral' and 'rational' in opposition to the 'immorality' and 'irrationality' of political power. In the same way the identity of the 'slave' is consolidated as 'good' by opposing itself to the identity of the 'master' which is 'evil'. Nietzsche would see in this an attitude of ressentiment par excellence. 


Our impacts aren’t constructed until they prove it. 
Yudkowsky 6 – Eliezer Yudkowsky, Research Fellow at the Singularity Institute for Artificial Intelligence that has published multiple peer-reviewed papers on risk assessment. Cognitive biases potentially affecting judgment of global risks Forthcoming in Global Catastrophic Risks, eds. Nick Bostrom and Milan Cirkovic. August 31, 2006.
Every true idea which discomforts you will seem to match the pattern of at least one psychological error. Robert Pirsig said: “The world’s biggest fool can say the sun is shining, but that doesn’t make it dark out.” If you believe someone is guilty of a psychological error, then demonstrate your competence by first demolishing their consequential factual errors. If there are no factual errors, then what matters the psychology? The temptation of psychology is that, knowing a little psychology, we can meddle in arguments where we have no technical expertise – instead sagely analyzing the psychology of the disputants. If someone wrote a novel about an asteroid strike destroying modern civilization, then someone might criticize that novel as extreme, dystopian, apocalyptic; symptomatic of the author’s naive inability to deal with a complex technological society. We should recognize this as a literary criticism, not a scientific one; it is about good or bad novels, not good or bad hypotheses. To quantify the annual probability of an asteroid strike in real life, one must study astronomy and the historical record: no amount of literary criticism can put a number on it. Garreau (2005) seems to hold that a scenario of a mind slowly increasing in capability, is more mature and sophisticated than a scenario of extremely rapid intelligence increase. But that’s a technical question, not a matter of taste; no amount of psychologizing can tell you the exact slope of that curve. It’s harder to abuse heuristics and biases than psychoanalysis. Accusing someone of conjunction fallacy leads naturally into listing the specific details that you think are burdensome and drive down the joint probability. Even so, do not lose track of the real- world facts of primary interest; do not let the argument become about psychology. Despite all dangers and temptations, it is better to know about psychological biases than to not know. Otherwise we will walk directly into the whirling helicopter blades of life. But be very careful not to have too much fun accusing others of biases. That is the road that leads to becoming a sophisticated arguer – someone who, faced with any discomforting argument, finds at once a bias in it. The one whom you must watch above all is yourself. Jerry Cleaver said: “What does you in is not failure to apply some high-level, intricate, complicated technique. It’s overlooking the basics. Not keeping your eye on the ball.” Analyses should finally center on testable real-world assertions. Do not take your eye off the ball.

Permutation: do both
The interdependency between political action and personal thought is unavoidable in reaching the goals of both projects. Criticisms that try to deny our attempts to correct social injustices traps theory in the exclusions it attempts to cure. And the perm solves the resentiment and oppression impacts.
William Connolly. Identity/Difference. 1991. Page 33-34. 

The most general (and idealistic) idea is to subdue the politics of generalized resentment by moving on two fronts—first, by removing social injustices that exclude a large variety of constituencies from the material and cultural life of the whole and, second, by criticizing modes of existential resentment that intensify social dogmatism with respect to identity, responsibility, and otherness. These two "fronts" are neither separable nor fully harmonious within this vision. They are interdependent in that a politics of freedom cannot make much progress on either without making some on both. They enter into strife in that each can easily become a staging area for infringements upon the other. In the chapters that follow I try to keep one eye on the first front while attending most closely to the second. This more or less reverses the emphasis I have followed in the past. 
The thinking that refuses to engage the second front can often be identified through its unwillingness to explore necessary injustices in its own ideals. An unnecessary injustice is an undeserved injury done to some that can be re moved within the existing order of things. A systemic injustice is an undeserved injury not removable in the existing order. A necessary injustice is an undeserved injury that cannot be entirely eliminated without the introduction of an-other injustice. Perspectives on theory and life that do not come to terms with systemic and necessary injustices in their own ideals have, according to the perspective endorsed here, concealed the pool of existential resentment that animates them. Of course, whether and when this is so is always contestable, as is the more general perspective through which the issue is posed." But still, this perspective provides a timely test to pose to oneself in one's most rhapsodic theoretical moments: what injustice may I be concealing in my ideal so that I can dream my dream of a world without injustice? 





The best perm card ever written

The interdependency between political action and critical theory is unavoidable in reaching the goals of both projects. Criticisms that try to deny our attempts to correct social injustices traps theory in the exclusions it attempts to cure.

William Connolly. Identity/Difference. 1991. Page 33-34.

The most general (and idealistic) idea is to subdue the politics of generalized resentment by moving on two fronts—first, by removing social injustices that exclude a large variety of constituencies from the material and cultural life of the whole and, second, by criticizing modes of existential resentment that intensify social dogmatism with respect to identity, responsibility, and otherness. These two "fronts" are neither separable nor fully harmonious within this vision. They are interdependent in that a politics of freedom cannot make much progress on either without making some on both. They enter into strife in that each can easily become a staging area for infringements upon the other. In the chapters that follow I try to keep one eye on the first front while attending most closely to the second. This more or less reverses the emphasis I have followed in the past.¶ The thinking that refuses to engage the second front can often be identified through its unwillingness to explore necessary injustices in its own ideals. An unnecessary injustice is an undeserved injury done to some that can be re moved within the existing order of things. A systemic injustice is an undeserved injury not removable in the existing order. A necessary injustice is an undeserved injury that cannot be entirely eliminated without the introduction of an-other injustice. Perspectives on theory and life that do not come to terms with systemic and necessary injustices in their own ideals have, according to the perspective endorsed here, concealed the pool of existential resentment that animates them. Of course, whether and when this is so is always contestable, as is the more general perspective through which the issue is posed." But still, this perspective provides a timely test to pose to oneself in one's most rhapsodic theoretical moments: what injustice may I be concealing in my ideal so that I can dream my dream of a world without injustice?


 Only the plan affirms life – embracing the struggle against our genetic predisposition towards violence through resisting nuclear war is key
Barash and Lipton, 1985
David P., Professor of Psychology at the University of Washington (Seattle) and Judith Eve, psychiatrist at the Swedish Medical Center in Washington, “The Caveman and the Bomb” p.261-267
Fortunately, whatever genetic imperatives operate in Homo sapiens, they are unlikely to extend directly to nuclear weapons, any more than a tendency for body adornment necessarily leads to a Christian Dior necktie or a New Guinea penis sheath. The general patterns that characterize today's nuclear Neanderthal are, in fact, general, nonspecific. They may incline us to a degree of saber rattling that seems likely to trouble the world in one way or another as long as we and the world persist, but these patterns don't require that the saber be nuclear. On this level the nuclear Neanderthal doesn't even have to play "as if": We are called on to behave not as if we had free will regarding the renunciation of nuclear weapons and nuclear war, but to act in accord with that free will, which we assuredly have. That is honest empowerment indeed. Teilhard de Chardin wrote about the "Omega point" at which human beings become conscious of their own evolution and, hence, of themselves. He called for a recognition of unity and connectedness, with our speciesborn on this planet and spread over its entire surface, coming gradually to form around its earthly matrix a single, major organic unity, enclosed upon itself; a single, hypercomplex, hyperconcentrated, hyperconscious arch-molecule, coextensive with the heavenly body on which it is born.9 In overcoming the Neanderthal mentality we could finally become human, or perhaps even more than this, at last able to answer affirmatively the question: Is there intelligent life on earth? As poet and novelist Nikos Kazantzakis pleaded, "Let us unite, let us hold each other tightly, let us merge our hearts, let us create for Earth a brain and a heart, let us give a human meaning to the superhuman struggle."'° Something has spoken to me in the night, burning the tapers of the waning year; something has spoken in the night, and told me I shall die, I know not where. Saying: "To lose the earth you know, for greater knowing; to lose the life you have, for greater life; to leave the friends you loved, for greater loving; to find a land more kind than home, more large than earth—Whereupon the pillars of this earth are founded, toward which the conscience of the world is tending—a wind is rising and the rivers flow." THOMAS WOLFE 11 For the existentialists the essence of humanity is in saying no—no to injustice, to murder, to the absurd and dehumanizing universe itself But the ultimate existential tragedy is that in the long run, saying no cannot succeed. Each of us will eventually die, and this looming inevitability makes our lives absurd. By our very aliveness we are therefore embarked on a hopeless campaign, which may yield some victories, but only temporary ones. Like a cosmic poker game, we are playing against the house, but in this game the house never loses; even if we are briefly ahead, we cannot cash in our chips and go home winners. There is no other place to go. At the close of The Plague, Albert Camus lets us inside the thoughts of Dr. Rieux, who had courageously battled a typhoid epidemic in a North African city. Just as the plague has finally been overcome, and the survivors were celebrating in the streets, Dr. Rieux understood that the tale he had to tell could not be one of a final victory. It could be only the record of what had had to be done, and what assuredly would have to be done again in the never-ending fight against terror and its relentless onslaughts, despite their personal afflictions, by all who, while unable to be saints but refusing to bow down to pestilences, strive their utmost to be healers. And, indeed, as he listened to the cries of joy rising from the town, Rieux remembered that such joy is always imperiled. He knew what those jubilant crowds did not know but could have learned from books: that the plague bacillus never dies or disappears for good; that it can lie dormant for years and years in furniture and linen-chests; that it bides its time in bedrooms, cellars, trunks, and bookshelves; and that perhaps the day would come when, for the bane and the enlightening of men, it would rouse up its rats again and send them forth to die in a happy city.12 But effectiveness per se is not the issue. The rats may come again, and with them the plague, just as every person now alive must some day die. The real question—for would-be post-Neanderthals no less than for existential thinkers—concerns the obligation of human beings in the face of such a world. "In everlasting terms—those of eternity," wrote Thomas Wolfe, "there is no greater wisdom than the wisdom of Ecclesiastes, no acceptance finally so true as the stern fatalism of the rock. Man was born to live, to suffer, and to die, and what befalls him is a tragic lot. There is no denying this in the final end." Nonetheless, he concludes, we must "deny it all along the way." Although admitting the "stern lesson of acceptance," which calls for acknowledging the "tragic under-weft of life into which man is born, through which he must live, out of which he must die," Wolfe described his intention, "having accepted it, to try to do what was before me, what I could do, with all my might."13 Camus went farther. According to Greek mythology, Sisyphus had been condemned to spend eternity rolling an enormous rock up a steep hill; when the rock neared the top, it would roll back down, and Sisyphus would have to start again. In "The Myth of Sisyphus," Sisyphus serves not only as a metaphor for humanity but, as Camus sees it, as a model as well. His struggle is not only self-defining, but also ennobling. Moreover, Camus concludes that Sisyphus is happy. There are some important differences between Sisyphus and Dr. Rieux, and the post-Neanderthal. For one thing, Dr. Rieux could afford to lose many battles and even many patients, just as Sisyphus can tolerate the constant victory of gravity. Sisyphus, after all, is crushed neither mentally nor literally by his stone; no matter how many people die from a plague, some survive. Dr. Rieux will never eradicate the plague; his glory comes from his fighting on in the face of that knowledge. Sisyphus will never succeed in his labor; his happiness comes from his self-definition, knowing his futility. Unlike them, however, we are not doomed to failure. Before beginning their combat the Roman gladiators used to face the spectators in the Coliseum and announce, "We who are about to die salute you." Two thousand years later the poet W. H. Auden updated their credo: "We who are about to die demand a miracle." Like the gladiators, Auden was concerned about the end of his life, what Kurt Vonnegut calls "plain old death." And to overcome plain old personal death, nothing less than a bona fide miracle in the theological sense will do. We can say no to personal death and an absurd universe all we like, but in the end, like Rieux and Sisyphus, we are bound to lose. The good news, however, is that the other kind of death—the mass, meaningless annihilation that would come with nuclear war—is not inevitable. Unlike the overturning of personal death, no divine intervention is required. Unlike the eruption of a volcano or the brewing of a hurricane, nuclear war is a man-made problem, with man- and woman-made solutions. Unlike Auden and the gladiators, we have a precious and unique opportunity: We can say no to our Neanderthal mentality, to our genes. We are the only creatures on earth who can do this. We have this opportunity because our genes whisper to us, they do not shout. They can be stubborn, but they can be persuaded, cajoled, bribed, or, if necessary, simply overruled and strong-armed into submission. Dr. Rieux learned in a time of pestilence that "there are more things to admire in men than to despise." Similarly, the whole can be greater than the sum of its parts, if we choose to be. We can be greater than the sum of our genes. If that is our decision, evolution can't do a thing about it. Making that decision is the supreme test of our humanity, our greatest challenge and our most sublime opportunity. Nonetheless, war touches a deep chord in most human beings, and the decision to say no will not be an easy one. Sigmund Freud commented that prohibitions and taboos by their very existence strongly suggest a preexisting desire to perform the prohibited act, otherwise there would be no need for the prohibition: "What no human soul desires, there is no need to prohibit; it is automatically excluded. The very emphasis of the commandment Thou Shalt Not Kill makes it certain that we spring from an endless ancestry of murderers, with whom the lust for killing was in the blood, as possibly it is to this day with ourselves." He also emphasized that wars occur because nations, like individuals, "still obey their immediate passions far more readily than their interests,"14 a succinct summary of the plight of today's Neanderthal. Prior to World War I especially, the making of war was generally considered a laudable activity. Admiration and often adulation flowed to such men as Alexander, Achilles, Caesar, Charlemagne, Frederick the Great, Napoleon, and Robert E. Lee. The first masterpiece of Western literature (Homer's Iliad) and the first histories (Herodotus' account of the Persian Wars, and Thucydides' study of the Peloponnesian War) focused on war. Western culture is by no means unique in its glorification of war, as witness the cultures of ancient Africa, Mexico, and Fiji. Accordingly, "the war against war," as William James pointed out, "is going to be no holiday excursion or camping party."15 The fact is that war and sanctified violence have had a powerful and persistent appeal cross‑culturally, although not in all cultures, and throughout human history. Thus, as James said, war has come to be seen as "preserving our ideals of hardihood," a supreme test of human effectiveness, the most demanding and, hence, for many people, the most rewarding activity of which they are capable. It is revealing that whereas "war" exists in the plural, "peace" is conceived only in the singular. (A similar pattern obtains in other languages as well.) We have the War of the Roses, the Napoleonic wars, the Maori wars, World Wars I and II, and so on, but only one peace, despite the fact that there must have been as many different kinds of peace as different kinds of wars. As with the Eskimos, who are said to have eleven words for what in English we simply call "snow," or the Bedouin, who have more than one hundred words for "camel," human beings distinguish carefully among whatever is important to them. For countless generations the human Neanderthal has been obsessed with war, and indifferent to peace, even slightly bored with it. When and if peace becomes as appealing as war, perhaps then we shall focus on it, identifying its varieties and nuances. Words signifying normalcy, like "peace," "health," and "sanity," have lagged behind their pathological counterparts; thus, we know more about diseases than about wellness. Yet, as the holistic health movements are demonstrating, in order to practice preventive medicine, it is necessary to define, describe, and validate the state of wellness before one can act effectively to preserve it. Much of war's appeal, according to William James, comes from its aura of extremis, embodying the most dangerous and strenuous of human struggles, and hence becoming strangely ennobling despite (or in part, because of) its extraordinary horror. The contemplation of war, the preparation for war, and in many cases even the fighting of war is something that most Neanderthals find compelling, exciting, and even fun. According to James, this gut-level attraction "cannot be met effectively by mere counter-insistency on war's expensiveness and horror. The horror makes the thrill; and when the question is of getting the extremist and supremist out of human nature, talk of expense sounds ignominious." He therefore proposed a "substitute for war's disciplinary function"—his now-famous Moral Equivalent of War, suggesting a peacetime conscription which would not so much overcome the Neanderthal mentality as bypass it with a bit of social ju jitsu, sublimating dangerous human urges into constructive activity.16 In a sense, the Peace Corps was a practical example of James's conception; but a real peace corps can be fashioned only when peacemaking becomes recognized as an acceptable and active verb, and when peace takes its rightful place at our own core. Ironically, in a world society that is increasingly intolerant of personal violence, that forbids murder, assault, even the threat of physical abuse, and in which fistfights and even bullying are grossly out of place, in diplomatic parlors, war and the threat of war remain acceptable. Rather than finding a moral equivalent of war, we have collectively made war itself into a morally acceptable form of violence such that societies can contemplate and plan actions that would be unacceptable if undertaken by its individual members. Those old Neanderthal cravings are still alive and well, running just beneath the surface, needing only the slightest provocation to erupt, even in the most sophisticated and presumably civilized societies. Just let some Americans be taken hostage in Iran, or a Korean airliner violate Soviet airspace, and suddenly the cavemen are at it again and the old predictable tribal bellowing resumes. Homo, called sapiens, is all but drowned in an atavistic avalanche of anger, distrust, and intolerance. The structures of peace, built up with such care and needing such nurturance, seem woefully delicate and fragile before the crude, easily evoked Neanderthal onslaught. But here we note Theodore Roethke's observation, "In a dark time, the eye begins to see." Perhaps by thinking, feeling, and believing, we can see through our Neanderthal mentality, and forge a new awareness where we confront our limitations and our strengths, able to bend, but nonetheless to resist and not to break. A major impediment to this awareness has been our ignorance that the Neanderthal mentality even exists. There is also the double irony of pessimism—the assumption that the Neanderthal mentality, under the alias of "human nature," is unchangeable. Insofar as it succeeds, this assumption is a triumph for the Neanderthal mentality and, moreover, a self-fulfilling prophecy. It is also seductive; it leaves each of us free to go ahead with his or her own little life, all the while treading on unstable slopes, heedless of the danger. "The challenge to humans in our time is whether they can become aroused not just over small but over larger dangers," observed Norman Cousins. "Whether they can perceive universal problems as well as personal ones, whether they can become as concerned over their survival as a species as they are over their jobs."" This arousal is growing, in part because the overriding universal problem is increasingly perceived as an intensely personal one, because it threatens the deepest personal values of every human being, and also because it demands a committed personal response. Perhaps we shall have the final laugh after all, and perhaps the laugh will be on evolution. In giving so much autonomy to the bodies they create, the genes of Homo sapiens have unwittingly sewn the seeds of their own overthrow (not the seeds of their destruction, for that would mean our own demise as well). It is precisely—and only—by overthrowing our genes, by taking the unprecedented step and saying no to their dangerous and insistent whisperings, that we can preserve them, along with everything else. By saying no to that aspect of our genes, we say yes to life, to love, and to hope, and even to the continuation of those troublesome genes themselves. There is no better time. "At this moment," wrote Albert Camus, when each of us must fit an arrow to his bow and enter the lists anew, to reconquer, within history and in spite of it, that which he owns already, the thin yield of his fields, the brief love of this earth, at this moment when at last a man is born, it is time to forsake our age and its adolescent furies. The bow bends; the wood complains. At the moment of supreme tension, there will leap into flight an unswerving arrow, a shaft that is inflexible and free.18 Maybe in the long run we shall all laugh together, as through our negation of the Neanderthal mentality we arrive at a new affirmation, a higher level of life, its most exalted accomplishment. This will be the point at which, while unable to be saints but refusing to bow down to universal murder, we resolve to overcome the Neanderthal mentality and thereby transcend, if not overcome, our biology itself. 

Perm do the alternative-  It literally is us – 
Stefan Ramaekers. “Teaching to Lie and Obey: Nietzsche and Education.”  Journal of Philosophy of Education 35.2, 2001.

In Beyond Good and Evil, Nietzsche says about education:
Parents involuntarily make something like themselves out of their children – they call that “education”; no mother doubts at the bottom of her heart that the child she has borne is thereby her property, no father hesitates about his right to subject it to his own ideas and notions of worth.
In view of the importance Nietzsche attaches to obedience, to being embedded, one should not be surprised that he considers initiating the child into a particular constellation of arbitrary laws to be a natural part of her education.  For the child, education means, at least in the early stages, being subordinated to a particular view of what is worth living for, and being introduced into a system of beliefs.  Education consists in teaching the child to see and to value particular things, to handle a perspective: to lie.  The argument goes even further.  In view of Nietzsche's perspectivism one must now say that not initiating the child into a perspective, not teaching him to lie is educationally speaking not even an option: the child makes himself familiar with a perspective he cannot ignore since this is the precondition for making sense of anything and exploring the unfamiliar.  Put differently, because of the necessity of being embedded a human being is molded into a particular shape that he cannot do without.
	My understanding of Nietzsche is consequently at variance with any understanding which arguments for a radical individualism and takes the individual to be the point of reference of all values and truths.  Johnston, for example, tilts the scales too strongly towards the individual as a self-affirming autonomous agent and hence disregards the epistemologically and ethically constitutive importance of the individual embeddedness for what she affirms as true and valuable.  He even claims that the individual put forward by Nietzsche is the antithesis of the social realm.  For Nietzsche, Johnston writes, “there is no question of a reconciliation between the realms of the individual and the social.”  Referring to Dewey, he makes it look as if the Nietzschean individual can withdraw herself from social embeddedness since she apparently has no need to refer her own action to that of others.  Adopting a thoroughly Nietzschean stand on education therefore requires, in Johnston's opinion, a break with education conceived as a matter of “making familiar with” and of being initiated into a particular cultural inheritance, that is as a matter of socialization in the rich sense.  In consequence education becomes essentially self-education.


Link turn – focusing on preventable death solves the link
Kadampa Meditation Center. No Date. 
International Meditation Center & Temple for World Peace. http://www.meditateinla.org/temple/dealing-with-fear/
A healthy fear of death would be the fear of dying unprepared, as this is a fear we can do something about, a danger we can avert. If we have this realistic fear, this sense of danger, we are encouraged to prepare for a peaceful and successful death and are also inspired to make the most of our very precious human life instead of wasting it.  This "sense of danger" inspires us to make preparations so that we are no longer in the danger we are in now, for example by practicing moral discipline, purifying our negative karma, and accumulating as much merit, or good karma, as possible.  We put on a seat belt out of a sense of danger of the unseen dangers of traffic on the road, and that seat belt protects us from going through the windshield. We can do nothing about other traffic, but we can do something about whether or not we go through the windscreen if someone crashes into us.  Similarly, we can do nothing about the fact of death, but we can seize control over how we prepare for death and how we die. Eventually, through Tantric spiritual practice, we can even attain a deathless body. In Living Meaningfully, Dying Joyfully, Geshe Kelsang says:  Dying with regrets is not at all unusual. To avoid a sad and meaningless end to our life we need to remember continually that we too must die. Contemplating our own death will inspire us to use our life wisely by developing the inner refuge of spiritual realizations; otherwise we shall have no ability to protect ourself from the sufferings of death and what lies beyond.  Moreover, when someone close to us is dying, such as a parent or friend, we shall be powerless to help them because we shall not know how; and we shall experience sadness and frustration at our inability to be of genuine help. Preparing for death is one of the kindest and wisest things we can do both for ourself and others.  The fact of the matter is that this world is not our home. We are travelers, passing through. We came from our previous life, and in a few years, or a few days, we shall move on to our next life. We entered this world empty-handed and alone, and we shall leave empty-handed and alone.  Everything we have accumulated in this life, including our very body, will be left behind. All that we can take with us from one life to the next are the imprints of the positive and negative actions we have created.  If we ignore death we shall waste our life working for things that we shall only have to leave behind, creating many negative actions in the process, and having to travel on to our next life with nothing but a heavy burden of negative karma. On the other hand, if we base our life on a realistic awareness of our mortality, we shall regard our spiritual development as far more important than the attainments of this world, and we shall view our time in this world principally as an opportunity to cultivate positive minds such as patience, love, compassion, and wisdom.  Motivated by these virtuous minds we shall perform many positive actions, thereby creating the cause for future happiness. When the time of our death comes we shall be able to pass away without fear or regret, our mind empowered by the virtuous karma we have created. The Kadampa Teachers say that there is no use in being afraid when we are on our deathbed and about to die; the time to fear death is while we are young. Most people do the reverse. While they are young they think, "I shall not die", and they live recklessly without concern for death; but when death comes they are terrified.  If we develop fear of death right now we shall use our life meaningfully by engaging in virtuous actions and avoiding non-virtuous actions, thus creating the cause to take a fortunate rebirth. When death actually comes we shall feel like a child returning to the home of its parents, and pass away joyfully, without fear.  We shall become like Longdöl Lama, a Tibetan Buddhist Master who lived to a great old age. When the time of his death came he was overjoyed. People asked him why he was so happy and he replied, `If I die this morning I shall be born again this evening in a Pure Land. My future life will be far superior to this one.' Longdöl Lama had prepared carefully for his death and chosen the specific place of his rebirth. If we use our life to engage purely in spiritual practice we can do the same.
Rejecting ethical norms means the will-to-power reigns supreme – guarantees extinction
Fasching 1993 (Darrell J., Professor of Religious Studies at University of South Florida, The Ethical Challenge of Auschwitz and Hiroshima, Pp. 28-29)
Our modern technological civilization offers us seemingly infinite utopian opportunities to recreate ourselves (e.g., genetic engineering, behavioral engineering) and our societies (social engineering) and our world (chemical engineering, atomic engineering). But having transcended all limits and all norms, we seem bereft of a normative vision to govern the use of our utopian techniques. This normlessness threatens us with demonic self-destruction. It is this dark side of technical civilization that was revealed to us not only at Auschwitz and but also at Hiroshima. Auschwitz represents a severe challenge to the religious traditions of the West: to Christians, because of the complicity of Christian‑ity in the anti-Judaic path that led to Auschwitz renders its theological categories ethically suspect; to Jews, because their victim status presses faith in the God of history and in humanity to the breaking
point. But the path to Auschwitz, and from Auschwitz to Hiroshima, represents a challenge, equally severe, for the scientific and technical, secular culture of the Enlightenment. We do not seem to have fared any better under a secular ethic than we did under a religious one. Indeed we have fared worse. Genocide it seems is a unique product of the modern secular world and its technically competent barbarians. Auschwitz stands for a demonic period in modern Western civi‑lization in which the religious, political and technological develop‑ments converged to create a society whose primary purpose was the most efficient organization of that entire society for the purpose of exterminating all persons who were regarded as aliens and strangers—especially the Jews. The Nazi vision of the pure Aryan society repre‑sents a utopian vision of demonic proportions—a vision that inspired an apocalyptic revolutionary program of genocide. It reveals at once both a time of "The Death of God" in the Nietzschean sense and yet the resurgence of religion, that is, a demonic religiosity that creates a new public order in which all pluralism is eliminated from the public square and in which virtually nothing is sacred—not even human life. The period of the Holocaust stands as prophetic warning to a technological civilization that has no other norm than the will to power. If Auschwitz embodies the demonic use of technology against targeted populations to commit genocide, Hiroshima and Nagasaki represent the last such use of technology. For with the coming of Nuclear warfare, technology has outstripped human intentionality so that if the bomb is ever used again, genocide will be transformed into collective suicide or omnicide—the destruction of all life. Having enemies is a luxury no community on the face of the earth can any longer afford. If there is a next time, it will not matter who is right and who is wrong, we shall all perish in the flames. Auschwitz and Hiroshima suggest that the millennium which brought us the utopian age of progress threatens to bring itself to an abrupt apocalyptic conclusion. The age of the bomb seems to have shattered and restructured the millennial myth. No longer can we imagine that apocalypse will be followed by utopia. The myth of unfolding stages seems to have broken apart into an absolute Either-Or: either Apocalypse or Utopia. Not wishing to face the terror of the first option we enthusiastically (although uneasily) embrace the second. Through a somewhat forced utopian euphoria we try to repress the prophetic warnings of Auschwitz and Hiroshima which remind us that a normless world will inevitably end in apocalyptic self-destruction.

2AC Risk
Perm do both
Permutation do the plan and all non-competitive parts of the alternative

The alt alone is worthless to policy making – only coupling with the method of the 1AC can solve
Cairney 10
(Paul, Chair in Politics and Public Policy¶ BA (Hons), MSc, PhD at Aberdeen University, “Complexity Theory in Public Policy” http://www.psa.ac.uk/journals/pdf/5/2010/121_665.pdf, SEH)

Why has Complexity Theory Struggled for Attention?¶ The first difficulty with complexity theory is that it is difficult to pin down. While we¶ may find similar discussions in a wide range of texts in the literature, this may be merely¶ because it is vague. Its appeal in the sciences may be because it means different things to¶ different people, suggesting that initial enthusiasm and cross-disciplinary cooperation may be replaced by growing scepticism.¶ The second is that, when we do pin the meaning of complexity theory down, it seems to¶ present a deterministic argument. The danger is that if the complex system is¶ predominantly the causal factor then we lose sight of the role that policymakers play;¶ there may be a tendency to treat the system as a rule-bound structure which leaves¶ minimal room for the role of agency. It is tempting to contrast this picture with¶ interpretive social science which rejects the assumption of structural constraint. Rather, it¶ explores how agents perceive their decision-making environments; how they reproduce,¶ accept or challenge the structural, institutional and wider systemic constraints that they¶ appear to face when making decisions. Indeed, they may even reject terms such as¶ ‘institution’ and ‘rule’ because they imply a sense of permanence or common¶ understanding that has not been demonstrated (Bevir and Rhodes, 2003; 2006). This is¶ the essence of the study of politics, explaining why different policymakers make different¶ decisions under the same circumstances. Yet, there is perhaps good reason to resist this¶ temptation because, if the aim of complexity theory is to identify a shift in rule-bound¶ behaviour, then it could have something in common with interpretivist accounts which¶ seek to understand how agents interpret, adapt to and influence their decision-making¶ environment. This seems to be Teisman and Klijn’s (2008: 289) point when they focus¶ on agents adapting to the fitness landscape. Further, as Schneider and Bauer (2007: 6)¶ discuss, complexity theory appears to differ from the old functionalist logic of systems¶ theories that has gone out of fashion in political science. A kinder treatment of¶ complexity suggests that, so far, it has been used in public policy more to provide¶ practical advice to public managers than to inform the wider theological debates on¶ structure and agency we find in political science. I return to this theme in the next¶ section. The third is that it is difficult to identify or define a system and separate it from its¶ environment. For Mitleton-Kelly (2003: 30) this is not a problem because it is useful to¶ work on the assumption that there is no fixed boundary between the two. Rather, the¶ picture is one of overlapping systems or an ‘intricate web of inter-relationships’,¶ suggesting that systems as a whole engage in ‘co-evolution’. Rather than a system¶ adapting to its environment, we picture organisations influencing and being influenced by¶ the ‘social ecosystem’ which consists of other organisations (2003: 31).¶ This conclusion raises a fourth problem related to scale or perspective in complex¶ systems. Not only do we not know what a complex system is, but we don’t know at what¶ level we should view it. Wider scientific accounts relate the benefit of complexity theory¶ to the ability to step back and see the system as a whole, in much the same way that we¶ move from looking at molecules to observing the whole being. Yet, this doesn’t guide us¶ too much, because we could still see systems at different levels, such as a healthcare¶ system or a political system or even 8an international political system (plus authors such as¶ Mitleton-Kelly often seem to situate analysis at the organisational level). While this¶ gives us some flexibility, it could raise a whole host of further theoretical questions (are¶ central policymakers situated within, or treated as external to, the systems they cannot¶ control? If a country’s political system is made up of a number of other systems, does this suggest that there are super-emergent processes when systems interact with each¶ other?).¶ The fifth is that it is difficult to know which types of policy issue or area complexity¶ theory applies to. For example, Klijn (2008: 314) suggests that complexity theory is best¶ suited to ‘wicked problems’, suggesting that it refers primarily to issues of joined-upgovernment¶ and/ or intractable policy problems (what would this exclude?). Bovaird¶ (2008: 325) suggests that complex systems “are less likely to be found in ‘command-andcontrol’¶ environments”. This is confusing for two related reasons. First, the best¶ example in the UK of a command-and-control approach is the English NHS. Yet,¶ Kernick (2006) argues that complexity theory is well suited to explain why the NHS is¶ impervious to central control. Second, perhaps Bovaird is referring not to areas with¶ command-and-control styles, but those conducive to them. If so, there seems to be no¶ way to decide which areas are most relevant. The irony of governance, highlighted by¶ Rhodes (1997), in which successive governments have contributed to their own lack of¶ central control, knows no bounds. Perhaps the point is that the identification of¶ emergence and self-organizing behaviour is most likely in areas where the role of the¶ ‘centre’ is not strong, but this also raises further issues (below). The sixth is that, although anti-reductionism and whole-systems approaches sound¶ attractive (almost like a valence issue), reductionist theories have a strong hold in¶ political science. Indeed, rational choice theory may represent complexity theory’s¶ poplar opposite because it seeks parsimonious results based on a reduction of the social¶ world into as few factors as possible. This is as much a practical as a philosophical issue.¶ While we may view the world as a complex system, we do not have the ability to study it¶ as one. The ACF, for example, situates analysis at the level of the subsystem and¶ identifies two main processes: a process of learning within subsystems as advocacy¶ coalitions compete to define the policy problem and account for new information, and an¶ external process which may produce shocks to the system that change how the subsystem¶ operates (Sabatier and Jenkins-Smith, 1993; Weible et al, 2009). The interesting aspect¶ of this framework is that, while from a complex systems perspective we may prefer to¶ study the system as a whole, the ACF may be no worse a way to study the process when¶ we are faced with limited resources and cognitive abilities.¶ A final problem may be that complexity theory complicates the study of public policy¶ without offering something new. This point seems strongest when applied to the study¶ of implementation. For example, one case study in the PMR special issue demonstrates¶ ‘how local governments develop contrasting behaviour on the same national policy¶ impulse due to self-organizing abilities to combine adaptiveness and self referentiality’¶ (Teisman and Klijn, 2008: 296), but Teisman and Klijn do not show how this differs from¶ similar ‘bottom-up’ processes of self-selection in implementation structures (Hjern, 1981;¶ Hjern and Porter, 1982) or street-level bureaucracy (Lipsky, 1980) identified 30 years ago¶ (also compare Buuren and Gerrits’ 2008: 382 line that ‘decisions are neither the starting¶ nor the finishing points of a decision-making process’ with Barret and Fudge’s focus on¶ ‘policy in action’). Similarly, the statement that complexity theory shows us that¶ ‘managers are not the rational beings presented in many managerial handbooks (Teisman and Klijn, 2008: 297) does not seem startlingly original. We are in the very¶ familiar territory of uncertain policy effects and unintended consequences. A¶ sympathetic assessment might suggest that these points are being restated because the¶ lessons from bottom-up studies have been lost or ignored. This seems to be the tone of¶ Butler and Allan’s (2008) argument that there is no one-best-way in the delivery of local¶ services and in Kernick’s (2006: 388) criticism of the assumption of a single¶ organizational solution in the NHS (and promotion of a more meaningful dialogue¶ between those who design and those who deliver and use the service). But is there¶ anything more to complexity theory than this?

Risk framing motivates new social movements and re-democratizes politics
Borraz, ‘7 
[Olivier Borraz, Centre de Sociologie des Organisations, Sciences Po-CNRS, Paris, Risk and Public Problems, Journal of Risk Research Vol. 10, No. 7, 941–957, October 2007, p. 951]

These studies seem to suggest that risk is a way of framing a public problem in such a way as to politicize the search for solutions. This politicization entails, in particular, a widening of the range of stakeholders, a reference to broader political issues and debates, the search for new decision- making processes (either in terms of democratization, or renewed scientific expertise), and the explicit mobilization of non-scientific arguments in these processes. But if this is the case, then it could also be true that risk is simply one way of framing public problems. Studies in the 1990s, in particular, showed that a whole range of social problems (e.g., poverty, housing, unemployment) had been reframed as health issues, with the result that their management was transferred from social workers to health professionals, and in the process was described in neutral, depoliticized terms (Fassin, 1998). Studies of risk, on the contrary, seem to suggest that similar social problems could well be re-politicized, i.e., taken up by new social movements, producing and using alternative scientific data, calling for more deliberative decision-making procedures, and clearly intended to promote change in the manner in which the state protects the population against various risks (health and environment, but also social and economic). In other words, framing public problems as risks could afford an opportunity for a transformation in the political debate, from more traditional cleavages around social and economic issues, to rifts stemming from antagonistic views of science, democracy and the world order.

[If read Junio] The low likelihood of our impacts isn’t a reason to vote negative – all war is unlikely but discussing the details of cyber warfare policy is key to defensive measures that prevent irrational lash out and conservative takeover.  

The burden of proof is on the negative to prove we are wrong – simply pointing out the 1AC seems fishy is poor scholarship and doesn’t rise to an sufficient reason to reject us.
Yudkowsky 6 
Eliezer Yudkowsky, Research Fellow at the Singularity Institute for Artificial Intelligence that has published multiple peer-reviewed papers on risk assessment. Cognitive biases potentially affecting judgment of global risks Forthcoming in Global Catastrophic Risks, eds. Nick Bostrom and Milan Cirkovic. August 31, 2006.

Every true idea which discomforts you will seem to match the pattern of at least one psychological error. Robert Pirsig said: “The world’s biggest fool can say the sun is shining, but that doesn’t make it dark out.” If you believe someone is guilty of a psychological error, then demonstrate your competence by first demolishing their consequential factual errors. If there are no factual errors, then what matters the psychology? The temptation of psychology is that, knowing a little psychology, we can meddle in arguments where we have no technical expertise – instead sagely analyzing the psychology of the disputants. If someone wrote a novel about an asteroid strike destroying modern civilization, then someone might criticize that novel as extreme, dystopian, apocalyptic; symptomatic of the author’s naive inability to deal with a complex technological society. We should recognize this as a literary criticism, not a scientific one; it is about good or bad novels, not good or bad hypotheses. To quantify the annual probability of an asteroid strike in real life, one must study astronomy and the historical record: no amount of literary criticism can put a number on it. Garreau (2005) seems to hold that a scenario of a mind slowly increasing in capability, is more mature and sophisticated than a scenario of extremely rapid intelligence increase. But that’s a technical question, not a matter of taste; no amount of psychologizing can tell you the exact slope of that curve. It’s harder to abuse heuristics and biases than psychoanalysis. Accusing someone of conjunction fallacy leads naturally into listing the specific details that you think are burdensome and drive down the joint probability. Even so, do not lose track of the real- world facts of primary interest; do not let the argument become about psychology. Despite all dangers and temptations, it is better to know about psychological biases than to not know. Otherwise we will walk directly into the whirling helicopter blades of life. But be very careful not to have too much fun accusing others of biases. That is the road that leads to becoming a sophisticated arguer – someone who, faced with any discomforting argument, finds at once a bias in it. The one whom you must watch above all is yourself. Jerry Cleaver said: “What does you in is not failure to apply some high-level, intricate, complicated technique. It’s overlooking the basics. Not keeping your eye on the ball.” Analyses should finally center on testable real-world assertions. Do not take your eye off the ball.

The aff solves the security paradox the 1NC criticizes by restricting the ability of the president to unilaterally strike out against other countries - the plan establishes norms to ensure deliberative decision making which precludes errors like Iraq
No impact  
Gray 7
Director of the Centre for Strategic Studies and Professor of International Relations and Strategic Studies at the University of Reading, graduate of the Universities of Manchester and Oxford, Founder and Senior Associate to the National Institute for Public Policy, formerly with the International Institute for Strategic Studies and the Hudson Institute (Colin, July, “The Implications of Preemptive and Preventive War Doctrines: A Reconsideration”, http://www.ciaonet.org/wps/ssi10561/ssi10561.pdf)

7. A policy that favors preventive warfare expresses a futile quest for absolute security. It could do so. Most controversial policies contain within them the possibility of misuse. In the hands of a paranoid or boundlessly ambitious political leader, prevention could be a policy for endless warfare. However, the American political system, with its checks and balances, was designed explicitly for the purpose of constraining the executive from excessive folly. Both the Vietnam and the contemporary Iraqi experiences reveal clearly that although the conduct of war is an executive prerogative, in practice that authority is disciplined by public attitudes. Clausewitz made this point superbly with his designation of the passion, the sentiments, of the people as a vital component of his trinitarian theory of war. 51 It is true to claim that power can be, and indeed is often, abused, both personally and nationally. It is possible that a state could acquire a taste for the apparent swift decisiveness of preventive warfare and overuse the option. One might argue that the easy success achieved against Taliban Afghanistan in 2001, provided fuel for the urge to seek a similarly rapid success against Saddam Hussein’s Iraq. In other words, the delights of military success can be habit forming. On balance, claim seven is not persuasive, though it certainly contains a germ of truth. A country with unmatched wealth and power, unused to physical insecurity at home—notwithstanding 42 years of nuclear danger, and a high level of gun crime—is vulnerable to demands for policies that supposedly can restore security. But we ought not to endorse the argument that the United States should eschew the preventive war option because it could lead to a futile, endless search for absolute security. One might as well argue that the United States should adopt a defense policy and develop capabilities shaped strictly for homeland security approached in a narrowly geographical sense. Since a president might misuse a military instrument that had a global reach, why not deny the White House even the possibility of such misuse? In other words, constrain policy ends by limiting policy’s military means. This argument has circulated for many decades and, it must be admitted, it does have a certain elementary logic. It is the opinion of this enquiry, however, that the claim that a policy which includes the preventive option might lead to a search for total security is not at all convincing. Of course, folly in high places is always possible, which is one of the many reasons why popular democracy is the superior form of government. It would be absurd to permit the fear of a futile and dangerous quest for absolute security to preclude prevention as a policy option. Despite its absurdity, this rhetorical charge against prevention is a stock favorite among prevention’s critics. It should be recognized and dismissed for what it is, a debating point with little pragmatic merit. And strategy, though not always policy, must be nothing if not pragmatic.
Linearity might not be true but complexity isn’t 100% true either 
Gorka et al 12
Dr. Sebastian L. V. Gorka et al 12, Director of the Homeland Defense Fellows Program at the College of International Security Affairs, National Defense University, teaches Irregular Warfare and US National Security at NDU and Georgetown, et al., Spring 2012, “The Complexity Trap,” Parameters, http://www.carlisle.army.mil/USAWC/parameters/Articles/2012spring/Gallagher_Geltzer_Gorka.pdf

These competing views of America’s national security concerns indicate an important and distinctive characteristic of today’s global landscape: prioritization is simultaneously very difficult and very important for the United States. Each of these threats and potential threats—al Qaeda, China, nuclear proliferation, climate change, global disease, and so on—can conjure up a worstcase scenario that is immensely intimidating. Given the difficulty of combining estimates of probabilities with the levels of risk associated with these threats, it is challenging to establish priorities. Such choices and trade-offs are difficult, but not impossible. 30 In fact, they are the stock-in-trade of the strategist and planner. If the United States is going to respond proactively and effectively to today’s international environment, prioritization is the key first step—and precisely the opposite reaction to the complacency and undifferentiated fear that the notion of unprecedented complexity encourages. Complexity suggests a maximization of flexibility and minimization of commitment; but prioritization demands wise allotment of resources and attention in a way that commits American power and effort most effectively and efficiently. Phrased differently, complexity induces deciding not to decide; prioritization encourages deciding which decisions matter most. Today’s world of diverse threats characterized by uncertain probabilities and unclear risks will overwhelm us if the specter of complexity seduces us into either paralysis or paranoia. Some priorities need to be set if the United States is to find the resources to confront what threatens it most. 31 As Michael Doran recently argued in reference to the Arab Spring, “the United States must train itself to see a large dune as something more formidable than just endless grains of sand.”32¶ This is not to deny the possibility of nonlinear phenomena, butterfly effects, self-organizing systems that exhibit patterns in the absence of centralized authority, or emergent properties. 33 If anything, these hallmarks of complexity theory remind strategists of the importance of revisiting key assumptions in light of new data and allowing for tactical flexibility in case of unintended consequences. Sound strategy requires hard choices and commitments, but it need not be inflexible. We can prioritize without being procrustean. But a model in which everything is potentially relevant is a model in which nothing is.
1AR 

Fear of extinction is a legitimate and productive response to the modern condition---working through it by validating our representations is the only way to create an authentic relationship to the world and death 
Macy 2K 
Joanna Macy, adjunct professor at the California Institute of Integral Studies, 2000, Environmental Discourse and Practice: A Reader, p. 243

The move to a wider ecological sense of self is in large part a function of the dangers that are threatening to overwhelm us. We are confronted by social breakdown, wars, nuclear proliferation, and the progressive destruction of our biosphere. Polls show that people today are aware that the world, as they know it, may come to an end. This loss of certainty that there will be a future is the pivotal psychological reality of our time. ¶ Over the past twelve years my colleagues and I have worked with tens of thousands of people in North America, Europe, Asia, and Australia, helping them confront and explore what they know and feel about what is happening to their world. The purpose of this work, which was first known as “Despair and Empowerment Work,” is to overcome the numbing and powerlessness that result from suppression of painful responses to massively painful realities. As their grief and fear for the world is allowed to be expressed without apology or argument and validated as a wholesome, life-preserving response, people break through their avoidance mechanisms, break through their sense of futility and isolation. Generally what they break through into is a larger sense of identity. It is as if the pressure of their acknowledged awareness of the suffering of our world stretches or collapses the culturally defined boundaries of the self. ¶ It becomes clear, for example, that the grief and fear experienced for our world and our common future are categorically different from similar sentiments relating to one’s personal welfare. This pain cannot be equated with dread of one’s own individual demise. Its source lies less in concerns for personal survival than in apprehensions of collective suffering – of what looms for human life and other species and unborn generations to come. Its nature is akin to the original meaning of compassion – “suffering with.” It is the distress we feel on behalf of the larger whole of which we are a part. And, when it is so defined, it serves as a trigger or getaway to a more encompassing sense of identity, inseparable from the web of life in which we are as intricately connected as cells in a larger body. ¶ This shift in consciousness is an appropriate, adaptive response. For the crisis that threatens our planet, be it seen in its military, ecological, or social aspects, derives from a dysfunctional and pathogenic notion of the self. It is a mistake about our place in the order of things. It is the delusion that the self is so separate and fragile that we must delineate and defend its boundaries, that it is so small and needy that we must endlessly acquire and endlessly consume, that it is so aloof that we can – as individuals, corporations, nation-states, or as a species – be immune to what we do to other beings. 
The alt inevitably results in the re-emergence of repressed anxiety
Arthur 2002 (Kate, Doctoral Candidate in Theological Ethics – University of St. Michael’s College, “Terror of Death in the Wake of September the 11th: Is This the End of Death Denial?”, 11-16, http://www.inter-disciplinary.net/arthur%20paper.pdf)

I earlier tried to show how denial is a transparent strategy, an exercise of the intellect. Denial is a human response to the outrage of such a sinister and fearful force that can’t be studied, categorized, analyzed or understood by the enlightened mind. But this dismissal is not simply the discreet activity of an inquiring or especially psychologically or philosophically inclined mind. Becker, Ariès and others developed cogent arguments that denial is a societal pathology. Death’s denial is, according to historian Phillipe Ariès, a symptom of industrialization and modernity. Denial (and accompanying erotic fascination, he argued) developed in the 18th Century during the Enlightenment, along with the symbolic ‘removal’ of death from the realm of the living. The “reversal of death” was symbolized by the relocation of cemeteries to the outskirts of town. Death became traumatic, shameful, forbidden and repressed. In our desperation to drive death from life we marginalized it, made it worthy only of clandestine activity. As death was banished, relegated to tabooed territory, the result was what commentator Herman Fiefel says, were profound contradictions in our thinking (Feifel a, 1965). The Best Revenge is Living Well An example of such contradictory thinking is the public scorn of death represented by materialists and nihilists. The abiding influence of nihilism is the commonly expressed opinion that death is all that there is (Dollimore, 2000). We live in a pluralistic environment in which a shared vision of an afterlife cannot be assumed. The question of meaning in a post-Christian, post-modern, post-Communist and digitally connected globe often seems to be located in the living of life itself, nowhere else. Especially influential is a kind of European thinking, which encourages a secular nihilist proposition in the face of the problem of the finality of death. This defiant stance promotes human finitude as the sole source of meaning. The aim of this philosophy, and certain psychological schools, is to learn how to die this death, my death, knowing that there is nothing else after this death (Critchley, 2000). If God is dead and I have no postmortem hope, life in the present moment is all that matters. The materialist will not allow the fact of death to poison her enjoyment of life. Freud subscribed, in his own way, to this view and insisted that the aim of all of life is death. Here -5- Terror of Death in the Wake of September the 11th. fulfillment is achieved by throwing myself into some temporal absolute or other, whether politics, sexual fulfillment, mind altering substances, fame, material acquisition, or work. So the existentialists, like the Stoics of the ancient world, responded to the fear of death and its attendant unpleasant emotional affect by urging a constant mindfulness of death in life. By realizing the threat of non-existence, Martin Heidegger said, we can attain a fuller understanding of our life, its meaning and free ourselves from fear of death (See Tomer, 1994). This strategy defies death by saying we must refuse death’s meaning and find meaning only in life. If Freud and Becker, and their successors are right, this secular affirmation of life (whether or not in the presence of death) inevitably collapses into the ugly reappearance of repressed unconscious death anxiety (Becker, 1973 and Neimeyer 1997-1998). 
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